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DATA LINK LAYER

« We will study the design principles for the second layer in our
model, Data link layer.

« This study deals with efficient communication of whole units of
Information called Frames between two adjacent machines by a
communication channel that acts conceptually like a wire.
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DATA LINK LAYER DESIGN ISSUES:

« The data link layer uses the services of the physical layer to send

and receive bits over communication channels.

It has a number of functions:

Providing a well defined service interface to the network layer.

Dealing with transmission errors.

Regulating the flow of data so that slow receivers are not swamped

ny fast senders.

« To accomplish these goals, the data link layer takes the packets It gets
from the network layer and encapsulates them into frames for
transmission.
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« Each frame contains a frame header, a payload field for holding

the packet, and a frame trailer.
* Frame management is the heart of data link layer.
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Figure 3-1. Relationship between packets and frames.
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SERVICES PROVIDED TO THE NETWORK LAYER:

« The function of the data link layer is to provide services to the
network layer.

« The principle service Is transferring data from the network layer on

the sender machine to the network layer on the destination machine.

« The data link layer can be designed to offer various services.

« The actual services can vary from protocol to protocol.

Three reasonable possible services are:

Unacknowledged connectionless service.

Acknowledged connectionless service.

Acknowledged connection — oriented service.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Host 1 Host 2 Host 1 Host 2
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Actual
data path
(a) (b)
Figure 3-2. (a) Virtual communication. (b) Actual communication.
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1. UNACKNOWLEDGED CONNECTIONLESS SERVICE:
* This service consists of, the source machine send independent frames
to the destination machine without having the destination machine

acknowledgement.
« Ethernet is a good example for this service.

2. ACKNOWLEDGED CONNECTIONLESS SERVICE:

* Inthis service, there are no logical connections used, but each frame
Is sent with acknowledgement of the receiver.

« 802.11 (Wi-FI) Is a good example for this service.
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3. ACKNOWLEDGED CONNECTION-ORIENTED

SERVICE:

« The source and destination machines establish a connection before
data transfer.

* The network layer always send a packet and wait for it to be
acknowledged.

* If the acknowledgement is not done within the time limit, the
sender has to send the entire message again.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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FRAMING:

destination.

rate to a tolerable level.

be error free.

@ Computer Networks
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* Inorder to provide service to the network layer, the data link layer
must use the service provided by the physical layer.
* Physical layer job is accept a raw bit stream and deliver to the

« |If the channel is noisy, for wireless and wired links, the physical
layer will add some redundancy to its signals to reduce the bit error

« The bit stream received by the data link layer Is not guaranteed to
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* The number of bits received may be less than or equal to, or more
than the number of bits transmitted.

* |t is up to the data link layer to detect the errors, If necessary correct
errors also.

* The usual approach for data link layer is to break up the bit stream

Into discrete frames.

There are four framing methods:

Byte count

~lag bytes with byte stuffing.

~lag bits with bit stuffing.

Physical layer coding violations.

W
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1. BYTE COUNT:

It specifies the number of bytes in the frame.

When the data link layer at the destination sees the byte count then it
will know how many bytes and where the end of the frame is.
Small example frames of sizes 5, 5, 8and 8 bytes, respectively are
shown.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Figure 3-3. A byte stream. (a) Without errors. (b) With one error.
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2. FLAGBYTEWITHBYTE STUFFING:

« This framing method gets around the problem of
resynchronization after an error by having each frame start and
end with special bytes.

* Flag byte is used as both the starting and ending delimiter.

* This byte is shown in Fig i1s FLAG.

« Two consecutive flag bytes indicate the end of one frame and the

start of the next.
* Thus, If the receiver loses synchronization it can just search for
two flag bytes to find the end of the current frame and the start of

the next frame.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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FLAG| Header Payload field Trailer |FLAG
(a)
Original bytes After stuffing
A FLAG B —= | A ESC | |[FLAG B
A ESC B —= | A ESC | | ESC B

A ESC | |[FLAG|| B [— | A ESC | |ESC | |ESC | [FLAG|| B

A ESC | | ESC B — | A ESC | |ESC | | ESC | | ESC B

@ Computer Networks

(b)

Figure 3-4. (a) A frame delimited by flag bytes. (b) Four examples of byte se-
quences before and after byte stuffing.

K. Divya Madhuri, Asst. Professor ECE 4/27/2021

/




/fﬁfm Aditya Engineering College (A) \

« .,, ) Q \
(ADITIAY 9\*

3. FLAGBITSWITHBIT STUFFING:

* Framing can also be done at the bit level, so frames can contain an
arbitrary number of bits made up of any size.

« Each frame begins and ends with a special bit pattern, 01111110 or
OX7E in hexadecimal.

* This pattern is called flag byte.

*  Whenever the sender’s data link layer encounters five consecutive 1s
In the data, it automatically stuffs a O bit into the outgoing bit
stream.

« This bit stuffing I1s analogous to byte stuffing, in which an escape
byte Is stuffed into the outgoing character stream before a flag byte
In the data.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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* |talso ensures a minimum density of transitions that help the
physical layer to maintain synchronization.
« USB (Universal Serial Bus) uses bit stuffing for this reason.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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(b)) 011011111011111011111010010

~ t 7

Stuffed bits

(c) 011011111111111111110010

Figure 3-5. Bit stuffing. (a) The original data. (b) The data as they appear on
the line. (c¢) The data as they are stored in the receiver's memory after destuf-

fing.
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4. PHYSICAL LAYER CODE VIOLATIONS:

* \We are using “coding violations” to delimit frames (determining
the limitations of frames).

« |tiseasy to find the start and end of frames and no need to stuff

the data.
« Many data link protocols use a combination of these methods for

safety.
« A common pattern used for Ethernet and 802.11 is to have a frame

begin with a well-defined pattern called a preamble.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021 /
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ERROR CONTROL.:

* Next problem: How to make sure all frames are eventually
delivered to the network layer at the destination and in the proper
order?

« The receiver can tell whether a frame received contains correct or
faulty information.

* For unacknowledged connectionless service, it is not an issue, so
sender just kept sending frames without regard to whether they
were arriving properly or not.

* For reliable & connection-oriented service it is not correct.

« Toensure reliable deliverance of data, is to provide the sender with
some feedback.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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* The protocol calls for the receiver to send special control frames
bearing positive or negative acknowledgements about the incoming
frames.

» |If the sender receives a positive acknowledgement about a frame, it
knows the frame has arrived safely.

* |If negative acknowledgement means that something was wrong and
the frame must be transmitted again.

* Another problem comes with hardware troubles, may cause a
frame to vanish completely then the receiver will not react at all.

* This possibility is dealt with introducing timers into the data link
layer.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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* The timer is set to expire after an interval for the frame to reach the
destination and have the acknowledgement propagate back to the
sender.

« |f the frame received correctly and the acknowledgement will get
back before the timer runs out, in such case the timer will get
cancelled.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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FLOW CONTROL:

* Itis an important criteria to study, when a sender wants to transmit
frames faster than the receiver can accept.

* There are two approaches to prevent this:

1. Feedback based flow control

2. Rate based flow control

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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@ Computer Networks

. FEEDBACK BASED FLOW CONTROL.:
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In this approach, the receiver sends back information to the sender

giving it permission to send more data.

. RATE BASED FLOW CONTROL.:

In this approach, the protocol has a built-in mechanism that limits
the rate at which senders may transmit data without using feedback

from the recelver.
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ERROR DETECTION AND CORRECTION:
* In some guided channels, like optical fibers in telecommunications

network have tiny error rates.
« But in wireless links have larger error rates.

* There are two strategies:
1. To include enough redundant information to enable receiver to

deduce the transmitted data.
2. To include only enough redundancy to allow the receiver to deduce

that an error occurred and request a retransmission

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021 /
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« The use of error correcting codes is referred to forward error
correction(FEC).

* In some cases, the location of an error is known, because the
physical layer may receive an analog signal which is not the
expected value for a 0 or 1 then it Is declared that bit is lost.

« This situation is called an erasure channel.

* Error-correcting codes seen in the physical layer, mainly for noisy
channels.

* Error-detecting codes are commonly used in link, network, and
transport layers.
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ERROR CORRECTING CODES:

There are four error correcting codes.
Hamming codes.

Binary convolution codes
Reed-Solomon codes.

Low-density parity check codes.

B~
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ERROR DETECTING CODES:

1. Parity check
2. CRC
3. Checksum

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021 /
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1. HAMMING CODES:

« Hamming code is a set of error-correction codes that can be used
to detect and correct the errors that can occur when the data Is
moved or stored from the sender to the receiver.

* |tis technique developed by R.W. Hamming for error correction.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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» REDUNDANT BITS
* Redundant bits are extra binary bits that are generated and added to

the information-carrying bits of data transfer to ensure that no bits

were lost during the data transfer.
* The number of redundant bits can be calculated using the following

formula:

2’r 2 m+r+1

where, r = redundant bit, m = data bit

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021 /
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A parity bit is a bit appended to a data of binary bits to ensure that
the total number of 1’s In the data Is even or odd.

Parity bits are used for error detection.

There are two types of parity bits:

Even parity bit
Odd parity bit

@ Computer Networks
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1. EVEN PARITY BITS:
* Inthe case of even parity, for a given set of bits, the number of 1°’s are

counted.
« |f that count Is odd, the parity bit value Is set to 1, making the total

count of occurrences of 1’s an even number.
« |f the total number of 1’s in a given set of bits is already even, the parity

bit’s value 1s 0.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021 /
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2. ODD PARITY BITS:

* In the case of odd parity, for a given set of bits, the number of 1°s are
counted.

« |f that count Is even, the parity bit value Is set to 1, making the total
count of occurrences of 1’s an odd number.

« |f the total number of 1°s in a given set of bits is already odd, the
parity bit’s value 1s 0.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021 /
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HAMMING CODE ALGORITHM

« The Hamming Code is simply the use of extra parity bits to allow
the identification of an error.

1. Write the bit positions starting from 1 in binary form (1, 10, 11, 100,
etc).

2. All the bit positions that are a power of 2 are marked as parity bits
(1, 2, 4, 8, etc).

3. All the other bit positions are marked as data bits.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021 /
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4. Each data bit is included in a unique set of parity bits, as
determined its bit position in binary form.

a. Parity bit 1 covers all the bits positions whose binary
representation includes a 1 in the least significant position (1, 3, 5,
7,9, 11, etc).

b. Parity bit 2 covers all the bits positions whose binary
representation includes a 1 in the second position from the least
significant bit (2, 3, 6, 7, 10, 11, etc).

c. Parity bit 4 covers all the bits positions whose binary
representation includes a 1 in the third position from the least
significant bit (4—7, 12-15, 20-23, etc).

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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d. Parity bit 8 covers all the bits positions whose binary
significant bit (8-15, 24-31, 40-47, etc).
the parity position and the bit position Is non-zero.
of ones In the positions it checks Is odd.

checks Is even.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE
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representation includes a 1 in the fourth position from the least
e. Ingeneral, each parity bit covers all bits where the bitwise AND of
5. Since we check for even parity set a parity bit to 1 if the total number

6. Set a parity bit to O if the total number of ones In the positions it
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Position |[RBE |R4 [(R2 |R1
0 0 0 0 0
1 0 0 0 1
2 0 0 1 0
3 0 0 1 1
4 0 1 0 0
5 0 1 ] 1
b 0 1 1 0
7 0 1 1 1
s} 1 0 0 0
9 1 0 0 1
10 1 0 1 0
11 1 0 1 1
|R] ->1,3,5,7,9,11
R2 ->2,36,7,10,11
ﬁi j g:g:?![:u Table : Parity bits position
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2. CYCLIC REDUNDANCY CHECK (CRC)

 CRC or Cyclic Redundancy Check is a method of detecting
accidental changes/errors in the communication channel.

been corrupted.
* CRCs are ubiquitous.

For instance, Ethernet and Wi-Fi packets both contain CRCs.
* |tis based on binary division.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE
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* Itis an error-detecting code used to determine if a block of data has

* They are present in many of the link layers that TCP/IP is used over.
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CRC GENERATOR:
CRC uses Generator Polynomial which is available on both sender

and receiver side.

* The power of each term gives the position of the bit and the
coefficient gives the value of the bit.

« An example generator polynomial is of the form like x3 + x + 1. This
generator polynomial represents key 1011.

« Another example is x? + 1 that represents key 101.

Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Consider the CRC generator is X’ + x® + x4 + x3 + x + 1.
The corresponding binary pattern is obtained as

For the given CRC generator, the corresponding binary pattern is
11011011

Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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PROPERTIES OF CRC GENERATOR:

* Property 1:

1. It should not be divisible by x.

2. This condition guarantees that all the burst errors of length equal
to the length of polynomial are detected.

* Property 2:

1. It should be divisible by x+1.

2. This condition guarantees that all the burst errors affecting an odd
number of bits are detected.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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EXECUTION STEPS:

« Step 1: Calculation Of CRC At Sender Side

1. A string of n 0’s 1s appended to the data unit to be transmitted.

2. Here, n is one less than the number of bits in CRC generator.

3. Binary division is performed with resultant string with the CRC
generator.

After division, the remainder so obtained is called as CRC.

5. It may be noted that CRC also consists of n bits.

e

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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« Step 2: Appending CRC to the data unit

At sender side,

1. The CRC is obtained after the binary division.

2. The string of n 0’s appended to the data unit earlier 1s replaced by the
CRC remainder.

« Step 3: Transmission to receiver:

1. The newly formed code word (Original data + CRC) is transmitted to
the recelver.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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« Step 4: checking at receiver side

At receiver side,

1. The transmitted code word Is received.

2. The received code word is divided with the same CRC generator.

3. Ondivision, the remainder so obtained Is checked.

The following two cases are possible

« (Case l: remainder=0

If the remainder Is zero,

1. Receiver assumes that no error occurred in the data during the
transmission.

2. Recelver accepts the data.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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e (Case 2: Remainder #0
If the remainder Is non-zero,
1. Receiver assumes that some error occurred in the data during the
transmission.
2. Receiver rejects the data and asks the sender for retransmission.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021

/




/fﬁfm Aditya Engineering College (A) \

« .,, ) Q \
(ADITIAY 9\*

PROBLEMS BASED ON CYCLIC REDUNDANCY CHECK (CRC)-
Problem-01:

A bit stream 1101011011 is transmitted using the standard CRC method.
The generator polynomial is x*+x+1. What is the actual bit string
transmitted?

Solution:

* The generator polynomial G(x) = x* + x + 1 is encoded as 10011.

» Clearly, the generator polynomial consists of 5 bits.

* S0, astring of 4 zeroes Is appended to the bit stream to be transmitted.
* The resulting bit stream 1s 11010110110000.

Now, the binary division is performed as

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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1
10011/11010110110000
1uu11l
10011
10011
00001
00000
|
00010
00000
00101
00000
|
01011
00000
10110
1001 1
01010
000O0O
10100
10011
01110
00000
111ﬂﬂﬁemamder
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 From here, CRC = 1110.

* Now, The code word to be transmitted is obtained by replacing the
last 4 zeroes of 11010110110000 with the CRC.

* Thus, the code word transmitted to the receiver = 11010110111110.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Problem-02:
A bit stream 10011101 is transmitted using the standard CRC method. The
generator polynomial is x3+1.
Q1. What is the actual bit string transmitted?
Q2. Suppose the third bit from the left is inverted during transmission.
How will receiver detect this error?

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Solution

Part 1:

« The generator polynomial G(x) = x3 + 1 is encoded as 1001.

» Clearly, the generator polynomial consists of 4 bits.

* S0, astring of 3 zeroes Is appended to the bit stream to be
transmitted.

* The resulting bit stream Is 10011101000.

Now, the binary division is performed as

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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10001100

1001 10011101000

1001

00001

0000

00011

0000

00110
0000

01101
1001

01000
1001

00010
0000
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e From here, CRC = 100.

* Now, The code word to be transmitted Is obtained by replacing the
last 3 zeroes of 10011101000 with the CRC.
 Thus, the code word transmitted to the receiver = 10011101100

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Part 2:

« According to the guestion, third bit from the left gets inverted during
transmission.

* 5o, the bit stream received by the receiver =10111101100.

* Now, Recelver receives the bit stream =10111101100.

* Receiver performs the binary division with the same generator
polynomial as

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021

/




@ Computer Networks

10101000

1001 10111101100

1001

00101
0000

01011
1001

00100
o000

01001
1001

00001
0000

00010
0000

00100
0000

—_—

f
0100

A
I

“*—— Remainder
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From here,

« The remainder obtained on division is a non-zero value.

« This indicates to the receiver that an error occurred in the data
during the transmission.

« Therefore, receiver rejects the data and asks the sender for

retransmission.

Computer Networks
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* Important points:

 CRC can detect all single-bit errors

 CRC can detect all double-bit errors provided the divisor contains
at least three logic 1°s.

* CRC can detect any odd number of errors provided the divisor is a
factor of x+1.

* CRC can detect all burst error of length less than the degree of the
polynomial.

* CRC can detect most of the larger burst errors with a high
probability.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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« Error detection is a technigue that Is used to check if any error

occurred In the data during the transmission.
* Checksum is an error detection method.
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Error detection using checksum method involves the following steps
e Step 1:
1. At sender side, If m bit checksum is used, the data unit to be
transmitted is divided into segments of m bits.
2. All the m bit segments are added.
3. The result of the sum is then complemented using 1’s complement

arithmetic.
4. The value so obtained is called as checksum.
¢ Step 2:
1. The data along with the checksum value Is transmitted to the
recelver.
@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021 /
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Step 3:

At receiver side, If m bit checksum is being used, the received data
unit is divided into segments of m bits.

All the m bit segments are added along with the checksum value.

The value so obtained is complemented and the result is checked.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Then, following two cases are possible

e (Case l: Result=0

1. If the result Is zero, receiver assumes that no error occurred in the
data during the transmission.

2. Recelver accepts the data.

e (Case2: Result#0

1. If the result IS non-zero, receiver assumes that error occurred in the
data during the transmission.

2. Receiver discards the data and asks the sender for retransmission.
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CHECKSUM EXAMPLE

Consider the data unit to be transmitted is
10011001111000100010010010000100

Consider 8 bit checksum is used.

e Step-01:

1. At sender side,

2. The given data unit Is divided Into segments of 8 bits as

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Now, all the segments are added and the result is obtained as
10011001 + 11100010 + 00100100 + 10000100 = 1000100011

Since the result consists of 10 bits, so extra 2 bits are wrapped
around.

6. 00100011 + 10 = 00100101 (8 bits)

7. Now, 1’s complement Is taken which i1s 11011010.

8. Thus, checksum value = 11011010

Step-02:

1. The data along with the checksum value is transmitted to the receiver.

o B
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Step-03:

1. Atreceiver side, The received data unit is divided into segments of
8 bits.

2. All the segments along with the checksum value are added.

3. Sum of all segments + Checksum value = 00100101 + 11011010 =
11111111

4. Complemented value = 00000000

Since the result is 0, recelver assumes no error occurred in the data

and therefore accepts It.

o1
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ELEMENTARY DATA LINK PROTOCOLS:

« Let’s see three protocols of increasing complexity.

« To start, we assume that the physical layer, data link layer and
network layer are independent processes that communicate by
passing messages back and forth.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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«— Computer

Application

4+— Operating system
Network
' Driver
L Link
Link Network Interface
________ /— Card (NIC)
PHY
—

Cable (medium)

Figure 3-10. Implementation of the physical. data link. and network layers.
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* The physical layer process and some of the data link layer process
run on dedicated hardware called as NIC( Network Interface
Card).

* The rest of the link layer process and the network layer process run
on the main CPU as part of the operating system.

« The software for the link layer process takes the form of a device
driver.

« Other implementations are also possible i.e., three processes
offloaded to dedicated hardware called a network accelerator.

* The preferred implementation changes from decade to decade with
technology tradeoffs.
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« The machine A wants to send a long stream of data to machine B
using a reliable and connection-oriented service.

« Aisassumed to have an infinite supply of data ready to send and
never has to wait for data to be produced.

* The packet passed across the interface from network layer is pure
data, which is delivered to destination network layer.

* When the data link layer accepts a packet, it encapsulates the
packet in a frame by adding a data link header and trailer to it.

« Thus, a frame consists of a embedded packet, some control
Information (in the header) and a checksum (in the trailer).

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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The frame is then transmitted to the data link layer on the other
machine.

There exist suitable library procedures to_physical layer to send a
frame and from_physical layer to receive a frame.
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« This protocol is simple and the data transmitted in one direction
only.
* Both the transmitting and receiving network layers are always
ready.
* Processing time can be ignored.

* Infinite buffer space is available.

« The communication channel between the data link layers never
damages or loses frames.

Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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« The sender runs In the data link layer of the source machine, and the
receiver runs in the data link layer of the destination machine.

* No sequence numbers or acknowledgements are used here.

« The only event type possible Is frame arrival (i.e., the arrival of an
undamaged frame).

« The sender is in an infinite while loop just sending data onto the line

as fast as It can.

The body of the loop consists of three actions:

go fetch a packet from the network layer

construct an outbound frame using the variable

send the frame on its way.

W= e
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* Only the info field of the frame is used by this protocol, because the
other fields have to deal with error and flow control

* There are no errors or flow control restrictions here.

* The Utopia protocol is unrealistic because it does not handle either
flow control or error correction.

* |Its processing is close to that of an unacknowledged connectionless
service that relies on higher layers to solve these problems.
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2. ASIMPLEX STOP-AND-WAIT PROTOCOL FOR AN
ERROR-FREE CHANNEL

"he communication channel is still assumed to be error free and the
data traffic is still simplex.

One solution is to build the receiver to be powerful enough to
process a continuous stream of back-to-back frames.

It requires dedicated hardware.

Protocols in which the sender sends one frame and then waits for an
acknowledgement before proceeding, are called stop-and-wait
protocols.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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Frames travel in both directions.

The communication channel between the two data link layers needs to
be capable of bidirectional information transfer.

This protocol entalls a strict alternation of flow:

First the sender sends a frame,

then the receiver sends a frame,

then the sender sends another frame,

then the receiver sends another one, and so on.

A half duplex methodology Is used here.
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3. ASIMPLEX STOP-AND-WAIT PROTOCOL FOR A

NOISY CHANNEL

* Let us consider the normal situation of a communication channel that
makes errors.

* Frames may be either damaged or lost completely:.

« The sender should send a frame, but the receiver would only send an
acknowledgement frame If the data were correctly received.

« |f adamaged frame arrived at the receiver, it would be discarded.

« After a while the sender would time out and send the frame again.

* This process would be repeated until the frame finally arrived
Intact.
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SLIDING WINDOW PROTOCOLS

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021

In the previous protocols, data frames were transmitted in only one
direction.

In most practical situations, there Is a need to transmit data in both
directions.

One way of achieving full-duplex data transmission Is to run two
Instances of one of the previous protocols.

Each using a separate link for simplex data traffic (in different
directions).

Each link i1s then comprised of a *““forward” channel (for data) and a
“reverse” channel (for acknowledgements).
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* Another approach is to use the same link for data in both
directions.

* In previous protocols 2 and 3 it was already used to transmit frames
both ways, and the reverse channel normally has the same capacity
as the forward channel.

* Another improvement is also possible.

 When a data frame arrives, instead of immediately sending a
separate control frame, the receiver restrains itself and waits until
the network layer passes the next packet.
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« The acknowledgement is attached to the outgoing data frame (using
the ack field in the frame header).

« In effect, the acknowledgement gets a free ride on the next outgoing
data frame.

« The technique of temporarily delaying outgoing acknowledgements
so that they can be hooked onto the next outgoing data frame Is
known as piggybacking.

« The principal advantage of using piggybacking over having distinct
acknowledgement frames is better use of the available channel
bandwidth.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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However, piggybacking introduces a complication, not present with
separate acknowledgements.

How long should the data link layer wait for a packet to piggyback
the acknowledgement?

If the data link layer walits longer than the sender’s timeout period,
the frame have to be retransmitted, damaging the whole purpose of
having acknowledgements.

The next three protocols are bidirectional protocols that belong to a
class called sliding window protocols.

The three differ among themselves in terms of efficiency,
complexity, and buffer requirements.
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* Inall sliding window protocols, each frame contains a sequence
number ranging from 0 up to some maximum.

* The maximum is usually 2”(n) — 1 so the sequence number fits
exactly in an n-bit field.

* The stop-and-wait sliding window protocol uses n =1, restricting
the sequence numbers to 0 and 1, but more sophisticated versions
can use an arbitrary n.

» The essence of all sliding window protocols is that at any instant of
time, the sender maintains a set of sequence numbers corresponding
to frames it is permitted to send.
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* These frames are said to fall within the sending window.

« Similarly, the receiver also maintains a receiving window
corresponding to the set of frames it is permitted to accept.

* The sender’s window and the receiver’s window need not to have the
same lower and upper limits or even have the same size.

* In some protocols they are fixed in size, but in others they can grow or
shrink over the course of time as frames are sent and received.

* we have following the requirement that the protocol must deliver
packets to the destination network layer in the same order they
were passed to the data link layer on the sending machine.

@ Computer Networks K. Divya Madhuri, Asst. Professor ECE 4/27/2021
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* The sequence numbers within the sender’s window represent frames
that have been sent or can be sent but are not yet acknowledged.

 Whenever a new packet arrives from the network layer, it is given
the next highest sequence number, and the upper edge of the
window Is advanced by one.

* When an acknowledgement comes iIn, the lower edge Is advanced
by one.

* In this way the window continuously maintains a list of
unacknowledged frames.
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Sender 7 .0 7 .0 7 .0 7 .0
B 1 (5] 1 B 1 6 1
5 2 5 2 5 2 5 2
4 3 4 3 4 3 4 3
Receiver
7 o T 0 7 0 7 0
B 1 (5] 1 B 1 6 1
5 2 5 2 5 2 5 2
4 3 4 3 4 3 4 3
(a) (b) (c) (d)
Figure 3-15. A sliding window of size 1, with a 3-bit sequence number. (a) Ini-
tially. (b) After the first frame has been sent. (c) After the first frame has been
received. (d) After the first acknowledgement has been received.
Computer Networks K. Divya Madhuri, Asst. Professor
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* The above example shown with a maximum window size of 1.

« Initially, no frames are outstanding, so the lower and upper edges
of the sender’s window are equal, but as time goes on, the situation
progresses as shown.

* Unlike the sender’s window, the receiver’s window always remains
at its initial size, rotating as the next frame is accepted and
delivered to the network layer.
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A ONE-BIT SLIDING WINDOW PROTOCOL

let us examine a sliding window protocol with a window size of 1.
Such a protocol uses stop-and-wait since the sender transmits a
frame and waits for its acknowledgement before sending the next one.
Under normal circumstances, one of the two data link layers goes first

and transmits the first frame.
In other words, only one of the data link layer programs should

contain the to physical layer and start timer procedure calls outside

the main loop.

The starting machine fetches the first packet from its network layer,

builds a frame from it, and sends It.
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* When this (or any) frame arrives, the receiving data link layer checks
to see If it Is a duplicate or not.

« |If the frame Is the one expected, It Is passed to the network layer and
the receiver’s window 1s slid up.

* The acknowledgement field contains the number of the last frame
received without error.

 If this number agrees with the sequence number of the frame the
sender Is trying to send, then the frame stored in buffer and sender
can fetch the next packet from its network layer.

« If the sequence number disagrees, it must continue trying to send the
same frame.
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2. APROTOCOL USING GO-BACK-N

* Until now we have made an assumption that the transmission time
required for a frame to arrive at the receiver plus the transmission
time for the acknowledgement to come back is negligible.

« Sometimes this assumption is clearly false.

* In these situations the long round-trip time can have important
Implications for the efficiency of the bandwidth utilization.

* The solution lies in allowing the sender to transmit up to w frames
before blocking, instead of just 1.
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« With a large enough choice of w the sender will be able to
continuously transmit frames since the acknowledgements will
arrive for previous frames before the window becomes full,
preventing the sender from blocking.

« To find an appropriate value for w we need to know how many
frames can fit inside the channel as they propagate from sender to
receiver.

« This capacity Is determined by the bandwidth in bits/sec multiplied by

the one-way transit time, or the bandwidth-delay product of the
link (BD)
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* Then w should be set to 2BD + 1.

« Twice the bandwidth-delay Is the number of frames that can be
outstanding If the sender continuously sends frames when the
round-trip time to receive an acknowledgement is considered.

* The “+1” is because an acknowledgement frame will not be sent
until after a complete frame is received.

* \We can write the utilization as the fraction of time that the sender Is
not blocked:

W
| +2BD

link utilization <
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Go-back-n protocol is for the receiver simply to discard all
subsequent frames, sending no acknowledgements for the discarded
frames.

When an acknowledgement comes In for frame n, framesn — 1, n
— 2, and so on are also automatically acknowledged.

This type of acknowledgement is called a cumulative
acknowledgement.
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3. APROTOCOL USING SELECTIVE REPEAT

channel is poor it wastes a lot of bandwidth on retransmitted
frames.

lost one.

outstanding and acceptable sequence numbers, respectively.
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* The go-back-n protocol works well if errors are less, but if the

* An alternative strategy, the selective repeat protocol, is to allow
the receiver to accept and buffer the frames following a damaged or

* In this protocol, both sender and receiver maintain a window of
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* The sender’s window size starts out at 0 and grows to some
predefined maximum.

equal to the predetermined maximum.
Its fixed window.

buffer is full or empty.
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* The receiver’s window, In contrast, is always fixed in size and
* The receiver has a buffer reserved for each sequence number within

« Assoclated with each buffer is a bit (arrived ) telling whether the
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The number of timers needed is equal to the number of buffers.
Effectively, a timer is associated with each buffer.
When the timer runs out, the contents of the buffer are retransmitted.
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456701234567

4567 0123|4567

(d)

Figure 3-22. (a) Initial situation with a window of size7. (b) After 7 frames
have been sent and received but not acknowledged. (c) Initial situation with a
window size of 4. (d) After 4 frames have been sent and received but not

acknowledged.
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DATA LINK LAYER IN HDLC:
HDLC (High-level Data Link Control) is a widely used instance of

@ Computer Networks

an earlier family of protocols.
HDLC uses bit stuffing framing method.
HDLC provides reliable transmission with a sliding window

nrotocol.
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