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* Network links can be divided into two categories:
1. Using Point-to-Point connections.
2. Using Broadcast channels.

* This chapter deals with broadcast links and their protocols.
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In any broadcast network, the key issue Is to determine who has

to use the channel when there is competition for it.

* For example, at a meeting, people raise their hands to request
permission to speak.

 When only a single channel is available, it is much harder to
determine who should go next.

* Many protocols are there for solving such problems.

« They form the contents of this chapter that we are going to study.
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* In the literature, broadcast channels are sometimes referred to as
multi-access channels or random access channels.

* The protocols used to determine who goes next on a multi-access
channel belong to a sub layer of the data link layer called the MAC
(Medium Access Control) sub layer.

« The MAC sub layer Is especially important in LANS, particularly
wireless ones because wireless Is naturally a broadcast channel.

« Multi-access channels and LANSs are so closely related.

* WAN:Ss, use point-to-point links, except for satellite networks.

 The MAC sub layer Is the bottom part of the data link layer.
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1. ALOHA

 The ALOHA system uses ground based radio broadcasting.

* This basic idea Is applicable to any system in which uncoordinated
users are competing for the use of a single shared channel.

There are two types of ALOHA

Pure ALOHA

Slotted ALOHA.

They differ with respect to time.

( !\) !A [
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* InPure ALOHA, time IS continuous.
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 In Slotted ALOHA, time is divided into discrete slots into which

all frames must fit.
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1. PURE ALOHA:

« The basic idea of an ALOHA system is simple

* |t let users transmit whenever they have data to be sent.

* There will be collisions and the colliding frames will be damaged.

* Inthe ALOHA system, after each station has sent its frame to the
central computer, this central computer rebroadcasts the frame to

all stations.
* Asending station can listen for the broadcast from the hub to see

what its frame has gotten through.
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In other systems, such as wired LANS, the sender might be able to
listen for collisions while transmitting.

If the frame was destroyed, the sender just waits for a random
amount of time and sends it again.

The waiting time must be random or else the same frames will
collide over and over.

Systems in which multiple users share a common channel in a way
that can lead to conflicts are known as contention systems.

A sketch of frame generation in an ALOHA system is given.
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Figure 4-1. In pure ALOHA, frames are transmitted at completely arbitrary times.
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« All the frames must have same length because the throughput of
ALOHA systems is maximized by having a uniform frame size
rather than by allowing variable length frames.

* Whenever two frames try to occupy the channel at the same time,
there will be a collision and both will be damaged.

» If the first bit of a new frame overlaps with just the last bit of a
frame that has almost finished, both frames will be totally
destroyed (i.e., have incorrect checksums) and both will have to be
retransmitted later.

* The checksum does not distinguish between a total loss and a near
MISS.
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« The probability that k frames are generated during a given frame
time, In which G frames are expected, Is given by the Poisson

distribution

Gk e C
k!

Prlk] =

* Inan interval two frame times long, the mean number of frames

generated Is 2G.
* The probability of no frames being initiated during the entire

vulnerable period Is thus given by
PO = eN —2G).

@ Computer Networks K. Divya Madhuri, Assistant Professor
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Using S = G PO, we get
S =G eN—2G)
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S, 1s just the offered load, PO is the probability that a frame does not

suffer a collision.

Throughput refers to how much data can be transferred from one

location to another In a given amount of time.
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2. SLOTTED ALOHA

* A method for doubling the capacity of an ALOHA system.

* In this method time was divided into discrete intervals called slots
such that each interval corresponding to one frame.

* In Pure ALOHA, a station Is not permitted to send whenever the
user types a line.

* Instead, it is required to wait for the beginning of the next slot.

Thus, the continuous time ALOHA is turned into a discrete time one.
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Slotted ALOHA: S = Ge™©

Pure ALOHA: S = Ge=2G

S (throughput per frame time)

0 0.5 1.0

g
1.5 2.0 3.0

G (attempts per packet time)

Figure 4-3. Throughput versus offered traffic for ALOHA systems.

Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023

/




//fﬁ%\ Aditya Engineering College (A) \

\Dlﬂrg//@

MAC ADDRESSES:
* In order to communicate or transfer the data from one computer to

another computer we need some address.
* In Computer Network various types of address are introduced, each

works at different layer.
 Medium Access Control Address Is a physical address which

works at Data Link Layer.
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« MAC Addresses are unigue 48-bits hardware number of a computer.
« This address i1s embedded into network card (known as Network
Interface Card) during the time of manufacturing.
« MAC Address is also known as Physical Address of a network
device.
* In IEEE 802 standard, Data Link Layer is divided into two sub
layers
1. Logical Link Control(LLC) Sub layer
2. Media Access Control(MAC) Sub layer
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« MAUC address is used by Medium Access Control (MAC) sub layer

of Data-Link Layer.
« MAC Address is worldwide unique, since millions of network

devices exists and we need to uniquely identify each.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023

/




@ Computer Networks

6§ octets

1st Octet

2nd Octet| 3rd Octet| 4th Octet

5th Octet |6th Octet

or

—3 octet s———p -3 0t el S—p-

Organisationally Unique

Network Interface

b7

bs

dentifier(OUI)  |Controller(NIC) Specific
8 bitslg
b4| b3| b2 |b1 | bO
k 0: Unicast
1: Multicast

N\

0: Globally unique
1: Locally administered

K. Divya Madhuri, Assistant Professor

Aditya Engineering College (A) \

Monday, May 15, 2023

/




/fm Aditya Engineering College (A) \

P8

MAC ADDRESS FORMAT:
« MAC Address is a 12-digit hexadecimal number (6-Byte binary
number), which i1s mostly represented by Colon-Hexadecimal

notation.
* First 6-digits (say 00:40:96) of MAC Address identifies the

manufacturer, called as OUI (Organizational Unique Identifier).
* These MAC prefixes numbers are assigned by IEEE Registration

Authority Committee to Its registered vendors.
* The rightmost six digits represents Network Interface Controller,

which Is assigned by manufacturer.
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Here are some OUI of well known manufacturers :

1. CC:46:D6 - Cisco

2. 3C:5A:B4 - Google, Inc.

3. 3C:D9:2B - Hewlett Packard

4. 00:9A:CD - HUAWEI TECHNOLOGIES CO.,LTD
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TYPES OF REPRESENTATIONS OF MAC ADDRESSES:
1. Hyphen-Hexadecimal notation: 00-0a-83-b1-c0-8e

2. Colon-Hexadecimal notation: 00:0a:83:b1:c0:8e
3. Period-separated Hexadecimal notation: 000.a83.b1c.08e

* Colon-Hexadecimal notation is used by Linux OS.
* Period-separated Hexadecimal notation is used by Cisco Systems.
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FINDING MAC ADDRESSES:

1. Command for UNIX/Linux - ifconfig -a
Ip link list
Ip address show
2. Command for Windows OS - ipconfig /all
3. Mac OS -TCP/IP Control Panel
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TYPES OF MAC ADDRESSES:

1. Unicast
2. Multicast
3. Broadcast
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1. UNICAST:
« A Unicast addressed frame is only sent out to the interface leading to
specific NIC.

« |fthe LSB (least significant bit) of first octet of an address is set to
zero, the frame Is meant to reach only one receiving NIC.
« MAC Address of source machine is always Unicast.
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Server:

IP: 192.168.1.10

MAC: 00-07-E9-65-F5-43
IP: 192.168.1.8

MAC: 00-07-E9-A6-F2-53

Host

_Um'éast IP and MAC destination addresses are usedby the source
. to forward a packet.

el

User 2
00-07-E9-65-F5-43 00-07-E9-A6-F2-53 192.168.1.10 192.168.1.8 Data Trailer
A
Dest. Mac Source Mac T Dest. IP Source IP
IP Packet

l

Ethernet Frame
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2. MULTICAST:
* Multicast address allow the source to send a frame to group of

devices.
* In Layer-2 (Ethernet) Multicast address, LSB (least significant bit) of

first octet of an address Is set to one.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023 /




Aditya Engineering College (A) \

IP:192.168.1.8
MAC: 00-07-E9-A6-F2-53

Host

_Mulficast IP and MAC destination addresses deliver packet/frame
.f" to a specific group of hosts

/ / | \
A

User )
01-00-5E-00-00-0A 00-07-E9-A6-F2-53 224.0.0.10 192.168.1.8 Data Trailer
A
Dest. Mac Source Mac T Dest. IP Source IP
IP Packet

l

Ethernet Frame
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3.

BROADCAST:

Similar to Network Layer, Broadcast Is also possible on underlying
layer( Data Link Layer).

Ethernet frames with ones in all bits of the destination address (FF-
FF-FF-FF-FF-FF) are referred as broadcast address.

Frames which are destined with MAC address FF-FF-FF-FF-FF-FF
will reach to every computer belong to that LAN segment.

@ Computer Networks
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Trailer

\
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User
g 3 e 2 00-07-E9-A6-F2-53 192.168.1.255 192.168.1.8 Dato
A
Dest. Mac Source Mac T Dest. IP Source IP
IP Packet
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Ethernet Frame
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« Agateway is a hardware device that acts as a "gate" between

two networks.
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MULTIPLE ACCESS PROTOCOLS IN COMPUTER

NETWORK

 The Data Link Layer is responsible for transmission of data
between two nodes. Its main functions are

1. Data Link Control

2. Multiple Access Control

@ , R
Data Link Mujiple
Control Acces_s
Resolution

o 4
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1. Data Link control:

* The data link control is responsible for reliable transmission of
message over transmission channel by using techniques like

1. Framing

2. Error control

3. Flow control

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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@ Computer Networks

MULTIPLE ACCESS CONTROL
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If there 1s a dedicated link between the sender and the receiver then

data link control layer is sufficient.

If there Is no dedicated link present then multiple stations can

access the channel simultaneously.

Hence multiple access protocols are required to decrease collision

and avoid crosstalk.

K. Divya Madhuri, Assistant Professor
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* For example, in a classroom full of students, when a teacher asks a
guestion and all the students (or stations) start answering
simultaneously (send data at same time) then a lot of chaos Is
created( data overlap or data lost) then it is the job of the teacher
(multiple access protocols) to manage the students and make them
answer one at a time.
* Thus, protocols are required for sharing data on non dedicated

channels.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023 /
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* Multiple access protocols can be subdivided further as:

Random Access Protocols

—» ALOHA
—» CSMA
—» CSMA/CD

—» CSMA/CA
A4

Multiple Access Protocols

Controlled Access Protocols

—» Reservation

> Polling

— Token Passing
v

@ Computer Networks K. Divya Madhuri, Assistant Professor
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—> FDMA
—» TDMA
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@ Computer Networks
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. RANDOM ACCESS PROTOCOL.:

In this, all stations have same superiority that is no station has more

priority than another station.

Any station can send data depending on state of the medium ( idle

or busy).
It has two features:

. There is no fixed time for sending data
. There is no fixed sequence of stations for sending data

K. Divya Madhuri, Assistant Professor
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The Random access protocols are further subdivided as:

1) ALOHA:
* |t was designed for wireless LAN but is also applicable for shared
medium.

* In this, multiple stations can transmit data at the same time and
can hence lead to collision and data being garbled.

a) Pure Aloha

b) Slotted Aloha

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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a) PURE ALOHA:

* When a station sends data it waits for an acknowledgement.
« |If the acknowledgement doesn’t come within the allotted time then

the station waits for a random amount of time called back-off time
(Tb) and re-sends the data.

« |If different stations wait for different amount of time, then
probability of further collision decreases.

Vulnerable Time = 2* Frame transmission time
Throughput = G exp{-2*G}
Maximum throughput = 0.184 for G=0.5

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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b) SLOTTED ALOHA:

« Itissimilar to pure aloha, except that we divide time into slots and
sending of data is allowed only at the beginning of these slots.

« |f a station misses out at the allowed time, it must wait for the next
slot.

« This reduces the probability of collision.

Vulnerable Time = Frame transmission time
Throughput = G exp{-*G}
Maximum throughput = 0.368 for G=1

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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2. CSMA:

« Carrier Sense Multiple Access ensures fewer collisions.

« The station is required to first sense the medium (for idle or busy)
before transmitting data.

« |fitisidle then it sends data, otherwise it waits till the channel

pecomes Iidle.

* However there is still chance of collision in CSMA due to

propagation delay.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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For example, if station A wants to send data, it will first sense the
medium.

If it finds the channel idle, it will start sending data.

However, by the time the first bit of data is transmitted (delayed due
to propagation delay) from station A.

If station B requests to send data and senses the medium it will also
find 1t 1dle and will also send data.

This will result in collision of data from station A and B.
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CSMAACCESS MODES:
1. 1-persistent:

The node senses the channel, if idle it sends the data, otherwise it
continuously keeps on checking the medium for being idle and
transmits unconditionally(with 1 probability) as soon as the channel
gets idle.

Non-Persistent:

The node senses the channel, if idle it sends the data, otherwise it
checks the medium after a random amount of time (not
continuously) and transmits when found idle.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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P-persistent:
The node senses the medium, if idle it sends the data with p

probability.

If the data is not transmitted (1-p) probability) then it waits for some
time and checks the medium again, now if it is found idle then it send
with p probability.

This repeat continues until the frame Is sent.

It i1s used In Wi-FI and packet radio systems.

@ Computer Networks
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« Superiority of nodes Is decided beforehand and transmission occurs

IN that order.

e |If the medium is idle, node walits for its time slot to send data.

@ Computer Networks
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CARRIER SENSE MULTIPLE ACCESS (CSMA)

« This method was developed to decrease the chances of collisions
when two or more stations start sending their signals over the data
link layer.

« Carrier Sense multiple access requires that each station first check
the state of the medium before sending.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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VULNERABLE TIME

Vulnerable time = Propagation time (Tp)

 The CSMA access modes/persistence methods can be applied to
help the station take action when the channel is busy/idle.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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* Protocols in which stations listen for a carrier (i.e., a transmission)
and act accordingly are called carrier sense protocols.
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Figure 4-4. Comparison of the channel utilization versus load for various ran-
dom access protocols.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023

Aditya Engineering College (A) \

/




/fﬁ?‘\g Aditya Engineering College (A) \
I \DITYA Y

CARRIER SENSE MULTIPLE ACCESS WITH

COLLISION DETECTION (CSMA/CD)

* Persistent and Non persistent CSMA protocols are definitely an
Improvement over ALOHA because they ensure that no station
begins to transmit while the channel is busy.

« |f two stations sense the channel to be idle and begin transmitting
simultaneously, their signals will still collide.

* Another improvement is for the stations to quickly detect the
collision and abruptly stop transmitting, (rather than finishing them)
since they are irretrievably garbled anyway.

« This strategy saves time and bandwidth.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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* This protocol, known as CSMA/CD (CSMA with Collision
Detection), is the basis of the classic Ethernet LAN.

* The collision detection is an analog process.

* The station’s hardware must listen to the channel while it is
transmitting.

« |f the signal reads back Is different from the signal it is sent, it will
come to know that a collision Is occurring.

« The implications are that a received signal must not be tiny compared
to the transmitted signal and that the modulation must be chosen to
allow collisions to be detected.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023
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« Systems in which multiple users share a common channel in a way
that can lead to conflicts are known as contention systems.

Contention
slots

| VN
e |00 e JO000 e ] e

. - J N
Transmission Contention ldle
period period period

Time ——
Figure 4-5. CSMA/CD can be in contention, transmission, or idle state.
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« CSMA/CD as well as many other LAN protocols, uses the above
conceptual model.

« At the point marked tO, a station has finished transmitting its frame.

* Any other station having a frame to send may now attempt to sent.

* |If two or more stations decide to transmit simultaneously, there will
be a collision.

« |f astation detects a collision, it aborts its transmission, waits a
random period of time, and then tries again.

* Therefore, our model for CSMA/CD will consist of alternating
contention and transmission periods, with idle periods occurring
when all stations are quiet.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023




see If the transmission was successful.
If successful, the station is finished.
If not, the frame Is sent again.
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In this method, a station monitors the medium after it sends a frame to
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C's collision detection
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* In the above diagram, A starts send the first bit of its frame at t1.

* since C sees the channel idle at t2, starts sending its frame at t2.

* C detects A’s frame at t3 and aborts transmission.

* A detects C’s frame at t4 and aborts Its transmission.

* Transmission time for C’s frame Is therefore (t3-t2) and for A’s
frame Is (t4-t1).

* 5o, the frame transmission time (Tfr) should be at least twice the
maximum propagation time (Tp).

* This can be deduced when the two stations involved in collision are
maximum distance apatrt.
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THROUGHPUT AND EFFICIENCY:

* The throughput of CSMA/CD is much greater than pure or slotted
ALOHA.

* For 1-persistent method throughput is 50% when G=1.
* For non-persistent method throughput can go up to 90%.
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« Although collisions do not occur with CSMA/CD when a station
captured the channel, they can still occur during the contention
period.

« These collisions adversely affect the system performance, especially
when bandwidth-delay product is large, such as when the cable is
long (i.e., large 1) and the frames are short.

* Not only do collisions reduce bandwidth, but they make the time to
send a frame variable, which is not a good fit for real-time traffic.
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« CSMA/CD is also not universally applicable.

« Let us examine some protocols that resolve the contention for the
channel without any collisions at all, not even during the contention
period.
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CARRIER SENSE MULTIPLE ACCESS WITH

COLLISION AVOIDANCE (CSMAJ/CA)

* The basic idea behind CSMAJ/CA is that the station should be able to
receive while transmitting to detect a collision from different
stations.

* In wired networks, If a collision has occurred then the energy of
received signal almost doubles and the station can sense the
possibility of collision.

* In case of wireless networks, most of the energy Is used for
transmission and the energy of received signal increases by only
5-10% If a collision occurs.
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« Therefore CSMA/CA has been specially designed for wireless
networks.

« There are three types of strategies:

Inter Frame Space (IFS)

Contention Window

Acknowledgements

A
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1. INTER FRAME SPACE (IFS):
called IFS time.

* Higher the IFS, lower is the priority.

@ Computer Networks K. Divya Madhuri, Assistant Professor
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* When a station finds the channel busy, it waits for a period of time

* |FS can also be used to define the priority of a station or a frame.

Monday, May 15, 2023
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2. CONTENTION WINDOW:

« Itisthe amount of time divided into slots.
« Astation which is ready to send frames chooses random number of
slots as wait time.

3. ACKNOWLEDGEMENTS:
* The positive acknowledgements and time-out timer can help a
guaranteed successful transmission of the frame.
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CONTROLLED ACCESS PROTOCOLS:
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In Controlled access, the stations seek information from one another

to find which station has the right to send.

It allows only one node to send at a time, to avoid collision of

messages on shared medium.

The three controlled-access methods are:
Reservation

Polling

Token Passing

K. Divya Madhuri, Assistant Professor
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1. RESERVATION:
 Inthe Reservation method, a station needs to make a reservation

before sending data.
« The time line has two Kinds of periods:
1. Reservation interval of fixed time length
2. Data transmission period of variable frames.
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If there are M stations, the reservation interval is divided into M
slots, and each station has one slot.

« Suppose If station 1 has a frame to send, it transmits 1 bit during the
slot 1.

* No other station is allowed to transmit during this slot.

« Ingeneral, i " station may announce that it has a frame to send by
inserting a 1 bit into i " slot.
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After all N slots have been checked, each station knows which stations
wish to transmit.

The stations which have reserved their slots transfer their frames in
that order.

After data transmission period, next reservation interval begins.
Since everyone agrees on who goes next, there will never be any
collisions.

The following figure shows a situation with five stations and a five
slot reservation frame.
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* Inthe first interval, only stations 1, 3, and 4 have made
reservations.
* Inthe second interval, only station 1 has made a reservation.

1 23425 123 45 123 45

Reservation
Frame
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POLLING:
Polling process is similar to the roll-call performed in class.
Just like the teacher, a controller sends a message to each node In

turn.

In this, one acts as a primary station(controller) and the others are
secondary stations.

All data exchanges must be made through the controller.
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* The message sent by the controller contains the address of the node
being selected for granting access.

« Although all nodes receive the message but the addressed one
responds to it and sends data, if any.

« |f there is no data, usually a “poll reject”(NAK) message IS sent
pack.

* Problems in this polling method includes
1. High overhead of the polling messages
2. High dependence on the reliability of the controller.
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EFFICIENCY
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* Let T,y be the time for polling and T, be the time required for
transmission of data. Then, we will define efficiency as:

Efficiency = T/(T, + T,q)
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3.
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TOKEN PASSING:
In Token passing scheme, the stations are connected logically to each
other in form of ring and access of stations is governed by tokens.
A token is a special bit pattern or a small message, which circulate
from one station to the next in the some predefined order.
In Token ring, token is passed from one station to another adjacent
station in the ring.
Whereas In case of Token bus, each station uses the bus to send the
token to the next station in some predefined order.
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* In both cases, token represents permission to send.

« |f astation has a frame queued for transmission, when it receives the
token, It can send that frame before It passes the token to the next
station.

« |If it has no queued frame, it passes the token simply.

« After sending a frame, each station must wait for all N stations

(including itself) to send the token to their neighbours and the other
N — 1 stations to send a frame, If they have one.
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« There exists problems like duplication of token or token is lost or

Insertion of new station, removal of a station, which need be tackled

for correct and reliable operation of this scheme.
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Token passes around the ring
from station to station
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PERFORMANCE

* Performance of token ring can be concluded by 2 parameters:

1. Delay
2. Throughput

@ Computer Networks
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. DELAY:
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Delay Is a measure of time between when a packet Is ready and

when 1t is delivered.
So, the average time (delay) required to send a token to the next

station

(T, =

@ Computer Networks

Delay = a/N
where N = number of stationsa =T /T,

propagation delay and T, = transmission delay)
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2. THROUGHPUT:
 Throughput Is a measure of the successful traffic.

Throughput S=1/(1+ a/N)fora<l and
S =1M{a(1 + 1/N)} for a>1.

where N = number of stationsa =T /T,

(T, = propagation delay and T, = transmission delay)
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CHANNELIZATION PROTOCOLS:
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The available bandwidth of the link iIs shared in terms of time,
frequency and code to multiple stations to access channel

simultaneously.

Channelization protocols are of three types:
Frequency division multiple access (FDMA)
Time division multiple access (TDMA)
Code division multiple access (CDMA)

K. Divya Madhuri, Assistant Professor
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1. FREQUENCY DIVISION MULTIPLE ACCESS
(FDMA)

« The available bandwidth is divided into equal bands so that each
station can be allocated its own band.

« Guard bands are also added so that no to bands overlap to avoid
crosstalk and noise.

* For example frequency division multiplexing in circuit switching
network.
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FREQUENCY DIVISION MULTIPLEXING : Divides into
multiple bands

* Frequency Division Multiplexing or FDM is used when multiple
data signals are combined for simultaneous transmission via a
shared communication medium.

* Itis atechnique by which the total bandwidth is divided into a
series of non-overlapping frequency sub-bands, where each sub-
band carry different signal.

* Practical use In radio spectrum & optical fiber to share multiple
Independent signals.
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2. TIME DIVISION MULTIPLE ACCESS (TDMA)

« The bandwidth iIs shared between multiple stations.

« To avoid collisions, the time is divided into slots and, stations are
allotted to these slots to transmit data.

 However there Is a overhead of synchronization as each station needs
to know Its time slot.

« This is resolved by adding synchronization bits to each slot.

* Another issue with TDMA Is propagation delay which is resolved by
addition of guard bands.

* For example time division multiplexing in circuit switching network.
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TIME DIVISION MULTIPLEXING : Divides into frames

« Time-Division Multiplexing (TDM) Is a method of transmitting and
recelving independent signals over a common signal path by
means of synchronized switches at each end of the transmission line.

« TDM is used for long-distance communication links and bears
heavy data traffic loads from end user.

« Time division multiplexing (TDM) is also known as a digital circuit
switched network.
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CODE DIVISION MULTIPLE ACCESS (CDMA)

* Here one channel carries all transmissions simultaneously.

* There Is neither division of bandwidth nor division of time.

* For example, If there are many people in a room all speaking at the
same time, then also perfect reception of data is possible if only two
persons speak the same language.

« Similarly data from different stations can be transmitted
simultaneously in different code languages.
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ETHERNET:
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* Many of the designs for Personal, Local, and Metropolitan area
networks have been standardized under the name of IEEE 802.
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IEEE NUMBER TOPIC/NAMES

@ Computer Networks

802.1
802.2 |

802.3 *

802.4 |

802.5

802.6 |

802.7 |

Overview and architecture of LANS

Logical link control

Ethernet

Token bus (was briefly used in manufacturing

plants)
Token ring (IBM’s entry into the

LAN world)

Dual queue dual bus (early metropolitan area

network)

Technical advisory group on broadband

technologies
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IEEE NUMBER TOPIC/NAMES

@ Computer Networks

802.8

802.9 |
802.10 |
802.11 *
802.12 |
802.13

802.14 |

Technical advisory group on fiber optic

technologies

Isochronous LANS (for real-time applications)

Virtual LANSs and security

Wireless LANs (WiFi)

Demand priority (Hewlett-Packard’s AnyLAN)

Unlucky number; nobody wanted it

Cable modems (defunct: an industry consortium

K. Divya Madhuri, Assistant Professor
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802.15 * Personal area networks (Bluetooth, Zigbee)
802.16 * Broadband wireless (WIMAX)

802.17 Resilient packet ring

802.18 Technical advisory group on radio regulatory

ISsues
802.19 Technical advisory group on coexistence of all
these standards
802.20 Mobile broadband wireless (similar to
802.16¢)
802.21 Media independent handoff (for roaming over

technologies)
802.22 Wireless regional area network

Figure 1-38. The 802 working groups. The important ones are marked with *. The ones marked with | are
hibernating. The one marked with { gave up and disbanded itself.
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The most important of the survivors are 802.3 (Ethernet) and 802.11
(wireless LAN).

Bluetooth (wireless PAN) is widely deployed that has standardized as
802.15.

There are Two kinds of Ethernet exist:

Classic Ethernet:

Switched Ethernet:

They are both referred to as Ethernet but they are quite different.
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CLASSIC ETHERNET:

* |t solves the Multiple Access problem using the techniques we have
studied In this chapter.

« |tisthe original form and ran at rates from 3 to 10 Mbps.

SWITCHED ETHERNET:

In this, devices are as called Switches that are used to connect
different computers.

« Switched Ethernet is what Ethernet has become today and runs at 100
Mbps, 1000 Mbps, and 10,000 Mbps, in forms called Fast
Ethernet, Gigabit Ethernet, and 10 Gigabit Ethernet.

* Only Switched Ethernet is used mostly nowadays.
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CLASSIC ETHERNET AT PHYSICAL LAYER:

* |t used asingle long, thick coaxial cable and ran at 3 Mbps.

* They called the system Ethernet after the luminiferous ether,
through which electromagnetic radiation was once thought to
propagate.

« The Xerox Ethernet was so successful that DEC, Intel, and Xerox
drew up a standard in 1978 for a 10-Mbps Ethernet, called the DIX
standard.

« With a minor change, the DIX standard became the IEEE 802.3
standard in 1983.

» Classic Ethernet was spread around the building as a single long
cable to which all the computers were attached.
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Figure 4-13. Architecture of classic Ethernet.
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» This architecture is shown above.

* The first design, popularly called as thick Ethernet, resembled a
yellow garden hose, with markings every 2.5 meters to show where
to attach computers.

* |t could run for 500m per segment, each segment can handle up to
100 machines.

* |t was succeeded by thin Ethernet, which bent more easily and
made connections using industry-standard BNC connectors.

* Thin Ethernet was much cheaper and easier to install, but it could
run for only 185 meters per segment, each of which could handle
only 30 machines.
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« Each version of Ethernet has a maximum cable length per segment
(1.e., unamplified length) over which the signal will propagate.

« To allow larger networks, multiple cables can be connected by
repeaters.

« Avrepeater is a physical layer device that receives, amplifies (i.e.,
regenerates), and retransmits signals in both directions.

* Over each of these cables, information was sent using the
Manchester encoding.
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* An Ethernet could contain multiple cable segments and multiple
repeaters, but no two transceivers could be more than 2.5 km
apart and no path between any two transceivers could traverse
more than four repeaters.
* The reason for this restriction was so that the MAC protocol, which
we will look at next, would work correctly.
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CLASSIC ETHERNET MAC SUBLAYER PROTOCOL
 The format used to send frames 1s shown.

\«‘ >
i !
=

Bytes 8 6 6 2 0-1500 0-46 4
—5—
Destination| Source Check-
(a) Preamble address address Type Data Pad sum
33
S|Destination| Source > Check-
(b) Preamble E address address Length Dilta Pad sum

33

Figure 4-14. Frame formats. (a) Ethernet (DIX). (b) IEEE 802.3.
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1. PREAMBLE:

* First comes a Preamble.

* |t consists of 8 bytes, each containing the bit pattern 10101010 (with
the exception of the last byte, in which the last 2 bits are set to 11).

* This last byte Is called the Start of Frame delimiter for 802.3.

« The Manchester encoding of this pattern produces a 10-MHz square
wave for 6.4 usec to allow the receiver’s clock to synchronize with
the sender’s clock.

* The last two 1 bits tells the receiver that the rest of the frame is

about to start.
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2. SOURCE AND DESTINATION ADDRESSES:
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Next comes two addresses, one for the destination and one for the
source.

They are each 6 bytes long.

The first transmitted bit of the destination address is a O for ordinary
addresses and a 1 for group addresses.

Group addresses allow multiple stations to listen to a single address.
When a frame is sent to a group address, all the stations in the
group receive It.

Sending to a group of stations is called multicasting.

The special address consisting of all 1 bits iIs reserved for
broadcasting.
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« A frame containing all 1s in the destination field is accepted by all
stations on the network.

« Multicasting Is more selective, but it involves group management to
define which stations are in the group.

« Conversely, broadcasting does not differentiate between stations at all,
so It does not require any group management.

* The source addresses of the stations are globally unigue and are
assigned centrally by IEEE to ensure that no two stations have the same
address.

« The idea Is that any station can uniquely address other station by just
giving the right 48-bit number.
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« To do this, the first 3 bytes of the address field are used for an OUI
(Organizationally Unique Identifier).

« Values for this field are assigned by IEEE and indicates a
manufacturer.

« Manufacturers are assigned blocks of 224 addresses.

« The manufacturer assigns the last 3 bytes of the address and programs
the complete address into the NIC before it is sold.
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3.
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TYPE OR LENGTH FIELD:

Next comes the Type or Length field, depending on whether the
frame Is Ethernet or IEEE 802.3.

Ethernet uses a Type field to tell the receiver what to do with the
frame.

Multiple network-layer protocols may be in use at the same time
on the same machine, so when an Ethernet frame arrives, the
operating system has to know where the frame is handed to.

The Type field specifies, to which process the frame is given.

For example, a type code of 0x0800 means that the data contains an
IPv4 packet.
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 |EEE 802.3 decided that this field would carry the length of the

frame, since the Ethernet length was determined by looking inside the
data for any layering violation.

« Of course, this means that the receiver cannot identify what to do with
an incoming frame.

« That problem was handled by the addition of another header for the
LLC (Logical Link Control) protocol within the data.

* [t uses 8 bytes to convey the 2 bytes of protocol type information.
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« Unfortunately, by the time 802.3 was published, so much hardware and
software for DIX Ethernet was already in use such that few
manufacturers and users were enthusiastic about repackaging the Type
and Length fields.

* In 1997, IEEE said that both ways were fine.

* Fortunately, all the Type fields in use before 1997 had values greater
than 1500, then well established as the maximum data size.

* Now the rule Is that any number there less than or equal to 0x600
(1536) can be interpreted as Length, and any number greater than
0x600 can be interpreted as Type.
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4. DATA

* Next comes the data, up to 1500 bytes.
« This limit was chosen somewhat arbitrarily at the time the Ethernet

standard was made, mostly based on the fact that a transceiver needs
enough RAM to hold an entire frame and RAM was expensive In

1978.
« Alarger upper limit would have meant more RAM, and hence a more

expensive transceiver.
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PAD FIELD:

In addition to a maximum frame length, there is also a minimum
frame length.

While a data field of 0 bytes sometimes causes a problem.

When a transceiver detects a collision, it truncates/shortens the
current frame, which means that stray bits and pieces of frames
appear on the cable all the time.

To make it easier to distinguish valid frames from garbage, Ethernet
requires that valid frames must be at least 64 bytes long, from
destination address to checksum, including both.

If the data portion of a frame is less than 46 bytes, the Pad field is
used to fill out the frame to the minimum size.
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CHECKSUM:
The final field 1s the Checksum.

In fact, it i1s defined exactly by the generator polynomial we gave there,

which popped up for PPP, ADSL, and other links too.

This is an error detecting code that Is used to determine if the bits of
the frame have been received correctly.

It does error detection, the frame will be dropped if an error is
detected.
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SWITCHED ETHERNET:

« Ethernet soon began to evolve away from the single long cable
architecture of classic Ethernet.

* The problems associated with finding breaks or loose connections
drives it towards a different kind of wiring pattern, in which each
station has a dedicated cable running to a central hub.

* Ahub simply connects all the attached wires electrically, as if they
were soldered together.

* This configuration is shown.
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Figure 4-17. (a) Hub.
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* The wires are telephone company twisted pairs, since most office
buildings were already wired this way.

* It reduce the maximum cable run from the hub to 100 meters (200
meters If high quality Category 5 twisted pairs were used).

« Adding or removing a station is simpler in this configuration, and
cable breaks can be detected easily.

« With the advantages of being able to use existing wiring and ease of
maintenance, twisted-pair hubs quickly became the dominant form
of Ethernet.
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However, hubs do not increase capacity because they are logically
equivalent to the single long cable of classic Ethernet.

As more and more stations are added, each station gets a decreasing
share of the fixed capacity.

Eventually, the LAN will saturate.

One way out Is to go to a higher speed I.e., from 10 Mbps to 100
Mbps, 1 Gbps, or even higher speeds.

But with the growth of multimedia and powerful servers, even a 1-Gbps
Ethernet can become saturated.
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Figure 4-17. (b) Switch.
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* Fortunately, there is an another way to deal with increased load:
switched Ethernet.

* The heart of this system Is a switch containing a high-speed
backplane that connects all of the ports, as shown in above diagram
of switch.

* From the outside, a switch looks just like a hub.

« They are both boxes, typically with 4 to 48 ports, each with a
standard RJ-45 connector for a twisted-pair cable.

« Each cable connects the switch or hub to a single computer as shown.
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Figure 4-18. An Ethernet switch.
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ADVANTAGES

1. Itiseasy to add or remove a new station by plugging or unplugging
a wire.

2. Itis easy to find more faults since a cable or port will usually affect
just one station.
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* There is still a shared component that can fail i.e., the switch itself.

* How to fix this problem if all stations lose connectivity?

* Replace the whole switch.

« Switches only output frames to the ports to the destination.

* When a switch port receives an Ethernet frame, the switch checks the
Ethernet addresses to see to which port the frame Is destined for.

* The switch knows the frame’s destination port and then forwards the
frame over Its high-speed backplane to the destination port.

* The backplane typically runs at many Gbps.
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* The destination port then transmits the frame on the wire so that it
reaches its destination station.

« What happens if more than one of the stations or ports wants to send a
frame at the same time?

« Switches are different from hubs.

* Ina hub, all stations are in the same collision domain.

* They use the CSMA/CD algorithm to schedule their transmissions.

« Inaswitch, each port has its own independent collision domain.

* The cable is full duplex, i.e., both the station and the port can send a
frame on the cable at the same time.
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» Collisions are not possible during full duplex case and CSMA/CD is
not needed.

« |f the cable is half duplex, the station and the port must have
transmission with CSMA/CD algorithm.
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PERFORMANCE:

« Aswitch improves performance over a hub in two ways.

1. First, since there are no collisions, the capacity is used more
efficiently.

2. Second, with a switch multiple frames can be sent simultaneously
(by different stations).

* These frames will reach the switch ports and travel over the switch’s
backplane to be output on the proper ports.
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« |f two frames are sent to the same output port at the same time, the
switch can temporarily queue an input frame until it can be
transmitted to the output port.

* These improvements give a large performance with switch and
which are not possible with a hub.

* The total system throughput was increased by an order of
magnitude, depending on the number of ports and traffic patterns.
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« Most LAN interfaces have a promiscuous mode, in which all frames
are given to each computer, not only for those addressed to it.
« With a hub, every computer that Is attached can see the traffic
between all of the other computers.
* Hubs are simpler and cheaper than switches.
* Modern networks largely use switched Ethernet.
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Figure 4-46. A building with centralized wiring using hubs and a switch.
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IEEE STANDARDS: STANDARD ETHERNET

* Ethernet i1s most widely used LAN Technology, which is defined

under IEEE standards 802.3.

The Ethernet Is used widely due to

easy to understand,

easy to Implement,

easy to maintain and

allows low-cost network implementation

W
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[ ] N - [ ]

Et
Et
Et

nernet offers flexibility in terms of topologies.

nernet generally uses Bus Topology.

nernet operates in two layers in OSI model

Physical Layer
Data Link Layer.
~or Ethernet, the protocol data unit Is Frame, since we mainly deal

with DLL.
In order to handle collision, the Access control mechanism used In
Ethernet 1Is CSMA/CD.
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In IEEE 802.3 standard Ethernet:

0 Is expressed by a high-to-low transition

1 1s expressed by a low-to-high transition.

Ethernet LANSs consist of network nodes and interconnecting media
or link. The network nodes can be of two types:

Data Terminal Equipment (DTE)

2. Data Communication Equipment (DCE)

[ ] N - [ ]

=
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1. DATATERMINAL EQUIPMENT (DTE):

 DTEs are the end devices that convert the user information into
signals or reconvert the received signals.

DTESs devices are:

Personal computers

Workstations

File servers or Print servers

They are referred to as end stations.

R
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* These devices can be either the source or the destination of data
frames.

* The data terminal equipment (DTE) may be a single piece of
equipment or multiple pieces of equipment that are interconnected
and perform all the required functions to allow the user to
communicate.
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DATA COMMUNICATION EQUIPMENT (DCE):

DCEs are the intermediate network devices that receive and
forward frames across the network.

They may be either standalone devices such as:

Repeaters

Network switches

Routers

Or also some communications interface units such as:
Interface cards

Modems
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« The DCE performs functions such as:

Signal conversion

Coding

Acts as a part of the DTE or intermediate equipment.

A
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FAST ETHERNET:

Fast Ethernet refers to an Ethernet network that can transfer data at a
rate of 100 Mbit/s.

In computer networks, Fast Ethernet Is a variation of Ethernet
standards that carry data traffic at 100 Mbps (Mega bits per second) In
local area networks (LAN).

It was launched as the IEEE 802.3u standard in 1995, and stayed the
fastest network till the introduction of Gigabit Ethernet.
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* Fast Ethernet is popularly named as 100-BASE-X.

* Here, 100 Is the maximum throughput, i.e. 100 Mbps.
 BASE denotes use of baseband transmission

« Xsthe type of medium used.

* Eg., TX (twisted pair cable) or FX (fiber cable).
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TYPES OF FAST ETHERNET:

« The common varieties of fast Ethernet are:
1. 100-Base-TX

2. 100-Base-FX

3. 100-Base-T4
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. 100-BASE-T4:

This has four pairs of UTP of Category 3, two are bidirectional and
the other two are unidirectional.

In each direction, three pairs can be used simultaneously for data

transmission.

Each twisted pair Is capable of transmitting a maximum of 25MB

data.

Thus the three pairs can handle a maximum of 75MB data.
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2. 100-Base-TX

* This has either two pairs of unshielded twisted pairs (UTP)
category 5 wires or two shielded twisted pairs (STP) type 1 wires.

* One pair transmits frames from hub to the device and the other from
device to hub.

« Maximum distance between hub and station is 100m.

* |t has a data rate of 125 Mbps.
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3. 100-BASE-FX

» This has two pairs of optical fibers.

* One palir transmits frames from hub to the device and the other from
device to hub.

« Maximum distance between hub and station i1s 2000m.
* |t has a data rate of 125 Mbps.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023

/




(B

P8

Aditya Engineering College (A) \

WIRELESS LANS:

In the mid 1990s, the industry decided that a wireless LAN standard
IS a good idea compared to wired LANS.

So the IEEE committee that had standardized wired LANSs was given
the task of drawing up a wireless LAN standard also.

The first decision was: what should we call this network?

All the other LAN standards had numbers like 802.1, 802.2, and 802.3,
up to 802.10.

So the wireless LAN standard was given 802.11.

A common slang name for it iIs WIiFI but it Is an important standard, so
we will call it by its proper name, 802.11.
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* The first problem was to find a suitable frequency band for this
network that was available, preferably worldwide.

* This approach was not used for mobile phone networks.

* Instead of expensive, licensed spectrum, 802.11 systems were
operated in unlicensed bands such as the ISM (Industrial,
Scientific, and Medical) bands defined by ITU-R (e.g., 902-928
MHz, 2.4-2.5 GHz, 5.725-5.825 GH2z).

« All devices are allowed to use this spectrum provided that they limit
their transmit power to let different devices coexist.
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« 802.11 networks are made up of clients, such as laptops and mobile
phones.

« The Infrastructure is called as APs (access points) which are
Installed in buildings.

« Access points are sometimes called base stations.

* The access points connect to the wired network, and all
communication between clients go through this access point.

* |tis also possible for clients that are in radio range can talk directly

with two computers in an office without an access point. This

arrangement is called an ad hoc network.

It Is used much less often than the access point mode.
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Figure 1-33. (a) Wireless network with an access point. (b) Ad hoc network.
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802.11 transmission can be complicated by wireless conditions that
vary with even small changes in the environment.

The frequencies used for 802.11such as radio frequency signals can
be reflected off from the solid objects so that multiple echoes of a
transmission may reach a receiver along different paths.

The echoes can cancel or reinforce each other, causing the received
signal to fluctuate greatly.

This phenomenon is called multipath fading.




Wireless
transmitter

Wireless
T receiver

Figure 1-34. Multipath fading.
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* The key idea for overcoming variable wireless conditions is path
diversity, or the sending of information along multiple, independent
paths.

* In this way, the information can be received even if one of the paths
gets faded.

* These independent paths are typically built into the digital
modulation scheme at the physical layer.
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TYPES OF STANDARDS:

« In 1997, the initial standard defined a wireless LAN that it could run at
either 1 Mbps or 2 Mbps by hopping between frequencies or spreading
the signal across the allowed spectrum.

« Almost immediately, people complained that it was too slow, so work
began on faster standards.

* In 1999,this spread spectrum design was extended and became the
802.11b standard which runs at rates up to 11 Mbps.
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* |In 1999, 802.11a standard and in 2003, 802.11g standard switched to a
different modulation scheme called OFDM (Orthogonal Frequency
Division Multiplexing).

* |t divides a wide band of spectrum into many narrow slices over
which different bits are sent in parallel.

« This improved scheme boosted the 802.11a/g bit rates up to 54 Mbps.

« That is a significant increase, but people still wanted more throughput
to support more demanding uses.

* |n 2009, the latest version is 802.11n.

* |t uses wider frequency bands and uses up to four antennas per

computer to achieve rates up to 450 Mbps.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023

/




(B

P8

OFDM:
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In FDM (Frequency Division Multiplexing), the available bandwidth
IS divided, and in order to avoid overlapping, guard bands are used.
When sending digital data, it Is possible to divide the spectrum
efficiently without using guard bands.

In OFDM (Orthogonal Frequency Division Multiplexing), the
channel bandwidth is divided into many subcarriers that
Independently send data.

The subcarriers are packed tightly together in the frequency domain.
Thus, signals from each subcarrier extend into adjacent ones.
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Figure 2-26. Orthogonal frequency division multiplexing (OFDM).
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* The frequency response of each subcarrier is designed so that it is
zero at the center of the adjacent subcarriers.

* The subcarriers can be sampled at their center frequencies without
Interference from their neighbours.

* To make this work, a guard time is needed to repeat a portion of the
symbol signals In time so that they have the desired frequency
response.

« This guard time overhead is much less needed than many guard
bands.

« OFDM isused in 802.11, cable networks and power line
networking, and is planned for fourth-generation cellular systems.
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802.11 has caused a revolution in wireless networking that is set to
continue.

Beyond buildings, it is starting to be installed in trains, planes, boats,
and automobiles so that people can surf the Internet wherever they go.

Mobile phones and all manner of consumer electronics, from game
consoles to digital cameras, can communicate with It.
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PROBLEMS IN WIRELESS LANS:

1. COLLISIONS INWIRELESS TRANSMISSIONS:

* Wireless transmission is nothing but a broadcast medium.

« 802.11 radios also have to deal with the problem of collisions.

* The multiple transmissions which are sent at the same time will also
collide, they may also interfere with reception at the destination
stations.

* To handle this problem, 802.11 uses CSMA (Carrier Sense Multiple
Access) scheme like classic wired Ethernet.

« Computers wait for a short random interval before transmitting, and
defer their transmissions If they sense any other system is already
transmitting.
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Figure 1-35. The range of a single radio may not cover the entire system.
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« Suppose that computer A Is transmitting to computer B, but the radio
range of A's transmitter is too short to reach computer C.

but C does not sense any transmission.

« The inability of C to hear A before starting its transmission, causes
some collisions to occur.

« After any collision, the sender then waits another, longer, random
delay and retransmits the packet.
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MOBILITY:

Another problem is mobility.

If a mobile client Is moved away from the access point it is using and
Into the range of a different access point, some way of handing it off Is
needed.

The solution is that an 802.11 network can consist of multiple cells,
each with 1ts own access point, and a distribution system that
connects the cells.

The distribution system Is often switched Ethernet, but it can use any

technology.
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* As the clients move, they may find another access point with a better
signal than the one they are currently using and change their
association.

* From the outside, the entire system looks like a single wired LAN.

« But mobility in 802.11 has been of limited value so far compared to
mobility in the mobile phone network.

« Even when 802.11 mobility Is used, It extends over a single 802.11
network, which might cover at most a large building.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023

/




\anrgM
m

3. SECURITY:

* Finally, there is the problem of security.

« Since wireless transmissions are broadcast, it is easy for nearby
computers to receive packets of information that were not intended for
them.

* To prevent this, the 802.11 standard included an encryption scheme
known as WEP (Wired Equivalent Privacy).

* The idea was to make wireless security like that of wired security.
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* Itisagood idea, but unfortunately the scheme was flawed and soon it

was broken.
* |t has been replaced with newer schemes that have different
cryptographic details in the 802.111 standard.
It is also called as Wi-Fi Protected Access, Initially called WPA but

now replaced by WPAZ2.
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|IEEE 802.11:

* Wireless LANs (WLANSs) are increasingly popular, such that homes,
offices, cafes, libraries, airports, zoos, and other public places are
being outfitted with them to connect computers, PDAs (Personal
Digital Assistants), and smart phones to the Internet.

* The main wireless LAN standard is 802.11.
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THE IEEE 802.11 ARCHITECTURE:

« The architecture of the IEEE 802.11 WLAN is designed to support a
network where most decision making Is distributed to mobile stations.

« This type of architecture has several advantages.

« The architecture is flexible and can easily support both small,
transient networks and large, semi permanent or permanent
networks.

« Inaddition, the architecture and protocols offers significant Power
saving and prolong the battery life of mobile equipment without
losing network connectivity.
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Two network architectures are defined in the IEEE 802.11 standard:

1. Infrastructure /Access point network
2. Ad Hoc /Point to point network
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Figure 4-23. 802.11 architecture. (a) Infrastructure mode. (b) Ad-hoc mode.
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1. INFRASTRUCTURE /ACCESS POINT NETWORK:

In infrastructure mode, each client is associated with an AP (Access
Point) that is in turn connected to the other network.

The client sends and receives its packets via the AP.
Several access points may be connected together by a wired network
called a distribution system, to form an extended 802.11 network.
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* In this case, clients can send frames to other clients via their APs.

* An infrastructure network Is the network architecture for providing
communication between wireless clients and wired network
resources.

« This transition of data from the wireless to wired medium occurs via
an AP.

 An AP and its associated wireless clients define the coverage area.

* Together all the devices form a basic service set.
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2. AD HOC NETWORK:

« This mode of network is a collection of computers that are associated
so that they can directly send frames to each other.

* An ad-hoc network Is the architecture that is used to support mutual
communication between wireless clients.

* Typically, an ad-hoc network Is created spontaneously and does not
support access to wired networks.

* An ad-hoc network does not require an AP.
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. IEEE 802.11 supports three basic topologies for WLAN:S:
1. The Independent Basic Service Set (IBSS)

2. The Basic Service Set (BSS)

3. The Extended Service Set (ESS).

and ESS configurations.
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INDEPENDENT BASIC SERVICE SET (IBSS):

The IBSS configuration is referred to as an independent
configuration or an Ad-Hoc network.

An IBSS configuration is analogous to a peer-to-peer office network In
which no single node is required to act as a server.

IBSS WLANS include a number of nodes or wireless stations that
communicate directly with one another on an ad-hoc, peer-to-peer
basis.

Generally, IBSS implementations cover a limited area and are not
connected to any large network.

An IBSS is typically a short-lived network, with a small number of
stations.
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BASE SERVICE SET (BSS).:

* The basic service set configuration relies on an AP that acts as the
logical server for a single WLAN cell or channel.

« Communications between station 1 and station 4 actually flow from
station 1 to AP1 and then from AP1 to AP2 and then from AP2 to
AP4 and finally AP4 to station 4 .

 An AP performs a bridging function and connects multiple WLAN
cells or channels, and also connects WLAN cells to a wired LAN.
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EXTENDED SERVICE SET (ESS):

« The ESS configuration consists of multiple basic service set cells
that can be linked by either wired or wireless backbones called a
distributed system.
 |EEE 802.11 supports ESS configurations in which multiple cells use
the same channel, and also supports configurations in which
multiple cells use different channels to boost overall throughput.
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|IEEE 802.11 PROTOCOL STACK:

« All the 802 protocols, including 802.11 and Ethernet, have certain
common structure.

« A npartial view of the 802.11 protocol stack Is shown.

« This protocol stack Is the same for clients and APs.

* The physical layer is same that of OSI physical layer, but the data link
layer in all the 802 protocols is split into two or more sub layers.
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@ Computer Networks

In 802.11, the MAC (Medium Access Control) sub layer determines

how the channel is allocated and who gets to transmit next.
Above that there Is LLC (Logical Link Control) sub layer, whose
job it is to hide the differences between the different 802 variants.
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Figure 4-24. Part of the 802.11 protocol stack.
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« Several transmission technigues have been added to the physical layer
as 802.11 has evolved since It first appeared in 1997.

« Two of the Initial techniques, infrared in the manner of television
remote controls and frequency hopping in the 2.4-GHz band, which
are not using nowadays.

« The third initial technique, direct sequence spread spectrum(DSSS)
at 1 or 2 Mbps In the 2.4-GHz band, was extended to run at rates up to
11 Mbps.

* |t is now known as 802.11Db.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023

/




/fm Aditya Engineering College (A) \

P8

« To give speed boost, new transmission techniques based on the
OFDM (Orthogonal Frequency Division Multiplexing) scheme was
Introduced in 1999 and 2003.

« The firstis called 802.11a and uses a different frequency band, 5
GHz.

* The second with 2.4 GHz, it is called 802.11g.

* Both give rates up to 54 Mbps.

* Most recently, transmission techniques use multiple antennas at the
transmitter and receiver for a speed boost.

« With four antennas and wider channels, the 802.11 standard defines
rates up to 600 Mbps.
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THE 802.11 MAC SUB LAYER PROTOCOL

*  Wi-FiI or WLAN uses high frequency radio waves instead of cables
for connecting the devices in LAN.

» Users connected by WLANSs can move around within the area of
network coverage.

* Itisresponsible for encapsulating frames and describing frame
formats.
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respectively.
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MAC SUB LAYER FRAME OF IEEE 802.11
* The main fields of a frame of wireless LANSs as laid down by IEEE

K. Divya Madhuri, Assistant Professor
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1. Frame Control : It is a 2 bytes starting field composed of 11 subfields.
It contains control information of the frame.

2. Duration : It is a 2-byte field that specifies the time period for which
the frame and its acknowledgement occupy the channel.

3. Address fields : There are three 6-byte address fields containing
addresses of source, immediate destination and final endpoint
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4. Sequence : It a 2 bytes field that stores the frame numbers.
5. Data: This is a variable sized field carries the data from the upper
layers. The maximum size of data field Is 2312 bytes.

6. Check Sequence : It Is a 4-byte field containing error detection
Information.
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COLLISIONS IN 802.11 MAC SUB LAYER:

* In wireless systems, the method of collision detection does not work.

It uses a protocol called carrier sense multiple access with collision

avoidance (CSMA/CA).

* In this method of CSMA/CA when a frame is ready, the transmitting
station checks whether the channel is idle or busy.

« |If the channel is busy, the station walits until the channel becomes idle.

« |If the channel is idle, the station waits for an Inter-frame gap (IFG)
amount of time and then sends the frame.

« After sending the frame, it sets a timer.
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« The station then waits for acknowledgement from the receiver.
« If it receives the acknowledgement before expiry of timer, it marks a
successful transmission.
« Otherwise, It waits for a back-off time period and restarts the
algorithm.
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CO-ORDINATION FUNCTIONS IN 802.11 MAC SUB

LAYER:

IEEE 802.11 MAC Sub layer uses two co-ordination functions for
collision avoidance before transmission:

1. Distributed Coordination Function (DCF)

2. Point Coordination Function (PCF)
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1. DISTRIBUTED COORDINATION FUNCTION (DCF)

« Each station acts independently, without any kind of central control.

* |t 1s a mandatory function used in CSMA/CA.

* |tis used in distributed contention-based channel access.

* |t is deployed in both Infrastructure BSS (basic service set) as well as
Independent BSS.
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2. POINT COORDINATION FUNCTION (PCF)

« The access point controls all activity in its cell, just like a cellular
base station

« |t is an optional function used by 802.11 MAC Sub layer.

* Itisused in centralized contention-free channel access.

* |tis deployed in Infrastructure BSS only.
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 The 802.11 MAC sub layer protocol is different from that of Ethernet,

due to two factors that are fundamental to wireless communication.
1. Collision detection

2. Transmission ranges
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1. COLLISION DETECTION:

* Radios are always half duplex, that means they cannot transmit and
listen for noise bursts at the same time on a single frequency:.

« The received signal can easily be a lot more weaker than the
transmitted signal, so it cannot be heard at the same time.

« With Ethernet, a station just waits until the ether(transmission
channel) goes silent and then starts transmitting.

« |If it does not receive a noise burst back while transmitting the frame,
then the frame has almost been delivered correctly.

« With wireless, this collision detection mechanism does not work.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023




/fm Aditya Engineering College (A) \

P8

« Instead, 802.11 tries to avoid collisions with a protocol called
CSMAJ/CA (CSMA with Collision Avoidance).

« This protocol is conceptually similar to Ethernet’s CSMA/CD, with
channel sensing before sending the frames.

* However, a station that has a frame to send, starts with a random
back-off time.

« The station waits until the channel iIs idle, by sensing that there is no

signal for a short period of time and counts down idle slots, pausing

when frames are sent.

It sends Its frame when the counter reaches 0.
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« |f the frame reached, the destination immediately sends a short

acknowledgement.
« Lack of an acknowledgement is inferred to indicate an error i.e., a

collision may occur.
* In this case, the sender doubles the backoff period and tries again.
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Figure 4-25. Sending a frame with CSMA/CA.
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« Anexample timeline is shown.

« Station A is the first to send a frame.

« While A is sending, stations B and C become ready to send.
ney see that the channel is busy and wait for it to become idle.
nortly after A receives an acknowledgement, the channel goes idle.
owever, rather than sending a frame right away and colliding, B and
noth perform a backoff.
nicks a short backoff, and thus sends first.
pauses Its countdown while it senses that C is using the channel, and

resumes after C has received an acknowledgement.

« B soon completes its backoff and sends its frame.

OO IT W
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« Compared to Ethernet, there are two main differences.

* First, starting backoffs early helps to avoid collisions.

« This avoidance is worthwhile because collisions are expensive, as the
entire frame Is transmitted even if one collision occurs.

e Second, acknowledgements are used to reduce collisions because
collisions should not be detected.

* This mode of operation is called DCF (Distributed Coordination
Function) because each station acts independently, without any kind of
central control.
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* The standard also includes an optional mode of operation called PCF
(Point Coordination Function) in which the access point controls all
activity in its cell, just like a cellular base station.
* However, PCF is not used In practice because there is normally no
way to prevent stations in another nearby network from transmitting in
competing traffic.
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2. TRANSMISSION RANGES:

* The transmission ranges of different stations may be different.

« With a wire, the system is designed so that all stations can hear each
other.

« With the complexities of RF propagation this situation does not hold
for wireless stations.

« Consequently, situations such as the hidden terminal problem can
arise.

« Since not all stations are within radio range of each other, hence the
transmissions going on in one part of a cell may not be received
elsewhere in the same cell.
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Figure 4-26. (a) The hidden terminal problem. (b) The exposed terminal problem.
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* In this example, station C is transmitting to station B.

* |f A senses the channel, it will not hear anything and will falsely
conclude that it may now start transmitting to B.

* This decision leads to a collision.

« The Inverse situation Is the exposed terminal problem, illustrated in Fig
b.

* Here, B wants to send to C, so it listens to the channel.

* When It hears a transmission, it falsely concludes that it may not send
to C, even though A may In fact be transmitting to D (not shown).

« This decision wastes a transmission opportunity.
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To reduce ambiguities about which station is sending, 802.11 defines
channel sensing to consist of both physical sensing and virtual
sensing.

Physical sensing simply checks the medium to see if there Is a valid
signal.

With virtual sensing, each station keeps a logical record of when the
channel is in use by tracking the NAV (Network Allocation Vector).
Each frame carries a NAV field that says how long the sequence of
frame transmission will take to complete.

Other stations that overhear this frame know that the channel will be
busy for the period indicated by the NAV, irrespective of physical
signal.
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For example, the NAV of a data frame includes the time needed to send
an acknowledgement.

All stations that hear the data frame will defer during the
acknowledgement period, whether or not they can hear the
acknowledgement.

An optional RTS/CTS (request to send / clear to send) mechanism
uses the NAV to prevent terminals from sending frames at the same
time as hidden terminals.

It i1s shown In Fig. In this example, A wants to send to B.

C Is a station within range of A (and possibly within range of B, but
that does not matter).

D is a station within range of B but not within range of A.
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The protocol starts when A decides it wants to send data to B.

A begins by sending an RTS frame to B to request permission to send
It a frame.

If B receives this request, it answers with a CTS frame to indicate that
the channel is clear to send.

Upon receipt of the CTS, A sends its frame and starts an ACK timer.
Upon correct receipt of the data frame, B responds with an ACK
frame, completing the exchange.

If As ACK timer expires before the ACK gets back to it, it is treated as
a collision and the whole protocol is run again after a backoff.

@ Computer Networks K. Divya Madhuri, Assistant Professor Monday, May 15, 2023

/




FAoFuA}

=
([

Aditya Engineering College (A)

A RTS Data
|
B i CTS ACK
| | |
C ' NAV
| |
D NAV

Time

Figure 4-27. Virtual channel sensing using CSMA/CA.
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THE 802.11 FRAME STRUCTURE

control, and management.

« Each of these has a header with a variety of fields used within the
MAC sublayer.

* |Inaddition, there are some headers used by the physical layer, but
these mostly deal with the modulation techniques used.
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« The 802.11 standard defines three different classes of frames : data,
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Bytes 2 2 6 6 6 2 0-2312 4
Frame Duration Add_r ess 1 Addres_s 2 Address 3 [Sequence Data Check
control (recipient) | (transmitter) sequence

| T e——
| ST T —
| Te——
| T = —
| -
| T = T — —
Version| Type | Subtype | To |From|More Pwr. [ More
~00 | =10 | =0000 | DS | DS |frag. || mgt. | data |- Otected|Order
Bits 2 2 4 1 1 1 1 1 1 1 1

Figure 4-29. Format of the 802.11 data frame.
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* The format of the data frame is given.

* First comes the Frame control field, which is made up of 11
subfields.

« The first comes the Protocol version, set to 00.

« |tisthere to allow future versions of 802.11 to operate at the same
time in the same cell.

« Then comes the Type (data, control, or management) and Subtype
fields (e.g., RTS or CTYS).

* For aregular data frame (without quality of service), they are set to
10 and 0000 In binary.
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 The To DS and From DS bits are set to indicate whether the frame is
going to or coming from the network connected to the APs, which Is
called the distribution system.
* The More fragments bit means that more fragments will follow.

. ne Retry bit marks a retransmission of a frame sent earlier.

* The Power management bit indicates that the sender iIs going into
power-save mode.

« The More data bit indicates that the sender has additional frames
for the receiver.

« The Protected Frame bit indicates that the frame body has been
encrypted for security.

o * DS=distributed system
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Finally, the Order bit tells the receiver that the higher layer expects
the sequence of frames to arrive strictly in order.

The second field of the data frame, the Duration field, it tells how
long the frame and its acknowledgement will occupy the channel,
measured In microseconds.

This is present in all types of frames, including control frames.
Next come addresses. Data frames sent to or from an AP have
three addresses, all in standard IEEE 802 format.
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The first address is the receiver, and the second address Is the
transmitter.

The third address gives distant endpoint.

The Sequence field numbers the frames so that duplicates can be
detected. Of the 16 bits available, 4 identify the fragment and 12 carry
a hnumber that 1s advanced with each new transmission.

The Data field contains the payload, up to 2312 bytes.

The first bytes of this payload are in a format known as LLC (Logical
Link Control).

This layer identifies the higher-layer protocol (e.g., IP) to which the
payloads should be passed.

Last comes the Frame check sequence, which is the same CRC.
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Management frames have the same format as data frames, plus a
format for the data portion that varies with the subtype.

Control frames are short. Like all frames, they have the Frame
control, Duration, and Frame check sequence fields.

However, they may have only one address and no data portion.
Most of the key information is conveyed with the Subtype field (e.g.,
ACK, RTS and CTYS).
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