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TRANSPORT LAYER:

A The transport layer is tHeart of the protocol hierarchy.

A The network layer provides efnid-end packet delivery usin
datagram®r virtual circuits.

A The transport layer builds on the network layer to provide data
transport from a process on a source machine to a process on
destination machine with a desired level of reliability.
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between the two transport entities.
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nis difference has many important implications for the protoco

channel is replaced by the entire network.
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Figure 6-7. (a) Environment of the data link layer. (b) Environment of the
transport layer.
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ELEMENTS OF TRANSPORT PROTOCOLS:

1. ADDRESSING:

A When an application (e.g., a user) process wishes to set nne
to a remote application process, it must specify which o el

A The method normally used is to define transport addresses to whj
processes can listen for connection requests.

A In the Internet, these endpoints are cafleds. We will use the ge
term TSAP (Transport Service Access Pointlo mean a specific
endpoint in the transport layer.
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The analogous endpoints in the network layer (i.e., network layer
addresses) are called dSAPs(Network Service Access Poin
addresses are examples of NSAPs.

Figure 68 illustrates the relationship between the NSAPs
and a transport connection.
Application processes, both clients and servers, can attach the
a local TSAP to establish a connection to a remote TSAP.
These connections run through NSAPs on each host, as sho
The purpose of having TSAPs Is that in some networks, each
has a single NSAP, so some way Is needed to distinguish multiple
transport endpoints that share that NSAP. |
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Figure 6-8. TSAPs, NSAPs. and transport connections.
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A possible scenario for a transport connection is as follows:

1. A maill server process attaches itself to TSAP 1522 on host 2ito wali
an incoming call. How a process attaches itself to a TSAP |
networking model and depends entirely on the local oper
call such as our LISTEN might be used, for example.

2. An application process on host 1 wants to send an email messa
attaches itself to TSAP 1208 and issues a CONNECT request.
request specifies TSAP 1208 on host 1 as the source and TS

host 2 as the destination.
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This action ultimately results in a transport connection being esta
between the application process and the server.

3. The application process sends over the mail message.

4. The mall server responds to say that it will deliver the me
5. The transport connection is released.
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2. CONNECTION ESTABLISHMENT:

A TCP uses this thremay handshake to establish connections.

A Within a connection, a timestamp is used to extend tHait
number so that it will not wrap within the maximum pack
even for gigabHpersecond connections.

A This mechanism is a fix to TCP that was needed as it was used
and faster links. It is described in RFC 1323 and c&RYS
(Protection Against Wrapped Seqguence numbers).

A Across connections, for the initial sequence numbers and before PA
can come Iinto play, TCP originally used the clbalsed scheme.
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Figure 6-11. Three protocol scenarios for establishing a connection using a
three-way handshake. CR denotes CONNECTION REQUEST. (a) Normal opera-
tion. (b) Old duplicate CONNECTION REQUEST appearing out of nowhere.
(c) Duplicate CONNECTION REQUEST and duplicate ACK.
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3. CONNECTION RELEASE:

A Releasing a connection is easier than establishing one.

A There are two styles of terminating a connectamymmetric r
and symmetric release.

1. Asymmetric release is the way the telephone system works: wWhemo
party hangs up, the connection is broken.

2. Symmetric release treats the connection as two separate unidi
connections and requires each one to be released separately,

,f
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A Asymmetric release is abrupt and may result in data loss.
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A Consider the scenario of Fig:1&. After the connection is esta
host 1 sends a segment that arrives properly at host 2. Th
another segment.

A Unfortunately, host 2 issues a DISCONNECT before th
segment arrives. The result is that the connection is released an
are lost.
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Figure 6-12. Abrupt disconnection with loss of data.
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A Symmetric release does the job when each process has a fix
data to send and clearly knows when it has sent it.
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Figure 6-14. Four protocol scenarios for releasing a connection. (a) Normal
case of three-way handshake. (b) Final ACK lost. (c) Response lost. (d) Re-
sponse lost and subsequent DRs lost.
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MULTIPLEXING:

A In the transport layer, the need for multiplexing can arise in
ways.

A For example, if only one network address is available on
transport connections on that machine have to use it. T
calledmultiplexing, is shown in Fig. 6L7(a).

A In this figure, four distinct transport connections all use the sa
network connection (e.g., IP address) to the remote host.
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Figure 6-17. (a) Multiplexing. (b) Inverse multiplexing.
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THE INTERNET TRANSPORT PROTOCOLS: UDP

A The Internet has two main protocols in the transport layer,
connectionless protocol and a connectieariented one The
protocols complement each other.

A The connectionless protocol is UDP. It does almost nothi
sending packets between applications, letting applications build
own protocols on top as needed.

A The connectioforiented protocol is TCP. It does almost everythi
makes connections and adds reliability with retransmissions, along v
flow control and congestion control, all on behalf of the appllcatlons
that use It.
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INTRODUCTION TO UDP

A The Internet protocol suite supports a connectionless trans
calledUDP (User Datagram Protocol).

UDP provides a way for applications to send encapsulat
without having to establish a connection.

UDP transmitsegments consisting of an-Byte header followed b
the payload.
The header is shown In Figz&. The twaports serve to identify
endpointswithin the source and destination machines. |
When a UDP packet arrives, its payload is handed to the process
attached to the destination port.
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Figure 6-27. The UDP header.
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A The source port is primarily needed when a reply must be ser
the source.

A The UDP length field includes thel®ite header and the dat
minimum length is 8 bytes, to cover the header.

A An optional Checksum is also provided for extra reliability.
checksums the header, the data, and a conceptps¢iffloheader

e Computer Networks DivyaMadhuriAssistant Professor, ECE Monday, May 15, 2023
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REMOTE PROCEDURE CALL

A In a certain sense, sending a message to a remote host an
reply back is a lot like making a function call in a program
language.

A This observation has led to try to arrange requegsiy interactions o
networks to be cast in the form of procedure calls.

A Information can be transported from the caller tocléeein the
parameters and can come back in the procedure result.

e Computer Networks DivyaM@adhuriAssistant Professor, ECE Monday, May 15, 2023



f. J

A
A

A

*NADITYA

r"‘g =: ENGINEERING COLLEGE (A)

No message passing is visible to the application programmer.
This technique is known &PC (Remote Procedure Callland

become the basis for many networking applications.
Traditionally, the calling procedure is known as ¢hent and

procedure Is known as tlserver.
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A The idea behind RPC is to make a remote procedure call look
as possible like a local one.
A In the simplest form, to call a remote procedure, the client
must be bound with a small library procedure, callecclieat
t hat represents the serve
Similarly, the server is bound with a procedure calleds#dreer stub.
These procedures hide the fact that the procedure call from th
the server is not local.

o o
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A The actua
A Step list

call, with t
A Step 2is't

making a system call to send the message. Packing the
calledmarshaling.

A Step 3ist

machine to the server machine.

A Step4ist
stub.
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steps in making an RPC are shown in FA9.6
ne client calling the client stub. This call is a local
ne parameters pushed onto the stack in the nor
ne client stub packing the parameters into a m

he operating system sending the message from the

he operating system passing the incoming packet t
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A Finally, step 5 is the server stub calling the server procedure \

unmarshalegarameters. The reply traces the same path in t
direction.
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Figure 6-29. Steps in making a remote procedure call. The stubs are shaded.
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REAL-TIME TRANSPORT PROTOCOLS
A Clientserver RPC is one area in which UDP is widely used.

one iIs for reatime mu
A It gradually became c

other
timedia applications.
ear that having a generictres tran

protocol for multiple a

A Thus wasRTP (Reaktime Transport Protocol) born
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A We will describe two aspects of rdahe transport.

A The first is the RTP protocol for transporting audio and vide
packets.

A The second is the processing that takes place, mostly at Ive

play out the audio and video at the right time.

A Thesefunctionsfit into the protocol stack as shown in Fig36.
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space RTP Y '
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. Ethernet - |IP payload -
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(a) (b)

Figure 6-30. (a) The position of RTP in the protocol stack. (b) Packet nesting.
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A RTP normally runs in user space over UDP (in the operating system

A It operates as follows. The multimedia application consists o
audio, video, text, and possibly other streams. These are f
RTP library, which is in user space along with the applica

A This library multiplexes the streams and encodes them i
which it stuffs into a socket.

A On the operating system side of the socket, UDP packets are
to wrap the RTP packets and handed to IP for transmission oV
such as Ethernet. -
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A The reverse process happens at the receiver. The multimedia,
eventually receives multimedia data from the RTP library. It |
responsible for playing out the media.

A The protocol stack for this situation is shown in Fi®0ga).
nesting is shown in Fig.-80(b).
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THE INTERNET TRANSPORT PROTOCOLS: TCP
A UDP is a simple protocol and it has some very important us
client-server interactions and multimedia, but for most Inte
applications, reliable, sequenced delivery is needed.
A UDP cannot provide this, so another protocol is required:
A ltis called TCP and is the main workhorse of the Internet.

such

Monday, May 15, 2023
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INTRODUCTION TO TCP

A TCP (Transmission Control Protocol)was specifically design
provide a reliable entb-end byte stream over an unreliable
Internetwork.

A An internetwork differs from a single network because d
may have different topologies, bandwidths, delays, packet sizes
other parameters.

A TCP was designed to dynamically adapt to properties of the
Internetwork and to be robust in the face of many kinds of failUres.

to
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THE TCP SERVICE MODEL

A TCP service is obtained by both the sender and the receive
points, callecsockets.

A Each socket has a socket number (address) consisting o
of the host and a 1bit number local to that host, callegart.

A A port is theTCP namefor aTSAP. For TCP service to be obtain
connection must be explicitly established between a socket on
machine and a socket on another machine.

@ Computer Networks DivyaM@adhuriAssistant Professor, ECE Monday, May 15, 2023
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A A socket may be used for multiple connections at the same tlme In
other words, two or more connections may terminate at the e SC

A Connections are identified by the socket identifiers at both , tha
(socketl, socket2). Nartual circuit numbers or other identi
used.

A Port numbers below 1024 are reserved for standard services th

usually only be started by privileged users (e.g., root in UNIX s
They are calleavell-known ports.

@ Computer Networks DivyaMadhuriAssistant Professor, ECE Monday, May 15, 2023 §
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Port | Protocol Use
20, 21 FTP File transfer
22 | SSH Remote login, replacement for Telnet

25 | SMTP Email
80 | HTTP World Wide Web
110 POP-3 Remote email access

143 | IMAP Remote email access

443 | HTTPS Secure Web (HTTP over SSL/TLS)
543 | RTSP Media player control

631 | IPP Printer sharing

Figure 6-34. Some assigned ports.
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THE TCP PROTOCOL

A A key feature of TCP, and one that dominates the protocol
every byte on a TCP connection has its owsbB@2equence n

A Separate 3bit sequence numbers are carried on packets
window position in one direction and for acknowledgem
reverse direction.

A The sending and receiving TCP entities exchange data in the f
segments.

A A TCP segmentconsists of a fixed 20yte header (plus an optiona
part) followed by zero or more data bytes.

Ign, IS
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It can accumulate data from several writes into one segment orcan
data from one write over multiple segments.

Two limits restrict the segment size. First, each segment, |
TCP header, must fit in the 65,51%/te IP payload.

A
A
A Second, each link has MiTU (Maximum Transfer Unit).
A
A

Each segment must fit in the MTU at the sender and receiver so
can be sent and received in a singl&#ragmentegacket.
In practice, the MTU is generally 1500 bytes (the Ethernet pa
and thus defines the upper bound on segment size. -'
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-THE TCP SEGMENT HEADER

A Figure 636 shows the layout of a TCP segment. Every seg
with a fixedformat, 20byte header.

A The fixed header may be followed by header options. Aft
I f any, up to 65,535 1T 20
first 20 refer to the IP header and the second to the TCP header

A Segments without any data are legal and are commonly used f
acknowledgements and control messages.

@ Computer Networks DivyaMadhuriAssistant Professor, ECE Monday, May 15, 2023
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i
]
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Figure 6-36. The TCP header.
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A TheSource port and Destination port fieldsidentify the local en
points of the connection.

A A TCP port plus it s -bitongued
The source and destination end points together identify t

A This connection identifier is called5guple becausét consi
pieces of informationthe protocol (TCP), source IP and source p
and destination IP and destination port.

cti
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A TheSequence number and Acknowledgement number fielgser
their usual functions.

A Itis acumulative acknowledgemenbecause it summarizes
received data with a single number.

A Both are 32 bits because every byte of data is numbere
A

stream.
The TCP header length fieldtells how many 3zbit words are
contained in the TCP header.

@ Computer Networks DivyaMédhuriAssistant Professor, ECE Monday, May 15, 2023
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A CWR and ECE are used to signal congesti®@CE is set to signalan
ECN-Echo (ECN (Explicit Congestion Notification)) to a TCPender
tell it to slow down when the TCP receiver gets a congesti icatl
from the network.

A CWR is set to signal Congestion Window Reduced from
sender to the TCP receiver so that it knows the sender has slow
and can stop sending the E{E¢ho.

A URG is set to 1 if the Urgent pointer is in use. The Urgent poi
used to indicate a byte offset from the current sequence num

which urgent data are to be found.
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A TheACK bitis set to 1 to indicate that the Acknowledgement
Is valid. If ACK is O, the segment does not contain an
acknowledgement, so the Acknowledgement number field |

A ThePSH bit indicatesPUSHeddata. The receiver is reque
deliver the data to the application upon arrival and not b
full buffer has been received.

A TheRST bit is used to abruptly reset a connection.

orec
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A TheSYN bit is used to establish connections. In essence, the
used to denote boRONNECTION REQUEST and CONNEC
ACCEPTED, with the ACK bit used to distinguish between
possibilities.

A TheFIN bit is used to release a connection. It specifies
has no more data to transmit.

A TheWindow size fieldtells how many bytes may be sent startin
byte acknowledged.

Computer Networks DivyaM@adhuriAssistant Professor, ECE Monday, May 15, 2023
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A A Checksumis also provided for extra reliability. It checksums
header, the data, and a concepps&udoheaden exactly the s
way as UDP, except that tbeeudoheaddras the protoco
TCP (6) and the checksum is mandatory.

A TheOptions field provides a way to add extra facilities n
the regular header.
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TCP CONNECTION ESTABLISHMENT

A Connections are established in TCP by means of the-thage
handshake.

A To establish a connection, one side, the server, passively
Incoming connection by executing the LISTEN and AC
In that order.

A The other side, the client, executes a CONNECT primitive, spe

the IP address and port to which it wants to connect.

A The CONNECT primitive sends a TCP segment with the SYN?*
and ACK bit off and waits for a response.

@ Computer Networks DivyaM&adhuriAssistant Professor, ECE Monday, May 15, 2023
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A When this segment arrives at the destination, the TCP entity
see If there Is a process that has done a LISTEN on the por
Destination port field.

A If not, it sends a reply with the RST bit on to reject the ¢

Computer Networks DivyavtadhuriAssistant Professor, ECE Monday, May 15, 2023
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Figure 6-37. (a) TCP connection establishment in the normal case. (b) Simul-
taneous connection establishment on both sides.
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TCP CONNECTION RELEASE

A Symmetric connection release
A Asymmetric connection release

e Computer Networks DivyavadhuriAssistant Professor, ECE Monday, May 15, 2023
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TCP CONNECTION MANAGEMENT MODELLING

A The steps required &stablishandrelease connectionsan be
represented in a finite state machine withlthestatedisted In
38.

A In each state, certain events are legal.

A When a legal event happens, some action may be taken.

A If some other event happens, an error is reported.
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State Description
CLOSED No connection is active or pending
LISTEN The server is waiting for an incoming call
SYN RCVD A connection request has arrived; wait for ACK
SYN SENT The application has started to open a connection
ESTABLISHED | The normal data transfer state
FIN WAIT 1 The application has said it is finished
FIN WAIT 2 The other side has agreed to release
TIME WAIT Wait for all packets to die off
CLOSING Both sides have tried to close simultaneously
CLOSE WAIT The other side has initiated a release
LAST ACK Walit for all packets to die off

Figure 6-38. The states used in the TCP connection management finite state machine.
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A We can best understand the diagram by first following the path of a
client (the heavy solid line)then later following the path ofse
(the heavy dashed line).

A When an application program on the client machine issu
CONNECT request, the local TCP entity creates a conn
marks it as being in theYN SENT state andshoots off a SYN
segment

A Note that many connections may be open (or being opened)
time on behalf of multiple applications, so the state is per confF
recorded in the connection record.
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COMNECT/SYM (Step 1 of the 3-way handshake)
CLOSED
CLOSE/- ™
LISTEN- | | CLOSE-
SYN/SYN + ACK
{Step 2 ,of the G-way handshaks) | LISTEN
'
RST/— ,) I\\ SEND/SYN
YN SYN
HII.“.:'I:I SYMNSYN + ACK (eimultanecus opan) SENT
i
i {Diata transfer state)
R ACK SYN + ACK/ACK __/
------------------ ~| ESTABLISHED [Step 3 of the 3-way handshaks)
CLOSEFIN |
CLOSEFIN \ FINACK
4 {Active closa) (Passiveiclose)
i
|1=|r1u FINFACK = u; —
WAIT 4 CLOSING LOSE
ACKI- ACK/— CLOSEFIN
FIN + ACK/ACK !
FIN - TIME I:*.AE.‘SK-I-
el FIN/ACK WA .
(Timeout/) i
ACK/ ;
CLOSED e emmmmmmmmm oo e e e
iGo back to start)

Figure 6-39. TCP connection management finite state maching. The heavy
solid line is the normal path for a client. The heavy dashed line is the normal
path for a server. The light lines are unuswal events. Each transition is labeled
with the event causing it and the action resulting from it, separated by a slash
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A When theSYN+ACK arrives, TCP sends the finaACK of the three
way handshake and switches into B&TABLISHED state.

A Data can now be sent and received.

A When an application is finished, it executeSLEDSE primiti
causes the locdICP entity to send &IN segmentand wal
correspondinlfdCK ( dashed box mar ked o0

A When theACK arrives, a transition is made to the sfaitd WAIT 2
and one direction of the connection iIs closed.
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A When the other side closes, tod;I1& comes in, which is
acknowledged.

A Now both sides arelosed but TCP waits a time equal twice
maximum packet lifetime to guarantee that all packets fro
connection have died off, just in case the acknowledge

A When the timer goes off, TCP deletes ¢h@nection record.
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APPLICATION LAYER:

A We now come to the layer where all #ygplications are found.

A The layers below the application layer are there to provide
services, but they do not do real work for users.

A In this chapter, we will study some real network applicat

ort
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NETWORK SECURITY:
A For the first few decades of their existence, computer netw were
primarily used by university researchers for sending email
corporate employees for sharing printers.
Under these conditions, security did not get a lot of attention.
But now, as millions of ordinary citizens are using networks for
banking, shopping, and filing their tax returns, and weakness
weakness has been found, network security has become a pr,
massive proportions.

o o
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A Mostsecurity problemsare intentionally caused lgaliciou

A A few of the most common perpetrators are listed in Fiy. 8
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In this chapter, we will studgetwork security from several angles,
point out numerous pitfalls, and discuss many algorithms a rotoc

for making networks more secure.

trying to gain some benefit, get attention, or harm some
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Adversary Goal
Student To have fun snooping on people’s email
Cracker To test out someone’s security system; steal data
Sales rep To claim to represent all of Europe, not just Andorra
Corporation To discover a competitor’s strategic marketing plan
Ex-employee To get revenge for being fired
Accountant To embezzle money from a company
Stockbroker To deny a promise made to a customer by email
|dentity thief To steal credit card numbers for sale
Government To learn an enemy’s military or industrial secrets
Terrorist To steal biological warfare secrets

Figure 8-1. Some people who may cause security problems, and why.
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A Network security problems can be divided roughly into four closely
Intertwined areassecrecy, authenticationnonrepudiation, an
Integrity control.

A Secrecy also called confidentiality, has to do with keepin
out of the grubby little hands of unauthorized users.

A Authentication deals with determining whom you are talking to b
revealing sensitive information or entering into a business deal

A Nonrepudiation dealswith signatures: how do you prove thaty,
customer really placed an electronic order or maybe he claims he nt

placed any order.

tio

@ Computer Networks DivyaM&adhuriAssistant Professor, ECE Monday, May 15, 2023



A\
:v_Dr‘_,LJ

A Finally, integrity control has to do with how you can be sure tt
message you received was really the one sent and not somethi
malicious adversary modified in transit or concocted.

\ADIT YA
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1. CRYPTOGRAPHY

A Cryptography comes from the Greek wordsdad s e c r e t
A Professionals make a distinction between ciphers and cod
A A cipher is a charactefor-character or bifor-bit transform

without regard to the linguistic structure of the message.
A In contrast, @odereplaces one word with another word or symb
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1.1. INTRODUCTION TO CRYPTOGRAPHY
A The messages to be encrypted, known as the plaintext, are
by a function that is parameterized by a key.
A The output of the encryption process, known asipleer tex
transmitted, often by messenger or radio.
A We assume that the enemy, or intruder, hears and accurately co
A

down the completeiphertext

Sometimes the intruder can not only listen to the communicat]
channel (passive intruder) but can also record messages and play t
back later, inject his own messages, or modify legitimate messages
before they get to the receiver (active intruder).
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The art of breaklng ciphers, known@asgptanalysis, and the art of
devising then{cryptography) are collectively known asryptol
A fundamental rule of cryptography is that one must assu
cryptanalyst knows the methods used for encryption and

A
A
A The idea that the cryptanalyst knows the algorithms and
A

lies exclusively in the keys is calléde r ¢ k hponCigled s
Ker c k hpontigled All algorithms must be public; only the k
are secret
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Passive T Intrud I Active
intruder . : ri‘ of ) | intruder
just can alter
listens messages
. Encryption Decryption .
Plaintext, P——» method, E method, D ——»Plaintext, P
I Ciphertext, C = Ek(P) I
Encryption Decryption
key, K key, K

Figure 8-2. The encryption model (for a symmetric-key cipher).
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2. SUBSTITUTION CIPHERS

1
A In asubstitution cipher, each letter or group of letters is repl
another letter or group of letters to disguise It.

A One of the oldest known ciphers is thaesar cipher.
A

A

With this method, a becomes D, b becomes E, ¢ becom
becomes C.

For example, attack becomes DWWDFN. In our examples, plaj
will be given in lowercase letters, aaghhertextin uppercase lett
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plaintext: abcdefghijklmnopgrstuvwxyz
ciphertext: OWERTYUIOPASDFGHJKLZXCVBN
A The general system of symbuolr-symbol substitution is calle
monoalphabeticsubstitution cipher, with the key being the
string corresponding to the full alphabet.

A For the key just given, the plaintext attack would be transformed j
ciphertextQZZQEA.
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1.3. TRANSPOSITION CIPHERS

A Substitution ciphers preserve the order of the plaintext sym
disguise them.

A Transposition ciphers, in contrast, reorder the letters but
them. Figure 8 depicts a common transposition cipher,
transposition.

A The cipher is keyed by a word or phrase not containing any re
letters.

A In this example, MEGABUCK is the key. The purpose of the key IS t
order the columns, with column 1 being under the key letter closest'
the start of the alphabet, and so on. |
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A The plaintext is written horizontally, in rows, padded to fill the
need be. Theiphertextis read out by columns, starting with t
whose key letter is the lowest.
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pleasetransferonemilliondollarsto
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AFLLSKSOSELAWAIATOOSSCTCLNMOMANT
ESILYNTWRNNTSOWDPAEDOBUOERIRICXB

Figure 8-3. A (ransposition cipher.
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2. SYMMETRIC -KEY ALGORITHMS

A Modern cryptography uses the same basic ideas as traditio
cryptography (transposition and substitution), but its emph
different.

Traditionally, cryptographers have used simple algorithmsS.
Nowadays, the objective is to make the encryption algorithm so
and that even If the cryptanalyst acquires vast mounds of encip
of his own choosing, he will not be able to make any sense of}

without the key.

o T
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A The first class of encryption algorithms we will study in this chapter :
calledsymmetric-key algorithms because they use teame ke
encryption anddecryption.

Fig. 82 illustrates the use of a symmetkey algorithm.

In particular, we will focus oblock ciphers,which take an
of plaintext as input and transform it using the key into-&it block
cipher text.

A Cryptographic algorithms can be implemented in either hardw,

speed) or software (for flexibility).

o o
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P-box S-box Product cipher
] B oo ™ S Ss Sg —
- B L 2 — [
| . - © Sz Sg S1o —
| | o & [— P P> P3 Py [—
— I Q -g 83 S? 811 I
O o —
— I @D - I
| [ Q w S4 Sg Si2 —
(@) (b) ()

Figure 8-6. Basic elements of product ciphers. (a) P-box. (b) S-box. (¢) Product.
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~igure 8 6(a) shows a device, known aR-dox (P stands for
permutation), used to effect a transposition on ahiBinput.

f the 8 bits are designated from top to bottom as 0123456
of this particular Fbox is 36071245.

Substitutions are performed b{-boxes as shown in Fig. .
In this example, a-Bit plaintext is entered and al# cipher text is
output.

The 3Dbit input selects one of the eight lines exiting from the fir
and sets it to 1; all the other lines are 0. |
The second stage Is abex.

The third stage encodes the selected input line in binary again.

@ Computer Networks DivyaM&adhuriAssistant Professor, ECE Monday, May 15, 2023 ‘

out

oo T Do Do Do




(2 ADITYA

A
JA\

'J:!:m@m. - ENGINEERING COLLEGE (A)

A With the wiring shown, if the eight octal numbers 01234567 w
one after another, the output sequence would be 24506713.
A In other words, 0 has been replaced by 2, 1 has been repl
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'2.1. DES (The Data Encryption Standard)

A In January 1977, the U.S. Government adopted a product ci
developed by IBM as its official standard for unclassified |

A This cipherDES (Data Encryption Standard),was widely

the industry for use in security products.

It is no longer secure In its original form, but it is still useful in a

modified form.

An outline of DES is shown in Fig-8(a).

p ST
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E4-Bit plaintext

L

Initial transposition

7" {r7*Tr 7Y%

—= lteration 1

L y r F

lieration 2

*

56-Bit key
l

[teration 16

L ft1

32-Bit swap

IR

Inverse transposition

64-Bit ciphertext

(a)

N

Liq € 1{R;4, Kj

Figure 8-7. The Data Encryption Standard. (a) General outline. (b) Detail of

one iteration. The circled + means exclusive OR.
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A Plaintext is encrypted in blocks of64 bits, yielding 64 bits of ci

A The algorithm, which is parameterized by alikey, has 19 digli
stages.

A The first stage is a keypdependent transposition on the 6

A The last stage is the exact inverse of this transposition.

A The stage prior to the last one exchanges the leftmost 32 bits wi

rightmost 32 bits.
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A The remaining 16 stages are functionally identical but are
parameterized by different functions of the key.

A The algorithm has been designed to allow decryption to be
thesame keyas encryption.
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3. PUBLIC KEY ALGORITHMS:

A In 1976, two researchers at Stanford Univer§iffie and Hell
(1976), proposed a radically new kind of cryptosystem, on
encryption and decryption keys weredsfferent that the de
key could not feasibly be derived from the encryption key.

A In their proposal, the (keyed) encryption algorithm, E, and the (k
decryption algorithm, D, had to meet three requirements. Pis t
original plain text.

hich
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These requirements can be stated simply as follows:

1. D(E(P)) =P

2. Itis exceedingly difficult to deduce D from E.

3. E cannot be broken by a chosen plaintext attack.

A The first requirement says that if we apply D to an encry:
E(P), we get the original plaintext message, P, back. Without thi
property, the legitimate receiver could not decrypt the cipher te
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4. DIGITAL SIGNATURES

A For computerized message systems to replace the physical
paperandink documents, a method must be found to allow,
to be signed in annforgeablavay.
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.1. SYMMETRIC-KEY SIGNATURES

One approach to digital signatures is to have a central auth
knows everything and whom everyone trusts, say, Big Bro
Each user then chooses a
office.

Thus, only Ali ce and BB know
When Alice wants to send a signed plaintext message, P, to he
Bob, she generates KA(B, RA
random number chosen by Alice, t is a timestamp to ensure freshne
and KA(B, RA, t, P) is the message encrypted with her key, KA: The
she sends it as depicted in Figl®&
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A BB sees that the message is from Alice, decrypts it, and send

to Bob as shown.

A The message to Bob cont ai
the sighed message KBB(A, t, P).

A Bob now carries out Al ice

n
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Bob

KB (A, F{F\.? t; P: KBB (A! t? P)) "

Figure 8-18. Digital signatures with Big Brother.
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4.2. PUBLIC-KEY SIGNATURES

A A structural problem with using symmetiey cryptography fo
signatures Is that everyone has to agree to trust Big Broth
A Furthermore, Big Brother gets to read all signed messag
logical candidates for running the Big Brother server are
government, the banks, the accountants, and the lawyers. Low

A Hence, it would be nice if signing documents did not require a
authority.

jgital
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A _et us assume that the pubkey encryption and decryption algorithms
nave the property that E(D(P)) = P, in addition, of course, to the usu
oroperty that D(E(P)) = P

Assuming that this is the case, Alice can send a signed p
message, P, to Bob by transmitting EB(DA(P)).
Note carefully that Alice knows her own (private) key, DA, as we
Bobos public key, EB.

When Bob receives the message, he transforms it using his p
as usual, yielding DA(P), as shown in Figl$®.

He stores this text in a safe place and then applies EA to get the Oori(
plaintext.
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Bob's computer

Alice's Bob's Bob's Alice's
P —| private key, [—| public key, [ |————| | private key, [—| public key, |—= P
Dy Ep Dp Ea
| |
Da(P) Eg (Da(P)) Da(P)

Figure 8-19. Digital signatures using public-key cryptography.
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The essence @NS s the invention of a hierarchical, domda
naming scheme and a distributed database system for im
naming scheme.

It is primarily used fomapping host names to IP address
also be used for other purposes.
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1. The DNS Name Space

A For the Internet, the naming hierarchy is managed by an or
calledICANN (Internet Corporation for Assigned Names a
Numbers).

ICANN was created for this purpose in 1998, as part of
the Internet to a worldwide, economic concern.
Conceptually, the Internet is divided into o2&0top-level domain
where each domain covers many hosts.
Each domainis partitioned into sub domains, and these are further
partitioned, and so on. |
All these domains can be represented by a tree, as shown m]Flg 7/
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|- Generic — - | Countries -
aero com edu gov museum org net --- au ip uk us nl .-
\ /\ VAN /\
cisco  washington acm ieee edu ac co vu  oce
/\ /\ \ /\
eng cs eng jack jill uwa keio nec cs law
/\
robot cs  csl filts  fluit
Figure 7-1. A portion of the Internet domain name space.
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A The toplevel domains come in two categorigeneric and countr
A The generic domains, listed in Fig27include original domain
the 1980s and domains introduced via applications to ICA
A The country domains include one entry for every country,

1ISO 3166.
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Domain Intended use Start date Restricted?

com Commercial 1985 No

edu Educational institutions 1985 Yes
gov Government 1985 Yes

int International organizations 1988 Yes

mil Military 1985 Yes

net Network providers 1985 No

org Non-profit organizations 1985 No
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Intended use Start date Restricted?

aero Air transport 2001 Yes
biz Businesses 2001 No
coop Cooperatives 2001 Yes
info Informational 2002 No
museum Museums 2002 Yes
name People 2002 No
pro Professionals 2002 Yes
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Domain Intended use Start date Restricted?

cat Catalan 2005 Yes
jobs Employment 2005 Yes
mobi Mobile devices 2005 Yes
tel Contact details 2005 Yes
travel Travel industry 2005 No

Figure 7-2. Generic toplevel domains.
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HTTP (Hyper text Transfer Protocol):

A This protocol is used to access data onttbdd wide web (WW

A Even though the current browsers can access other types
Hypertext Transfer Protocol (HTTP) 1 s t he We
layer protocol.

A A repository (central location in which data is stored and manag
of information spread all over the world and linked together.

A The HTTP protocol can transfer data in the form of plain text,
text, audio, video and so on. |

A HTTP utilizesTCP connectionto send client requests and server

replies.
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Method Description
GET Read a Web page
HEAD Read a Web page’s header
POST Append to a Web page
PUT Store a Web page
DELETE Remove the Web page
TRACE Echo the incoming request
CONNECT | Connect through a proxy
OPTIONS Query options for a page

Figure 7-37. The built-in HTTP request methods.
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A This is asynchronous protocolwhich works by botipersistent at
non persistent connections.

A HTTP is astateless protocol.e. server maintains no inform
past client requests.

A Before starting with persistent and npersistent HTTP co
know what is &RTT.
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A Round-trip time (RTT) is the duration in milliseconds (ms) it t
anetwork request to go from a starting point to a destinatio
again to the starting point.

RTT= 2*propagation time

A Total file transmission time:

Total = 2RT T T+transmit time
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HTTP CONNECTIONS

1. Non-Persistent
2. Persistent
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In this Persistent mode type, the server leaves the connept
sending the response.

The client will send the request immediately when it enc
referenced object.
These HTTP messages are sent over open connection to and fr
client and server.

One RTT is used for all referenced objects.
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Types of persistent connections:

1. Non-pipelined

2. Pipelined.

A Non pipelined connection:In Non-pipeline connectionwe fi
establish connection which takes two RTT then we sen
Images/text files which takes 1 RTT each.

A Pipelined connection:In Pipelined connection2RTT for connecti
establishment and then 1RTT for all the objects i.e. images/te
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(c)

Figure 7-36. HTTP with (a) multiple connections and sequential requests. (b)
A persistent connection and sequential requests. (c) A persistent connection and

pipelined requests.
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NON PERSISTENT HTTP CONNECTION:
It requires 2 RTTs per object.

In this mode, browsers can open parallel TCP connection
referenced objects.

Types of Non Persistent HTTP Connections:
With parallel connection.

Without parallel connection.

NS >>N
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A Without parallel connection Non-Persistent: Each object takes
RTT one for TCP connection and other for HT TP image/text
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SIMPLE NETWORK MANAGEMENT PROTOCOL
(SNMP)
A If an organization has 1000 of devices, if we have to chec

one by one every day, whether they are working properly;
hectic task.
A To ease these uBjmple Network Management Protocol (SNMP)
used.
SNMP is an application layer protocol which uséiSP connectio
SNMP is used tanonitor the networkdetect network faultsand ¥
sometimes even useddaonfigure remote devices.

o o
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SNMP COMPONENTS: There are 3 components of SNMP
1. SNMP Manager : It is a centralised system used to monitor petwork.
IS also known aBletwork Management Station (NMS).

2. SNMP agent :It is a software management, software mo
on a managed device. Managed devices can be networ
router, switches, servers etc.

3. Management Information Base :MIB consists of information of
resources that are to be managed. These information is orga

hierarchically. It consists of objects instances which are essentially
variables.
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SNMP MESSAGES .

1. Get Request :SNMP manager sends this message to reque
SNMP agent. It is simply used to retrieve data from SNMP t. In
response to this, SNMP agent responds with requested V,
response message.

2. Get Next RequestThis message can be sent to discover what d
available on a SNMP agent. The SNMP manager can request f
continuously until no more data is left. In this way, SNMP ma
take knowledge of all the available data on SNMP agent.
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3. Get Bulk Request:This message Is used to retrieve large data at on(

by the SNMP manager from SNMP agent. It is introduced in SNMP\

4. Set Request it is used by SNMP manager to set the value obj
Instance on the SNMP agent.

5. Response it is a message send from agent upon a requ

manager. When sent in response to Get messages, it will contal

requested. When sent in response to Set message, it will contay

newly set value as confirmation that the value has been set.

@ Computer Networks DivyaviadhuriAssistant Professor, ECE Monday, May 15, 2023




N\ ADITYA

=5' ENGINEERING COLLEGE (A)

-6. Trap: These are the messages send by the agent without bel

/. Inform Request: It was introduced in SNMPv2c, used to id
trap message has been received by the manager or not.
be configured to set trap continuously until it receives a
message. It iIs same as trap but adds an acknowledgement that
doesndot provi de.
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SNMP VERSIONS: There are 3 versions of SNMP

1. SNMPvV1: It uses community strings for authentication and
only.

2. SNMPv2c: It uses community strings for authentication.
but can be configured to use TCP.

3. SNMPvV3 : It uses Hash based MAC with MD5 or SHA for
authentication and DES6 for privacy. This version uses TCP.

A Therefore, conclusion is the higher the version of SNMP, mor
will be.
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ELECTRONIC MAIL

A Electronic mail, or more commongmail, has been around for
three decades.

A This is Faster and cheaper than paper mail, email has b
application since the early days of the Internet.

A It is widely used within industry for intreompany communication,
example, to allow employees all over the world to cooperate o
projects.

A Unfortunately, like paper mail, the majority of email some 9 out 0
messages are junk mail gipam.

ul
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A Email has developed its own conventions and styles. |

A The first email systems simply consisted of file transfer protogels, wi
the convention that the first line of each message (i.e., file) '
reci pi ent 0s addr ess.

A As time went on, email diverged from file transfer and m
were added, such as the ability to send one messadisttofa
recipients.
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A Finally, with the prevalence of spam, mail readers and the mai
protocols must now pay attention to finding and removing u

emalill.
A In our description of email, we will focus on the way that
messages are moved between users.
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1. ARCHITECTURE AND SERVICES

A The architecture of the email system is shown in Fig. 7

A It consists of two kinds of subsystems: tfser agentswhich
people to read and send email, andti@ssage transfer ag
move the messages from the source to the destination.

A We refer to message transfer agents informalipais servers.
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A Theuser agentis a program that provides a graphical interfac
sometimes a texand commandbased interface that lets user
with the emall system.

A It includes compose messages and replies to messages,
messages, and organize messages by filing, searching,
them.

A The act of sending new messages into the mail system for deli
calledmail submission.
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A The message transfer agents are system processes. They rul
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background on mail server machines.

Thelir job Is to automatically move email through the syste
originator to the recipient witBMTP (Simple Mall Transfer
Protocol). This is the message transfer step.
Message transfer agentalso implemenmailing lists, in which an
iIdentical copy of a message is delivered to everyone on a list o
addresses.

the
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A Other advanced features are carbon copies, blind carbon coples ni
priority email, secret (i.e., encrypted) email, alternative recipients if t
primary one Is not currently available, and the ability for as ts t
read and answer their Dbos

A Linking user agentsandmessage transfer agentare the c
mailboxesand a standard format for email messages.

A Mailboxes store the email that is received for a user. They are
maintained by mail servers.

A User agents simply present users witheav of the contentsof the'
mailboxes.
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A A key idea Iin the message format is the distinction between tr
envelopeandits contents

A Theenvelopeencapsulates thmessagelt contains all the inf

needed for transporting the message, such as the destin

priority, and security level, all of which are distinct from t
itself.

re
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A Themessage transport agentase the envelope for routing, jus
post office does.

A The message inside the envelope consists of two separat
headerand thebody.

A Theheadercontainscontrol information for the user age

A

body is entirely for the human recipient.
Envelopes and messages are illustrated in Fgy. 7
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.| T Name: Mr. Daniel Dumkopf
3 Street: 18 Willow Lane
Mr. Daniel Dumkopf g {é:tg.rte'hﬂ.lme Flains , Envelope
18 Willow Lane E Ei;l - e 10804
White Plains, NY 10604 Priority: Urgent
l Encryption: None
— From: United Gizmo ]
h"ﬂ’ﬁi’aﬁﬂﬂ I Address: 180 Main St.
D -
Location: Boston, MA 02120
Boston, MA 02120 | § Date: Sept. 1, 2010
Sept. 1, 2010 - Subject: Invoice 1081
Subject: Invoice 1081 ]
L
Dear Mr. Dumkopf, Dear Mr. Dumkopt,
Our computer records Our computer records
show that you still have show that you still have ~ Message
not paid the above invoice not paid the above invoice
of $0.00. Please send us a > of $0.00. Please send us a
check for $0.00 promptly. E check for $0.00 promptly.
Yours truly Yours truly
United Gizmo United Gizmo
(@) (b}
Figure 7-8. Envelopes and messages. (a) Paper mail. (b) Electronic mail.
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2. THE USER AGENT

A A user agent is a program (sometimes calledraail reader) th
accepts a variety of commands émmposing, receiving, and
to messagesas well agor manipulating mailboxes.

A There are many popular user agents, inclu@ogglegmail;
Outlook, Mozilla Thunderbird, and Apple Mail .

A Most user agents have a mepuicon driven graphical interface t
requires a mouse, or a touch interface on smaller mobile devi
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A The typical elements of aser agent interfaceare shown in Fig.-B:

A When a user agent is started, it will usually present a summ
messages I n the user 0s mal

A The summary will havene linefor each message in some

A 1t highlights key fieldsof the message that are extracted
message envelope or header.
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Message folders ﬁ‘ F Message summary
Mail Folders From Subject Received
All items trudy >4 Not all Trudys are nasty Today
Inbox Andy ~~ Material on RFID privacy Today
Networks djw ! Have you seen this? Mar 4
Travel Amy N. Wong Request for information Mar 3
Junk Mail guido Re: Paper acceptance Mar 3
lazowska ~ More on that Mar 2
lazowska /" New report out Mar 2
SearchQ., A. Student Graduate studies? Mar 1
Dear Professor,
| recently completed my undergraduate studies with
Mailbox search _/‘ distinction at an excellent university. | will be visiting your

L Message

Figure 7-9. Typical elements of the user agent interface.
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A Seven summary lines are shown in the example of Fg.The Imes

use théd=rom, Subject, and Received fieldan that order, to di

who sent the message, what it is about, and when it was r

A All the information is formatted in aserfriendly way rather

displaying the literal contents of the message fields, but
message fields.

A Thus, people who fail to includeSubject field often discover that

responses to their emails temok to get the highest priority.
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A Many other fields or indications are possible. The icons next t@ the

message subjects in Fig97/might indicate, for examplenread mai

(the envelope), attached material (the paperclip), and imp
mail, at least as judged by the sender

A Many sorting orders are also possible. The most comm

messagebased on the timdhat they were receivethost recent firs

with some indication as to whether the message Is new or has

been read by the user.

e
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A User agentamust also be able to display incoming messages
so that people can read their email.

A Previews may use small icons or images to describe the c
message.

A After a message has been read, the user can decide w
This Is callednessage dispositiorOptions includealeleting the
message, sending a reply, forwarding the message to another
and keeping the message for later reference.
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A Another useful feature is the ability antomatically respondto

Computer Networks DivyaviadhuriAssistant Professor, ECE Monday, May 15, 2023

messages in some way. Thasko respondersmust run in the
server because the user agent may not run all the time an
occasionally retrieve email.

A different example of an automatic responsevaceation a .
IS a program that examines each incoming message and sends
a reply such as: OOHI . | Om o
August. Talk to you then. 00
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A Other common features are appendirsigaature block to the bo
of a message, correcting spelling, and computing digital sig
that show the message is valid.

A The principal header fields related to message transport
7-10.

ures
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Header Meaning
To: Email address(es) of primary recipient(s)
Cc: Email address(es) of secondary recipient(s)
Bcec: Email address(es) for blind carbon copies
From: Person or people who created the message
Sender: Email address of the actual sender
Received: Line added by each transfer agent along the route
Return-Path: | Can be used to identify a path back to the sender

Figure 7-10. RFC 5322 header fields related to message transport.
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A In addition to the fields of Fig.-I0, RFC 5322 messages may
contain a variety of header fields used by the user agents or

recipients.
A The most common ones are listed in Fig.17 Most of these

explanatory.

man
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Header Meaning
Date: The date and time the message was sent
Reply-To: Email address to which replies should be sent

Message-ld: | Unigue number for referencing this message later

In-Reply-To: | Message-ld of the message to which this is a reply
References: | Other relevant Message-lds

Keywords: User-chosen keywords

Subject: Short summary of the message for the one-line display

Figure 7-11. Some fields used in the RFC 5322 message header.
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THE WORLD WIDE WEB
A The Web, as the World Wide Web is popularly known, is an
framework for accessing linked content spread out over m|
machines all over the Internet.

hitect
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A The Web began in 1989 at CERN, the European Centre for Nuclear
Research.

A The initial idea was to help large teams, often with membe
dozen or more countries and time zones, collaborate usi
changing collection afeports, blueprints, drawings, photoS;
other documents produced by experiments in particle physics.

A A public demonstration given atthty per t e x t 06 6alg
the attention of other researchers, which led Marc Andreesse
University of lllinois to develop the first graphical browser.

alf
sta
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1. ARCHITECTURAL OVERVIEW

A From the userso point of vi
collection of content in the form &Veb pagespften just calle
for short

Each page may contain links to other pages anywhere |
Users can follow a link by clicking on it, which then takes them t
page pointed to. This process can be repeated indefinitely.

A The idea of having one page point to another, now chilpdrtex

Invented by a visionary M.I.T. professor of electrical engineering
VannevarmBush, in 1945 (Bush, 1945).

o o
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A Pages are generally viewed with a program callecbaser.

A Firefox, Internet Explorer, and Chrome are examples of pop
A

A

OrOWSers.

The browsefetches the pageequestednterprets the conte
displays the pageproperly formatted, on the screen.
The content itself may be a mix @xt, images, and formatting
commands, in the manner of a traditional document, or other fo
of content such as video or programghat produce a graphical
Interface with which users can interact.
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Figure 7-18. Architecture of the Web.
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A picture of a page is shown on thedeft side of Fig. 718.

It Is the page for the Computer Science & Engineering depa
University of Washington.

This page shows text and graphical elements. Some par
associated with links to other pages.
A piece of text, icon, image, and so on associated with another
called ahyperlink.

To follow a link, the user places the mouse cursor on the linke
of the page area and clicks. -'
Following a link is simply a way of telling the browser to fetch anothe
page. |
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A In the early days of the Web, links were highlighted with under
andcoloredtext so that they would stand out.

A Nowadays, the creators of Web pages have ways to contr
linked regions, so a link might appear asam or change it
appearancewhen the mouse passes over it.

look
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A This link is accessed by clicking in the circled area.
A The browser then fetches the new page and displays it, as

shown In the bottom left of Fig-X8.
A Page fetching is done by the browser, without any help fr
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The basic model behind the display of pages is also shown in
The browser is displaying a Web page on the client machin
Each page is fetched by sending a request to one or more
respond with the contents of the page.

Therequestresponse protocofor fetching pages is a sim
protocol that runs over TCP, just as was the case for SMTP. It Is
HTTP (HyperText Transfer Protocol).

IS,
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-A The content may simply be a document that is read off a disk,
A The page is atatic pageif it is a document that is the same

A In contrast, if it was generated on demand by a progra
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result of a database guery and program execution.
time
It Is displayed.

program it is alynamic page.
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THE CLIENT SIDE

A When the Web was first created, it was immediately appare
having one page point to another Web page required mec
naming and locating pages.

A In particular, three questions had to be answered befor

could be displayed:

. What is the page called?

. Where Is the page located?

How can the page be accessed?

w NP
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A The solution chosen identifies pages in a way that solves all t
problems at once.

A Each page is assignedJ®L (Uniform Resource Locator) th
effecti vely serves as the

A URLs have three parts:

1

2

3

. theprotocol (also known as thecheme,

. theDNS nameof the machine on which the page Is located,

. and thepath uniquely indicating the specific page (a file to rea
program to run on the machine).
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As an example, the URL of the page shown in H§j8'1s
http://www.cs.washington.edu/index.html

"his URL consists ofhree parts:

the protocol (http),

the DNS name of the host (www.cs.washington.edu),

and thepath name (index.html).

WN P I P
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