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TRANSPORT LAYER:
Å The transport layer is the heart of the protocol hierarchy. 

Å The network layer provides end-to-end packet delivery using 

datagramsor virtual circuits. 

Å The transport layer builds on the network layer to provide data 

transport from a process on a source machine to a process on a 

destination machine with a desired level of reliability.
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Å The transport service is implemented by a transport protocol used 

between the two transport entities.

Å In some ways, transport protocols resemble the data link protocols.

Å At the data link layer, two routers communicate directly via a physical 

channel, whether wired or wireless, whereas at the transport layer, this 

physical channel is replaced by the entire network. 

Å This difference has many important implications for the protocols.
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ELEMENTS OF TRANSPORT PROTOCOLS: 

1. ADDRESSING:
Å When an application (e.g., a user) process wishes to set up a connection 

to a remote application process, it must specify which one to connect to.

Å The method normally used is to define transport addresses to which 

processes can listen for connection requests. 

Å In the Internet, these endpoints are called ports. We will use the generic 

term TSAP (Transport Service Access Point) to mean a specific 

endpoint in the transport layer. 
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Å The analogous endpoints in the network layer (i.e., network layer 

addresses) are called as NSAPs (Network Service Access Points). IP 

addresses are examples of NSAPs.

Å Figure 6-8 illustrates the relationship between the NSAPs, the TSAPs, 

and a transport connection. 

Å Application processes, both clients and servers, can attach themselves to 

a local TSAP to establish a connection to a remote TSAP. 

Å These connections run through NSAPs on each host, as shown. 

Å The purpose of having TSAPs is that in some networks, each computer 

has a single NSAP, so some way is needed to distinguish multiple 

transport endpoints that share that NSAP.
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A possible scenario for a transport connection is as follows:

1. A mail server process attaches itself to TSAP 1522 on host 2 to wait for 

an incoming call. How a process attaches itself to a TSAP is outside the 

networking model and depends entirely on the local operating system. A 

call such as our LISTEN might be used, for example.

2.   An application process on host 1 wants to send an email message, so it 

attaches itself to TSAP 1208 and issues a CONNECT request. The 

request specifies TSAP 1208 on host 1 as the source and TSAP 1522 on 

host 2 as the destination. 
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This action ultimately results in a transport connection being established 

between the application process and the server.

3. The application process sends over the mail message.

4. The mail server responds to say that it will deliver the message.

5. The transport connection is released.
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2.   CONNECTION ESTABLISHMENT:
Å TCP uses this three-way handshake to establish connections. 

Å Within a connection, a timestamp is used to extend the 32-bit sequence 

number so that it will not wrap within the maximum packet lifetime, 

even for gigabit-per-second connections.

Å This mechanism is a fix to TCP that was needed as it was used on faster 

and faster links. It is described in RFC 1323 and called PAWS 

(Protection Against Wrapped Sequence numbers). 

Å Across connections, for the initial sequence numbers and before PAWS 

can come into play, TCP originally used the clock-based scheme.
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3.   CONNECTION RELEASE:
Å Releasing a connection is easier than establishing one.

Å There are two styles of terminating a connection: asymmetric release 

and symmetric release.

1. Asymmetric release is the way the telephone system works: when one 

party hangs up, the connection is broken. 

2. Symmetric release treats the connection as two separate unidirectional 

connections and requires each one to be released separately.
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Å Asymmetric release is abrupt and may result in data loss. 

Å Consider the scenario of Fig. 6-12. After the connection is established, 

host 1 sends a segment that arrives properly at host 2. Then host 1 sends 

another segment. 

Å Unfortunately, host 2 issues a DISCONNECT before the second 

segment arrives. The result is that the connection is released and data 

are lost.
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Å Symmetric release does the job when each process has a fixed amount of 

data to send and clearly knows when it has sent it.
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MULTIPLEXING:
Å In the transport layer, the need for multiplexing can arise in a number of 

ways.

Å For example, if only one network address is available on a host, all 

transport connections on that machine have to use it. This situation, 

called multiplexing, is shown in Fig. 6-17(a). 

Å In this figure, four distinct transport connections all use the same 

network connection (e.g., IP address) to the remote host.
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THE INTERNET TRANSPORT PROTOCOLS: UDP
Å The Internet has two main protocols in the transport layer, a 

connectionless protocol and a connection-oriented one. The 

protocols complement each other.

Å The connectionless protocol is UDP. It does almost nothing beyond 

sending packets between applications, letting applications build their 

own protocols on top as needed. 

Å The connection-oriented protocol is TCP. It does almost everything. It 

makes connections and adds reliability with retransmissions, along with 

flow control and congestion control, all on behalf of the applications 

that use it.
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INTRODUCTION TO UDP
Å The Internet protocol suite supports a connectionless transport protocol 

called UDP (User Datagram Protocol). 

Å UDP provides a way for applications to send encapsulated IP datagrams

without having to establish a connection.

Å UDP transmits segments consisting of an 8-byte header followed by 

the payload.

Å The header is shown in Fig. 6-27. The two ports serve to identify the 

endpoints within the source and destination machines.

Å When a UDP packet arrives, its payload is handed to the process 

attached to the destination port.
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Å The source port is primarily needed when a reply must be sent back to 

the source. 

Å The UDP length field includes the 8-byte header and the data. The 

minimum length is 8 bytes, to cover the header.

Å An optional Checksum is also provided for extra reliability. It 

checksums the header, the data, and a conceptual IP pseudoheader.
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REMOTE PROCEDURE CALL
Å In a certain sense, sending a message to a remote host and getting a 

reply back is a lot like making a function call in a programming 

language. 

Å This observation has led to try to arrange request-reply interactions on 

networks to be cast in the form of procedure calls.

Å Information can be transported from the caller to the calleein the 

parameters and can come back in the procedure result. 
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Å No message passing is visible to the application programmer. 

Å This technique is known as RPC (Remote Procedure Call) and has 

become the basis for many networking applications.

Å Traditionally, the calling procedure is known as the client and the called 

procedure is known as the server.
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Å The idea behind RPC is to make a remote procedure call look as much 

as possible like a local one. 

Å In the simplest form, to call a remote procedure, the client program 

must be bound with a small library procedure, called the client stub, 

that represents the server procedure in the clientôs address space.

Å Similarly, the server is bound with a procedure called the server stub.

Å These procedures hide the fact that the procedure call from the client to 

the server is not local.
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Å The actual steps in making an RPC are shown in Fig. 6-29. 

Å Step 1 is the client calling the client stub. This call is a local procedure 

call, with the parameters pushed onto the stack in the normal way. 

Å Step 2 is the client stub packing the parameters into a message and 

making a system call to send the message. Packing the parameters is 

called marshaling. 

Å Step 3 is the operating system sending the message from the client 

machine to the server machine. 

Å Step 4 is the operating system passing the incoming packet to the server 

stub. 
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Å Finally, step 5 is the server stub calling the server procedure with the 

unmarshaledparameters. The reply traces the same path in the other 

direction.
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REAL -TIME TRANSPORT PROTOCOLS
Å Client-server RPC is one area in which UDP is widely used. Another 

one is for real-time multimedia applications.

Å It gradually became clear that having a generic real-time transport 

protocol for multiple applications would be a good idea.

Å Thus was RTP (Real-time Transport Protocol) born.
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Å We will describe two aspects of real-time transport. 

Å The first is the RTP protocol for transporting audio and video data in 

packets. 

Å The second is the processing that takes place, mostly at the receiver, to 

play out the audio and video at the right time. 

Å Thesefunctions fit into the protocol stack as shown in Fig. 6-30.
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Å RTP normally runs in user space over UDP (in the operating system). 

Å It operates as follows. The multimedia application consists of multiple 

audio, video, text, and possibly other streams. These are fed into the 

RTP library, which is in user space along with the application. 

Å This library multiplexes the streams and encodes them in RTP packets, 

which it stuffs into a socket. 

Å On the operating system side of the socket, UDP packets are generated 

to wrap the RTP packets and handed to IP for transmission over a link 

such as Ethernet. 
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Å The reverse process happens at the receiver. The multimedia application 

eventually receives multimedia data from the RTP library. It is 

responsible for playing out the media. 

Å The protocol stack for this situation is shown in Fig. 6-30(a). The packet 

nesting is shown in Fig. 6-30(b).
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THE INTERNET TRANSPORT PROTOCOLS: TCP
Å UDP is a simple protocol and it has some very important uses, such as 

client-server interactions and multimedia, but for most Internet 

applications, reliable, sequenced delivery is needed. 

Å UDP cannot provide this, so another protocol is required.

Å It is called TCP and is the main workhorse of the Internet.
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INTRODUCTION TO TCP
Å TCP (Transmission Control Protocol) was specifically designed to 

provide a reliable end-to-end byte stream over an unreliable 

internetwork. 

Å An internetwork differs from a single network because different parts 

may have different topologies, bandwidths, delays, packet sizes, and 

other parameters. 

Å TCP was designed to dynamically adapt to properties of the 

internetwork and to be robust in the face of many kinds of failures.
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THE TCP SERVICE MODEL
Å TCP service is obtained by both the sender and the receiver creating end 

points, called sockets. 

Å Each socket has a socket number (address) consisting of the IP address 

of the host and a 16-bit number local to that host, called a port. 

Å A port is the TCP name for a TSAP. For TCP service to be obtained, a 

connection must be explicitly established between a socket on one 

machine and a socket on another machine. 
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Å A socket may be used for multiple connections at the same time. In 

other words, two or more connections may terminate at the same socket.

Å Connections are identified by the socket identifiers at both ends, that is, 

(socket1, socket2). No virtual circuit numbers or other identifiers are 

used.

Å Port numbers below 1024 are reserved for standard services that can 

usually only be started by privileged users (e.g., root in UNIX systems). 

They are called well-known ports.
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THE  TCP PROTOCOL
Å A key feature of TCP, and one that dominates the protocol design, is that 

every byte on a TCP connection has its own 32-bit sequence number.

Å Separate 32-bit sequence numbers are carried on packets for the sliding 

window position in one direction and for acknowledgements in the 

reverse direction. 

Å The sending and receiving TCP entities exchange data in the form of 

segments.

Å A TCP segment consists of a fixed 20-byte header (plus an optional 

part) followed by zero or more data bytes.
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Å It can accumulate data from several writes into one segment or can split 

data from one write over multiple segments. 

Å Two limits restrict the segment size. First, each segment, including the 

TCP header, must fit in the 65,515- byte IP payload. 

Å Second, each link has an MTU (Maximum Transfer Unit).

Å Each segment must fit in the MTU at the sender and receiver so that it 

can be sent and received in a single, unfragmentedpacket. 

Å In practice, the MTU is generally 1500 bytes (the Ethernet payload size) 

and thus defines the upper bound on segment size.
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THE TCP SEGMENT HEADER
Å Figure 6-36 shows the layout of a TCP segment. Every segment begins 

with a fixed-format, 20-byte header. 

Å The fixed header may be followed by header options. After the options, 

if any, up to 65,535 ī 20 ī 20 = 65,495 data bytes may follow, where the 

first 20 refer to the IP header and the second to the TCP header.

Å Segments without any data are legal and are commonly used for 

acknowledgements and control messages.
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Å The Source port and Destination port fields identify the local end 

points of the connection.

Å A TCP port plus its hostôs IP address forms a 48-bit unique end point. 

The source and destination end points together identify the connection. 

Å This connection identifier is called a 5 tuple becauseit consists of five 

pieces of information: the protocol (TCP), source IP and source port, 

and destination IP and destination port.
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Å The Sequence number and Acknowledgement number fields perform 

their usual functions. 

Å It is a cumulative acknowledgement because it summarizes the 

received data with a single number. 

Å Both are 32 bits because every byte of data is numbered in a TCP 

stream.

Å The TCP header length field tells how many 32-bit words are 

contained in the TCP header.
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Å CWR and ECE are used to signal congestion. ECE is set to signal an 

ECN-Echo (ECN (Explicit Congestion Notification)) to a TCP sender to 

tell it to slow down when the TCP receiver gets a congestion indication 

from the network. 

Å CWR is set to signal Congestion Window Reduced from the TCP 

sender to the TCP receiver so that it knows the sender has slowed down 

and can stop sending the ECN-Echo.

Å URG is set to 1 if the Urgent pointer is in use. The Urgent pointer is 

used to indicate a byte offset from the current sequence number at 

which urgent data are to be found. 
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Å The ACK bit is set to 1 to indicate that the Acknowledgement number 

is valid. If ACK is 0, the segment does not contain an 

acknowledgement, so the Acknowledgement number field is ignored.

Å The PSH bit indicates PUSHeddata. The receiver is requested to 

deliver the data to the application upon arrival and not buffer it until a 

full buffer has been received.

Å The RST bit is used to abruptly reset a connection.
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Å The SYN bit is used to establish connections. In essence, the SYN bit is 

used to denote both CONNECTION REQUEST and CONNECTION 

ACCEPTED, with the ACK bit used to distinguish between those two 

possibilities.

Å The FIN bit is used to release a connection. It specifies that the sender 

has no more data to transmit.

Å The Window size field tells how many bytes may be sent starting at the 

byte acknowledged.
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Å A Checksumis also provided for extra reliability. It checksums the 

header, the data, and a conceptual pseudoheaderin exactly the same 

way as UDP, except that the pseudoheaderhas the protocol number for 

TCP (6) and the checksum is mandatory.

Å The Options field provides a way to add extra facilities not covered by 

the regular header.
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TCP CONNECTION ESTABLISHMENT
Å Connections are established in TCP by means of the three-way 

handshake. 

Å To establish a connection, one side, the server, passively waits for an 

incoming connection by executing the LISTEN and ACCEPT primitives 

in that order. 

Å The other side, the client, executes a CONNECT primitive, specifying 

the IP address and port to which it wants to connect.

Å The CONNECT primitive sends a TCP segment with the SYN bit on 

and ACK bit off and waits for a response.
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Å When this segment arrives at the destination, the TCP entity checks to 

see if there is a process that has done a LISTEN on the port given in the 

Destination port field.

Å If not, it sends a reply with the RST bit on to reject the connection.
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TCP CONNECTION RELEASE
Å Symmetric connection release

Å Asymmetric connection release
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TCP CONNECTION MANAGEMENT MODELLING
Å The steps required to establishand release connections can be 

represented in a finite state machine with the 11 states listed in Fig. 6-

38. 

Å In each state, certain events are legal. 

Å When a legal event happens, some action may be taken. 

Å If some other event happens, an error is reported.
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Å We can best understand the diagram by first following the path of a 

client (the heavy solid line), then later following the path of a server 

(the heavy dashed line).

Å When an application program on the client machine issues a 

CONNECT request, the local TCP entity creates a connection record, 

marks it as being in the SYN SENT state, and shoots off a SYN 

segment. 

Å Note that many connections may be open (or being opened) at the same 

time on behalf of multiple applications, so the state is per connected and 

recorded in the connection record. 
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Å When the SYN+ACK arrives, TCP sends the final ACK of the three-

way handshake and switches into the ESTABLISHED state. 

Å Data can now be sent and received.

Å When an application is finished, it executes a CLOSE primitive, which 

causes the local TCP entity to send a FIN segment and wait for the 

corresponding ACK (dashed box marked óóactive closeôô). 

Å When the ACK arrives, a transition is made to the state FIN WAIT 2 

and one direction of the connection is closed. 
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Å When the other side closes, too, a FIN comes in, which is 

acknowledged. 

Å Now both sides are closed, but TCP waits a time equal to twice the 

maximum packet lifetime to guarantee that all packets from the 

connection have died off, just in case the acknowledgement was lost. 

Å When the timer goes off, TCP deletes the connection record.
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APPLICATION LAYER:
Å We now come to the layer where all the applications are found. 

Å The layers below the application layer are there to provide transport 

services, but they do not do real work for users. 

Å In this chapter, we will study some real network applications.
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NETWORK SECURITY:
Å For the first few decades of their existence, computer networks were 

primarily used by university researchers for sending email and by 

corporate employees for sharing printers. 

Å Under these conditions, security did not get a lot of attention.

Å But now, as millions of ordinary citizens are using networks for 

banking, shopping, and filing their tax returns, and weakness after 

weakness has been found, network security has become a problem of 

massive proportions. 
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Å In this chapter, we will study network security from several angles, 

point out numerous pitfalls, and discuss many algorithms and protocols 

for making networks more secure.

Å Most security problems are intentionally caused by malicious people 

trying to gain some benefit, get attention, or harm someone. 

Å A few of the most common perpetrators are listed in Fig. 8-1.
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Å Network security problems can be divided roughly into four closely 

intertwined areas: secrecy, authentication, nonrepudiation, and 

integrity control.

Å Secrecy, also called confidentiality, has to do with keeping information 

out of the grubby little hands of unauthorized users.

Å Authentication deals with determining whom you are talking to before 

revealing sensitive information or entering into a business deal. 

Å Nonrepudiation deals with signatures: how do you prove that your 

customer really placed an electronic order or maybe he claims he never 

placed any order.

Monday, May 15, 202366 Computer Networks                                                   K. DivyaMadhuri, Assistant Professor, ECE 



Å Finally, integrity control has to do with how you can be sure that a 

message you received was really the one sent and not something that a 

malicious adversary modified in transit or concocted.
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1.   CRYPTOGRAPHY
Å Cryptography comes from the Greek words for óósecret writing.ôô

Å Professionals make a distinction between ciphers and codes.

Å A cipher is a character-for-character or bit-for-bit transformation, 

without regard to the linguistic structure of the message. 

Å In contrast, a code replaces one word with another word or symbol.
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1.1.   INTRODUCTION TO CRYPTOGRAPHY
Å The messages to be encrypted, known as the plaintext, are transformed 

by a function that is parameterized by a key. 

Å The output of the encryption process, known as the cipher text, is then 

transmitted, often by messenger or radio. 

Å We assume that the enemy, or intruder, hears and accurately copies 

down the complete ciphertext. 

Å Sometimes the intruder can not only listen to the communication 

channel (passive intruder) but can also record messages and play them 

back later, inject his own messages, or modify legitimate messages 

before they get to the receiver (active intruder). 
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Å The art of breaking ciphers, known as cryptanalysis, and the art of 

devising them (cryptography) are collectively known as cryptology.

Å A fundamental rule of cryptography is that one must assume that the 

cryptanalyst knows the methods used for encryption and decryption.

Å The idea that the cryptanalyst knows the algorithms and that the secrecy 

lies exclusively in the keys is called Kerckhoffôsprinciple.

Å Kerckhoffôsprinciple: All algorithms must be public; only the keys 

are secret
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1.2.   SUBSTITUTION CIPHERS
Å In a substitution cipher, each letter or group of letters is replaced by 

another letter or group of letters to disguise it. 

Å One of the oldest known ciphers is the Caesar cipher.

Å With this method, a becomes D, b becomes E, c becomes F, . . . , and z 

becomes C. 

Å For example, attack becomes DWWDFN. In our examples, plaintext 

will be given in lowercase letters, and ciphertextin uppercase letters.
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plaintext:     a b c d e f g h i j k l mn o p q r s t u vwx y z

ciphertext:  QWE R T Y U I O P A S D F G H J K L Z X C V B NM

Å The general system of symbol-for-symbol substitution is called a 

monoalphabeticsubstitution cipher, with the key being the 26-letter 

string corresponding to the full alphabet. 

Å For the key just given, the plaintext attack would be transformed into the 

ciphertextQZZQEA.
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1.3.   TRANSPOSITION CIPHERS
Å Substitution ciphers preserve the order of the plaintext symbols but 

disguise them. 

Å Transposition ciphers, in contrast, reorder the letters but do not disguise 

them. Figure 8-3 depicts a common transposition cipher, the columnar 

transposition.

Å The cipher is keyed by a word or phrase not containing any repeated 

letters.

Å In this example, MEGABUCK is the key. The purpose of the key is to 

order the columns, with column 1 being under the key letter closest to 

the start of the alphabet, and so on. 
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Å The plaintext is written horizontally, in rows, padded to fill the matrix if 

need be. The ciphertextis read out by columns, starting with the column 

whose key letter is the lowest.
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2.    SYMMETRIC -KEY ALGORITHMS
Å Modern cryptography uses the same basic ideas as traditional 

cryptography (transposition and substitution), but its emphasis is 

different. 

Å Traditionally, cryptographers have used simple algorithms.

Å Nowadays, the objective is to make the encryption algorithm so complex 

and that even if the cryptanalyst acquires vast mounds of enciphered text 

of his own choosing, he will not be able to make any sense of it at all 

without the key.
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Å The first class of encryption algorithms we will study in this chapter are 

called symmetric-key algorithms because they use the same key for 

encryption and decryption. 

Å Fig. 8-2 illustrates the use of a symmetric-key algorithm. 

Å In particular, we will focus on block ciphers, which take an n-bit block 

of plaintext as input and transform it using the key into an n-bit block of 

cipher text.

Å Cryptographic algorithms can be implemented in either hardware (for 

speed) or software (for flexibility).
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Å Figure 8- 6(a) shows a device, known as a P-box (P stands for 

permutation), used to effect a transposition on an 8-bit input. 

Å If the 8 bits are designated from top to bottom as 01234567, the output 

of this particular P-box is 36071245. 

Å Substitutions are performed by S-boxes, as shown in Fig. 8-6(b). 

Å In this example, a 3-bit plaintext is entered and a 3-bit cipher text is 

output. 

Å The 3-bit input selects one of the eight lines exiting from the first stage 

and sets it to 1; all the other lines are 0. 

Å The second stage is a P-box. 

Å The third stage encodes the selected input line in binary again. 
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Å With the wiring shown, if the eight octal numbers 01234567 were input 

one after another, the output sequence would be 24506713.

Å In other words, 0 has been replaced by 2, 1 has been replaced by 4, etc.
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2.1.  DES  (The Data Encryption Standard)
Å In January 1977, the U.S. Government adopted a product cipher 

developed by IBM as its official standard for unclassified information.

Å This cipher, DES (Data Encryption Standard), was widely adopted by 

the industry for use in security products. 

Å It is no longer secure in its original form, but it is still useful in a 

modified form. 

Å An outline of DES is shown in Fig. 8-7(a). 
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Å Plaintext is encrypted in blocks of64 bits, yielding 64 bits of cipher text. 

Å The algorithm, which is parameterized by a 56-bit key, has 19 distinct 

stages. 

Å The first stage is a key-independent transposition on the 64-bit plaintext. 

Å The last stage is the exact inverse of this transposition. 

Å The stage prior to the last one exchanges the leftmost 32 bits with the 

rightmost 32 bits. 
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Å The remaining 16 stages are functionally identical but are 

parameterized by different functions of the key. 

Å The algorithm has been designed to allow decryption to be done with 

the same key as encryption.
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3.   PUBLIC KEY ALGORITHMS:
Å In 1976, two researchers at Stanford University, Diffie and Hellman 

(1976), proposed a radically new kind of cryptosystem, one in which the 

encryption and decryption keys were so different that the decryption 

key could not feasibly be derived from the encryption key. 

Å In their proposal, the (keyed) encryption algorithm, E, and the (keyed) 

decryption algorithm, D, had to meet three requirements. P is the 

original plain text.
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These requirements can be stated simply as follows:

1. D(E(P)) = P.

2. It is exceedingly difficult to deduce D from E.

3. E cannot be broken by a chosen plaintext attack.

Å The first requirement says that if we apply D to an encrypted message, 

E(P), we get the original plaintext message, P, back. Without this 

property, the legitimate receiver could not decrypt the cipher text.
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4.   DIGITAL SIGNATURES
Å For computerized message systems to replace the physical transport of 

paper-and-ink documents, a method must be found to allow documents 

to be signed in an unforgeableway.
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4.1.   SYMMETRIC-KEY SIGNATURES
Å One approach to digital signatures is to have a central authority that 

knows everything and whom everyone trusts, say, Big Brother (BB). 

Å Each user then chooses a secret key and carries it by hand to BBôs 

office. 

Å Thus, only Alice and BB know Aliceôs secret key, KA, and so on.

Å When Alice wants to send a signed plaintext message, P, to her banker, 

Bob, she generates KA(B, RA, t, P), where B is Bobôs identity, RA is a 

random number chosen by Alice, t is a timestamp to ensure freshness, 

and KA(B, RA, t, P) is the message encrypted with her key, KA. Then 

she sends it as depicted in Fig. 8-18.
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Å BB sees that the message is from Alice, decrypts it, and sends a message 

to Bob as shown.

Å The message to Bob contains the plaintext of Aliceôs message and also 

the signed message KBB(A, t, P). 

Å Bob now carries out Aliceôs request.
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4.2.   PUBLIC -KEY SIGNATURES
Å A structural problem with using symmetric-key cryptography for digital 

signatures is that everyone has to agree to trust Big Brother. 

Å Furthermore, Big Brother gets to read all signed messages. The most 

logical candidates for running the Big Brother server are the 

government, the banks, the accountants, and the lawyers. Low security.

Å Hence, it would be nice if signing documents did not require a trusted 

authority.
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Å Let us assume that the public-key encryption and decryption algorithms 

have the property that E(D(P)) = P, in addition, of course, to the usual 

property that D(E(P)) = P. 

Å Assuming that this is the case, Alice can send a signed plaintext 

message, P, to Bob by transmitting EB(DA(P)). 

Å Note carefully that Alice knows her own (private) key, DA, as well as 

Bobôs public key, EB.

Å When Bob receives the message, he transforms it using his private key, 

as usual, yielding DA(P), as shown in Fig. 8-19. 

Å He stores this text in a safe place and then applies EA to get the original 

plaintext.
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DNS :THE DOMAIN NAME SYSTEM
Å The essence of DNS is the invention of a hierarchical, domain-based 

naming scheme and a distributed database system for implementing this 

naming scheme.

Å It is primarily used for mapping host names to IP addresses but can 

also be used for other purposes.
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1. The DNS Name Space
Å For the Internet, the naming hierarchy is managed by an organization 

called ICANN (Internet Corporation for Assigned Names and 

Numbers).

Å ICANN was created for this purpose in 1998, as part of the maturing of 

the Internet to a worldwide, economic concern. 

Å Conceptually, the Internet is divided into over 250top-level domains, 

where each domain covers many hosts. 

Å Each domain is partitioned into sub domains, and these are further 

partitioned, and so on.

Å All these domains can be represented by a tree, as shown in Fig. 7-1.
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Å The top-level domains come in two categories: generic and countries. 

Å The generic domains, listed in Fig. 7-2, include original domains from 

the 1980s and domains introduced via applications to ICANN. 

Å The country domains include one entry for every country, as defined in 

ISO 3166. 
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Domain Intended use Start date Restricted?

com Commercial 1985 No

edu Educational institutions 1985 Yes

gov Government 1985 Yes

int International organizations 1988 Yes

mil Military 1985 Yes

net Network providers 1985 No

org Non-profit organizations 1985 No
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Domain Intended use Start date Restricted?

aero Air transport 2001 Yes

biz Businesses 2001 No

coop Cooperatives 2001 Yes

info Informational 2002 No

museum Museums 2002 Yes

name People 2002 No

pro Professionals 2002 Yes
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Domain Intended use Start date Restricted?

cat Catalan 2005 Yes

jobs Employment 2005 Yes

mobi Mobile devices 2005 Yes

tel Contact details 2005 Yes

travel Travel industry 2005 No

Figure 7-2. Generic top-level domains.
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HTTP (Hyper text Transfer Protocol):
Å This protocol is used to access data on the world wide web (WWW).

Å Even though the current browsers can access other types of servers, but 

Hypertext Transfer Protocol (HTTP) is the Webôs main application 

layer protocol.

Å A repository (central location in which data is stored and managed) 

of information spread all over the world and linked together.

Å The HTTP protocol can transfer data in the form of plain text, hyper 

text, audio, video and so on.

Å HTTP utilizes TCP connection to send client requests and server 

replies.
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Å This is a synchronous protocol which works by both persistent and 

non persistent connections.

Å HTTP is a stateless protocol i.e. server maintains no information about 

past client requests.

Å Before starting with persistent and non-persistent HTTP connection lets 

know what is a RTT.
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Å Round-trip time (RTT ) is the duration in milliseconds (ms) it takes for 

anetwork request to go from a starting point to a destination and back 

again to the starting point.

RTT= 2*propagation time

Å Total file transmission time:

Total = 2RTT+transmit time
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HTTP CONNECTIONS
1. Non-Persistent

2. Persistent

Monday, May 15, 2023106 Computer Networks                                                   K. DivyaMadhuri, Assistant Professor, ECE 



1. PERSISTENT HTTP CONNECTION:
Å In this Persistent mode type, the server leaves the connection openafter 

sending the response.

Å The client will send the request immediately when it encounters a 

referenced object.

Å These HTTP messages are sent over open connection to and fro between 

client and server.

Å One RTT is used for all referenced objects.
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Types of persistent connections:

1. Non-pipelined

2. Pipelined.

Å Non pipelined connection: In Non-pipeline connectionwe first 

establish connection which takes two RTT then we send all the objects 

images/text files which takes 1 RTT each.

Å Pipelined connection: In Pipelined connection2RTT for connection 

establishment and then 1RTT for all the objects i.e. images/text.
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2. NON PERSISTENT HTTP CONNECTION:
Å It requires 2 RTTs per object.

Å In this mode, browsers can open parallel TCP connections to fetch 

referenced objects.

Å Types of Non Persistent HTTP Connections:

1. With parallel connection.

2. Without parallel connection.
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Å Without parallel connection Non-Persistent: Each object takes two 

RTT one for TCP connection and other for HTTP image/text file.
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SIMPLE NETWORK MANAGEMENT PROTOCOL 

(SNMP)
Å If an organization has 1000 of devices, if we have to check all devices, 

one by one every day, whether they are working properly or not is a 

hectic task.

Å To ease these up, Simple Network Management Protocol (SNMP) is 

used.

Å SNMP is an application layer protocol which uses UDP connection.

Å SNMP is used to monitor the network, detect network faults and 

sometimes even used to configure remote devices.

Monday, May 15, 2023112 Computer Networks                                                   K. DivyaMadhuri, Assistant Professor, ECE 



SNMP COMPONENTS: There are 3 components of SNMP

1. SNMP Manager : It is a centralised system used to monitor network. It 

is also known as Network Management Station (NMS).

2. SNMP agent : It is a software management, software module installed 

on a managed device. Managed devices can be network devices like PC, 

router, switches, servers etc.

3. Management Information Base : MIB consists of information of 

resources that are to be managed. These information is organised 

hierarchically. It consists of objects instances which are essentially 

variables.
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SNMP MESSAGES :
1. Get Request : SNMP manager sends this message to request data from 

SNMP agent. It is simply used to retrieve data from SNMP agent. In 

response to this, SNMP agent responds with requested value through 

response message.

2. Get Next Request: This message can be sent to discover what data is 

available on a SNMP agent. The SNMP manager can request for data 

continuously until no more data is left. In this way, SNMP manager can 

take knowledge of all the available data on SNMP agent.
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3. Get Bulk Request: This message is used to retrieve large data at once 

by the SNMP manager from SNMP agent. It is introduced in SNMPv2c.

4. Set Request : It is used by SNMP manager to set the value of an object 

instance on the SNMP agent.

5. Response : It is a message send from agent upon a request from 

manager. When sent in response to Get messages, it will contain the data 

requested. When sent in response to Set message, it will contain the 

newly set value as confirmation that the value has been set.
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6. Trap: These are the messages send by the agent without being 

requested by the manager. It is sent when a fault has occurred.

7. Inform Request: It was introduced in SNMPv2c, used to identify if the 

trap message has been received by the manager or not. The agents can 

be configured to set trap continuously until it receives an Inform 

message. It is same as trap but adds an acknowledgement that trap 

doesnôt provide.
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SNMP VERSIONS : There are 3 versions of SNMP

1. SNMPv1: It uses community strings for authentication and use UDP 

only.

2. SNMPv2c:  It uses community strings for authentication. It uses UDP 

but can be configured to use TCP. 

3. SNMPv3 : It uses Hash based MAC with MD5 or SHA for 

authentication and DES-56 for privacy. This version uses TCP. 

Å Therefore, conclusion is the higher the version of SNMP, more secure it 

will be.
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ELECTRONIC MAIL
Å Electronic mail, or more commonly email, has been around for over 

three decades. 

Å This is Faster and cheaper than paper mail, email has been a popular 

application since the early days of the Internet.

Å It is widely used within industry for intra-company communication, for 

example, to allow employees all over the world to cooperate on complex 

projects. 

Å Unfortunately, like paper mail, the majority of email some 9 out of 10 

messages are junk mail or spam.
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Å Email has developed its own conventions and styles.

Å The first email systems simply consisted of file transfer protocols, with 

the convention that the first line of each message (i.e., file) contained the 

recipientôs address.

Å As time went on, email diverged from file transfer and many features 

were added, such as the ability to send one message to a list of 

recipients.
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Å Finally, with the prevalence of spam, mail readers and the mail transfer 

protocols must now pay attention to finding and removing unwanted 

email.

Å In our description of email, we will focus on the way that how mail 

messages are moved between users.

Monday, May 15, 2023120 Computer Networks                                                   K. DivyaMadhuri, Assistant Professor, ECE 



1. ARCHITECTURE AND SERVICES
Å The architecture of the email system is shown in Fig. 7-7. 

Å It consists of two kinds of subsystems: the user agents, which allow 

people to read and send email, and the message transfer agents, which 

move the messages from the source to the destination. 

Å We refer to message transfer agents informally as mail servers.
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Å The user agent is a program that provides a graphical interface, or 

sometimes a text- and command-based interface that lets users interact 

with the email system.

Å It includes compose messages and replies to messages, display incoming 

messages, and organize messages by filing, searching, and discarding 

them.

Å The act of sending new messages into the mail system for delivery is 

called mail submission.
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Å The message transfer agents are system processes. They run in the 

background on mail server machines.

Å Their job is to automatically move email through the system from the 

originator to the recipient with SMTP (Simple Mail Transfer 

Protocol). This is the message transfer step. 

Å Message transfer agents also implement mailing lists, in which an 

identical copy of a message is delivered to everyone on a list of email 

addresses. 
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Å Other advanced features are carbon copies, blind carbon copies, high-

priority email, secret (i.e., encrypted) email, alternative recipients if the 

primary one is not currently available, and the ability for assistants to 

read and answer their bossesô email.

Å Linking user agents and message transfer agents are the concepts of 

mailboxesand a standard format for email messages. 

Å Mailboxes store the email that is received for a user. They are 

maintained by mail servers. 

Å User agents simply present users with a view of the contents of their 

mailboxes.
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Å A key idea in the message format is the distinction between the 

envelope andits contents. 

Å The envelopeencapsulates the message. It contains all the information 

needed for transporting the message, such as the destination address, 

priority, and security level, all of which are distinct from the message 

itself. 
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Å The message transport agents use the envelope for routing, just as the 

post office does. 

Å The message inside the envelope consists of two separate parts: the 

header and the body. 

Å The headercontains control information for the user agents. The 

body is entirely for the human recipient. 
Å Envelopes and messages are illustrated in Fig. 7-8.
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2. THE USER AGENT
Å A user agent is a program (sometimes called an email reader) that 

accepts a variety of commands for composing, receiving, and replying 

to messages, as well as for manipulating mailboxes. 

Å There are many popular user agents, including Google gmail, Microsoft 

Outlook, Mozilla Thunderbird, and Apple Mail . 

Å Most user agents have a menu- or icon driven graphical interface that 

requires a mouse, or a touch interface on smaller mobile devices.
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Å The typical elements of a user agent interface are shown in Fig. 7-9.

Å When a user agent is started, it will usually present a summary of the 

messages in the userôs mailbox. 

Å The summary will have one linefor each message in some sorted order.

Å It highlights key fields of the message that are extracted from the 

message envelope or header.
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Å Seven summary lines are shown in the example of Fig. 7-9. The lines 

use the From, Subject, and Received fields, in that order, to display 

who sent the message, what it is about, and when it was received. 

Å All the information is formatted in a user-friendly way rather than 

displaying the literal contents of the message fields, but it is based on the 

message fields. 

Å Thus, people who fail to include a Subject field often discover that 

responses to their emails tend not to get the highest priority.
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Å Many other fields or indications are possible. The icons next to the 

message subjects in Fig. 7-9 might indicate, for example, unread mail 

(the envelope), attached material (the paperclip), and important 

mail, at least as judged by the sender

Å Many sorting orders are also possible. The most common is to order 

messages based on the time that they were received, most recent first, 

with some indication as to whether the message is new or has already 

been read by the user. 
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Å User agents must also be able to display incoming messages as needed 

so that people can read their email. 

Å Previews may use small icons or images to describe the contents of the 

message. 

Å After a message has been read, the user can decide what to do with it. 

This is called message disposition. Options include deleting the 

message, sending a reply, forwarding the message to another user, 

and keeping the message for later reference.
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Å Another useful feature is the ability to automatically respond to 

messages in some way. These auto responders must run in the mail 

server because the user agent may not run all the time and may only 

occasionally retrieve email.

Å A different example of an automatic response is a vacation agent. This 

is a program that examines each incoming message and sends the sender 

a reply such as: óóHi. Iôm on vacation. Iôll be back on the 24th of 

August. Talk to you then.ôô
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Å Other common features are appending a signature block to the bottom 

of a message, correcting spelling, and computing digital signatures 

that show the message is valid.

Å The principal header fields related to message transport are listed in Fig. 

7-10.
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Å In addition to the fields of Fig. 7-10, RFC 5322 messages may also 

contain a variety of header fields used by the user agents or human 

recipients. 

Å The most common ones are listed in Fig. 7-11. Most of these are self-

explanatory.
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THE WORLD WIDE WEB
Å The Web, as the World Wide Web is popularly known, is an architectural 

framework for accessing linked content spread out over millions of 

machines all over the Internet.
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Å The Web began in 1989 at CERN, the European Centre for Nuclear 

Research.

Å The initial idea was to help large teams, often with members in half a 

dozen or more countries and time zones, collaborate using a constantly 

changing collection of reports, blueprints, drawings, photos, and 

other documents produced by experiments in particle physics. 

Å A public demonstration given at the Hypertext ô91 conference caught 

the attention of other researchers, which led Marc Andreessen at the 

University of Illinois to develop the first graphical browser.
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1. ARCHITECTURAL OVERVIEW
Å From the usersô point of view, the Web consists of a vast, worldwide 

collection of content in the form of Web pages, often just called pages 

for short. 

Å Each page may contain links to other pages anywhere in the world. 

Å Users can follow a link by clicking on it, which then takes them to the 

page pointed to. This process can be repeated indefinitely. 

Å The idea of having one page point to another, now called hypertext, was 

invented by a visionary M.I.T. professor of electrical engineering, 

VannevarBush, in 1945 (Bush, 1945).
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Å Pages are generally viewed with a program called a browser. 

Å Firefox, Internet Explorer, and Chrome are examples of popular 

browsers. 

Å The browser fetches the page requested, interprets the content, and 

displays the page, properly formatted , on the screen. 

Å The content itself may be a mix of text, images, and formatting 

commands, in the manner of a traditional document, or other forms 

of content such as video or programsthat produce a graphical 

interface with which users can interact.
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Å A picture of a page is shown on the top-left side of Fig. 7-18. 

Å It is the page for the Computer Science & Engineering department at the 

University of Washington.

Å This page shows text and graphical elements. Some parts of the page are 

associated with links to other pages. 

Å A piece of text, icon, image, and so on associated with another page is 

called a hyperlink.

Å To follow a link, the user places the mouse cursor on the linked portion 

of the page area and clicks. 

Å Following a link is simply a way of telling the browser to fetch another 

page. 
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Å In the early days of the Web, links were highlighted with underlining 

and colored text so that they would stand out. 

Å Nowadays, the creators of Web pages have ways to control the look of 

linked regions, so a link might appear as an icon or change its 

appearancewhen the mouse passes over it.
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Å This link is accessed by clicking in the circled area. 

Å The browser then fetches the new page and displays it, as partially 

shown in the bottom left of Fig. 7-18. 

Å Page fetching is done by the browser, without any help from the user.

Monday, May 15, 2023147 Computer Networks                                                   K. DivyaMadhuri, Assistant Professor, ECE 



Å The basic model behind the display of pages is also shown in Fig. 7-18. 

Å The browser is displaying a Web page on the client machine. 

Å Each page is fetched by sending a request to one or more servers, which 

respond with the contents of the page. 

Å The request-response protocol for fetching pages is a simple text-based 

protocol that runs over TCP, just as was the case for SMTP. It is called 

HTTP (HyperText Transfer Protocol).
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Å The content may simply be a document that is read off a disk, or the 

result of a database query and program execution. 

Å The page is a static page if it is a document that is the same every time 

it is displayed. 

Å In contrast, if it was generated on demand by a program or contains a 

program it is a dynamic page.
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THE CLIENT SIDE
Å When the Web was first created, it was immediately apparent that 

having one page point to another Web page required mechanisms for 

naming and locating pages. 

Å In particular, three questions had to be answered before a selected page 

could be displayed:

1. What is the page called?

2. Where is the page located?

3. How can the page be accessed?
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Å The solution chosen identifies pages in a way that solves all three 

problems at once. 

Å Each page is assigned a URL (Uniform Resource Locator) that 

effectively serves as the pageôs worldwide name. 

Å URLs have three parts: 

1. the protocol (also known as the scheme), 

2. the DNS name of the machine on which the page is located, 

3. and the path uniquely indicating the specific page (a file to read or 

program to run on the machine).
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Å As an example, the URL of the page shown in Fig. 7-18 is

http://www.cs.washington.edu/index.html

Å This URL consists of three parts: 

1. the protocol (http), 

2. the DNS name of the host (www.cs.washington.edu), 

3. and the path name (index.html).
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