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Course objectives:

COB 1: To introduce the concepts of the Internet of Things (IoT).

COB 2: To impart knowledge on IoT and Machine to Machine application areas.

COB 3: To introduce various Integrated Development Environments (IDEs) used in IoT.

COB 4: To enable the students learn the effective usage of device connectivity and cloud

connectivity models.

COB 5: To illustrate various cloud connectivity protocols.

COB 6: To make the students understand the implementation of IoT for various

applications.

Course outcomes:

CO 1: Explain the basic building blocks of IoT.

CO 2: Make use of the features provided by the Arduino & Raspberry Pi IDEs and

develop basic programming.

CO 3: Explain various sensors and actuators used in IoT.

CO 4: Outline the protocols for device and cloud connectivity in IoT.

CO 5: Demonstrate the case studies of IoT applications
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Sensors:

 Introduction,

 Sensor Technology,

 Participatory Sensing,

 Industrial IoT and Automotive IoT,

 Sensor Data Communication Protocols (CAN & LIN Bus)

Actuators:

 Introduction to Actuators,

 Examples

Unit III Fundamentals of Sensors and Actuators: 
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Sensors 
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i)Sensor – Primary sensing element

ii)Transducer – changes one form of energy to another form energy

iii)Transmitter – Contains the transducer and produces an

amplified, standardized energy signal

 A device which provides a usable output in response to a specified

measurand.

 Sensor is a device that detects and responds to some type of input

from the physical environment

 Input could be light, heat, motion, moisture, force, pressure,

displacement, etc and produces a proportional output signal

(electrical, mechanical, magnetic, etc.).

 Human beings are equipped with 5 different types of sensors.

 Eyes detect light energy, ears detect acoustic energy, a tongue and a

nose detect certain chemicals, and skin detects pressures and

temperatures. The eyes, ears, tongue, nose, and skin receive these

signals then send messages to the brain which outputs a response.

 For example, when you touch a hot plate, it is your brain that tells



i)Sensor – Primary sensing element

ii)Transducer – changes one form of energy to another form energy

iii)Transmitter – Contains the transducer and produces an amplified,

standardized energy signal

 A device which provides a usable output in response to a specified

measure.

 Sensor is a device that detects and responds to some type of input

from the physical environment

 Input could be light, heat, motion, moisture, force, pressure,

displacement, etc and produces a proportional output signal

(electrical, mechanical, magnetic, etc.).

 Human beings are equipped with 5 different types of sensors.

 Eyes detect light energy, ears detect acoustic energy, a tongue and a

nose detect certain chemicals, and skin detects pressures and

temperatures. The eyes, ears, tongue, nose, and skin receive these

signals then send messages to the brain which outputs a response.
6IoT                 P. Bujjibabu         

IoT Hardware

Transducer at I/P

Sensor Processor ActuatorProcessor

Transducer at O/P



• Sensors play an important role in creating solutions using

IoT.

• Sensors are devices that detect external information,

replacing it with a signal that humans and machines can

distinguish

• Broadly speaking, sensors are devices that detect and

respond to changes in an environment.

• Inputs can come from a variety of sources such as

– light, temperature, motion and pressure.

• Sensors output valuable information and if they are

connected to a network, they can share data with other

connected devices and management systems.
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Sensors 
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Classification of Sensors 
Se

n
so

rs

Active Sensors

Passive Sensors

Contact Sensors

Non-Contact 
Sensors

Absolute
Sensors

Relative Sensors

Anolog Sensors

Digital Sensors

Mis laneous
Sensors

Parametric 
Sensors

sensors that require an external power 
source to operate

Self-generated 
Sensors

sensors that do not require an 
external power source to operate

GPS, 
Radar

electric field , 
metal detecting.

Sensors are  that require physical 
contact with their stimulus

sensors that do not require  
physical contact

temperature and 
strain gauge sensors.

optical and magnetic sensors, as 
well as infrared thermometers.

Sensors mimic its name by providing an 
absolute reading of its stimulus

provide measurement to a fixed or 
variable measurement

thermistor measures the exact, 
or absolute, reading

thermocouple, where the temperature difference 
is measured, not the actual temperature.

Analog Sensors produce continuous analog 
output signals, proportional to its measurement

Digital Sensors convert the data 
transmission, digitally

light, and sound 
sensors

light, and sound 
sensors

electronic or 
electrochemica

plenty of other types of 
sensors in the field

electric, biological, chemical, radioactive 
and more

Scalar Vs Vector  
Sensors

Vector-Detects the input parameter only based on its magnitude
Scalar- Direction and orientation of input parameter
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Characteristics of Sensors 

1. Static Characteristics and

2. Dynamic Characteristics

1. Static characteristics :
It is about how the output of a sensor changes in response to an input change after steady state 
condition.

Accuracy – neither less than nor greater than
Range – in between
Resolution –
Precision –
Sensitivity –
Linearity –
Drift –
Repeatability –

2. Dynamic Characteristics :
Properties of the systems

Zero-order system –
First-order system –
Second-order system –
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Characteristics of Sensors 

1. Static Characteristics and

2. Dynamic Characteristics

Static characteristics : It is about how the output of a sensor

changes in response to an input change after steady state

condition.

 Accuracy–

Accuracy is the capability of measuring instruments to give a

result close to the true value of the measured quantity.

It measures errors.

•It is measured by absolute and relative errors.

•Express the correctness of the output compared to a higher

prior system.

•Absolute error = Measured value – True value

•Relative error = Measured value/True value
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Characteristics of Sensors 

Static characteristics :

 Range–

Gives the highest and the lowest value of the physical quantity

within which the sensor can actually sense.

Beyond these values, there is no sense or no kind of response.

e.g. RTD for measurement of temperature has a range of -

200`c to 800`c.

 Resolution –

Resolution is an important specification towards selection of

sensors.

The higher the resolution, better the precision.

When the accretion is zero to, it is called threshold.

Provide the smallest changes in the input that a sensor is able

to sense.
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Characteristics of Sensors 

•Precision –

It is the capacity of a measuring instrument to give the same

reading when repetitively measuring the same quantity under

the same prescribed conditions.

•It implies agreement between successive readings, NOT

closeness to the true value.

•It is related to the variance of a set of measurements.

•It is a necessary but not sufficient condition for accuracy.
•Sensitivity –

•Sensitivity indicates the ratio of incremental change in the

response of the system with respect to incremental change in

input parameters.

•It is the smallest amount of difference in quantity that will

change the instrument’s reading.
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Characteristics of Sensors 

•Linearity –The deviation of the sensor value curve from a

particular straight line.

•Linearity is determined by the calibration curve.

•The static calibration curve plots the output amplitude versus

the input amplitude under static conditions.

•A curve’s slope resemblance to a straight line describes the

linearity.

•Drift –The difference in the measurement of the sensor from

a specific reading when kept at that value for a long period of

time.

•Repeatability–The deviation between measurements in a

sequence under the same conditions.

•The measurements have to be made under a short enough

time duration so as not to allow significant long-term drift.



14IoT                 P. Bujjibabu         

Characteristics of Sensors 

2. Dynamic Characteristics :Properties of the systems

Zero-order system –

The output shows a response to the input signal with no delay.

It does not include energy-storing elements.

Ex. potentiometer measure, linear and rotary displacements.

First-order system –

When the output approaches its final value gradually.

Consists of an energy storage and dissipation element.

Second-order system –

Complex output response.

The output response of the sensor oscillates before steady

state.
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Examples of Sensors 

• Temperature Sensor

• Humidity Sensor

• Distance Sensor

• Light Sensor

• Acceleration Sensor

• Vibrations and shock Sensor

• Gyroscope Sensor

• CO2 Sensor

• Proximity Sensor

• IR Sensor (Infrared Sensor)

• Pressure Sensor

• Alcohol Sensor and

• Touch Sensor
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Examples of Sensors- Temperature Sensors

• We use temperature sensors every day for temperature

control in buildings, water temperature regulation, and to

control refrigerators.

• Each application may have a different temperature sensing

need.

• The differences include
• what is being measured (air, mass, or liquid),

• where it is being measured (inside or outside), and

• the range of temperature being measured.

• There are four types of temperature sensors that are most

commonly used in modern-day electronics:
• Thermocouples,

• RTDs (resistance temperature detectors),

• Thermistors, and

• Semiconductor based Integrated Circuits (ICs)
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• Temperature sensors measure the amount of heat energy in

a source, allowing them to detect temperature changes and

convert these changes to data.

 Thermocouples: They are used in industrial, automotive,

and consumer applications.

• Thermocouples are self-powered, require no excitation, can

operate over a wide temperature range, and have quick

response times.

• Thermocouples are made by joining two dissimilar metal

wires together. This causes a Seebeck Effect.

• The Seebeck Effect is a phenomenon in which a

temperature difference of two dissimilar conductors

produces a voltage difference (proportional to the

temperature) between the two substances.

Working principle

According to the Seebeck effect, the temperature difference between the
two different metals induces the potential differences between two points
of the thermocouple plates.

https://www.digikey.in/en/blog/types-of-temperature-
sensors#:~:text=There%20are%20four%20types%20of,b
ased%20integrated%20circuits%20(IC).

https://www.electrical4u.com/seebeck-effect-and-seebeck-coefficient/
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 RTD (Resistance Temperature Detector): An RTD is a

resistor with well-defined resistance vs. temperature

characteristics.

• Platinum is the most common and accurate material used to

make RTDs.

• As temperature changes, the resistance of any metal

changes as well.

• This difference in resistance is what RTD temperature

sensors are based on.
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Thermistors:
• Thermistors are similar to RTDs in that temperature

changes cause measurable resistance changes.

• Thermistors are usually made from a polymer or ceramic

material.

• In most cases, thermistors are cheaper and less accurate

than RTDs.

• Most thermistors are available in two wire configurations.

• The NTC (Negative Temperature Coefficient) thermistor is

the most commonly used thermistor for temperature

measurement application.

• An NTC thermistor’s resistance decreases as the

temperature increases
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Semiconductor based ICs:
• Semiconductor based temperature sensor ICs come in two

different types:

• local temperature sensor and

• remote digital temperature sensor.

• Local temperature sensors can use either analog or digital

outputs.

• Analog outputs can be either voltage or current while

digital outputs can be seen in several.

• Remote digital temperature sensors work like local

temperature sensors by using the physical properties of a

transistor.

• The difference is the transistor is located away from the

sensor chip.

measure their own die temperature 

temperature of an external transistor
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Examples of Sensors- Humidity Sensors

• Humidity Sensor is the most important devices, widely

used in consumer, industrial, biomedical, and

environmental for measuring and monitoring Humidity.

• Humidity is defined as the amount of water present in the

surrounding air.

• Humidity sensors are electronic devices that measure and

report the moisture and air temperature of the surrounding

environment where they are deployed e.g., in air, soil, or

confined spaces.

• Humidity measurements indicate the concentration of

water vapor presented in the air

• This water content in the air is a key factor in the wellness

of mankind.
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• For example, we will feel comfortable even if the

temperature is 100C with less humidity i.e. the air is dry.

• But if the temperature is 100C and the humidity is high i.e.

the water content of air is high, then we will feel quite

uncomfortable.

• Humidity is also a major factor for operating sensitive

equipment like electronics, industrial equipment,

electrostatic sensitive devices and high voltage devices etc.

• Such sensitive equipment must be operated in a humidity

environment that is suitable for the device.

• Relative humidity is useful for many applications, like

HVAC (Heating Ventilation Air Conditioning) and comfort

optimization applications in Smart Buildings and Facilities

Management.
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Examples of Sensors- Humidity Sensors
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Humidity Sensors-classification

Humidity sensors work by detecting changes that alter electrical

currents or temperature in the air.

• There are three basic types of humidity sensors:

• Capacitive,

• Resistive and

• Thermal.

• All three types will monitor minute changes in the atmosphere in

order to calculate the humidity in the air.

• Technically, the device used to measure the humidity of the

atmosphere is called Hygrometer
• A capacitive humidity sensor measures relative humidity by placing a thin strip of metal

oxide between two electrodes
• A resistive humidity sensors utilize ions in salts to measure the electrical impedance of

atoms. As humidity changes, so does the resistance of the electrodes on either side of the
salt medium.

• Two thermal sensors conduct electricity based upon the humidity of the surrounding air.
One sensor is encased in dry nitrogen while the other measures ambient air. The difference
between the two measures the humidity.
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Examples of Sensors- Distance Sensor

• As their name suggests, distance sensors are used for determining the

distance of an object from another object or obstacle without any

physical contact involved

• In real-time, different methods are available to detect by a different

range of basic hardware.

• Thus, distance sensor uses extremely broad technologies like laser, IR

(infrared) triangulation, ultrasonic, LED-TOF (light-emitting diode-

time-of-flight), etc…

How do Distance Sensors Work?
• Commonly associated with ultrasonic sensors, it functions by

outputting a signal (depending on technology; ultrasonic waves, IR,

LED, etc.) and measuring a change when the signal returns.

• The change measured can be in the form of either:

• time it takes for a signal to return,

• intensity of a returned signal,

• or phase change of the returned signal.

https://www.elprocus.com/communication-using-infrared-technology/
https://www.elprocus.com/light-emitting-diode-led-working-application/
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IR Distance Sensor features

When the module detects obstacles in front of the signal, the circuit board green

indicator light level, while the OUT port continuous output low-level signals,

the module detects a distance of 2 ~ 10cm, detection angle 35 °, the detection

distance can be potential adjustment with adjustment potentiometer clockwise,

the increase in detection distance; counterclockwise adjustment potentiometer,

the detection distance decreased.

The sensor active infrared reflection detection, target reflectivity and shape of

the detection distance of the key.

The black minimum detection range, white maximum; small area object

distance is small, a large area from the large.

The sensor module output port OUT can be directly connected with the

microcontroller IO port can also be driven directly to a 5V relay;

Connection: VCC-VCC; GND-GND; OUT-IO.

The comparator using LM393, stable. 3-5V DC power supply module can be

used. When the power is turned on, the red power LED is lit.

With the screw holes of 3mm, easy to install. Board size: 3.1CM * 1.5CM.

Each module in the delivery has threshold comparator voltage adjustable via

potentiometer, special circumstances, please do not adjust the potentiometer.
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Light Sensor-Introduction

 Light Sensors are photoelectric devices that convert light energy

(photons) whether visible or infra-red light into an electrical

(electrons) signal.

 A Light Sensor is a passive devices that generates an output

signal indicating the intensity of light by measuring the radiant

energy

 The light sensor the “light energy” whether visible or in the

infra-red parts of the spectrum into an electrical signal output.

 Light sensors are known as “Photoelectric Devices” or “Photo

Sensors” because the convert light energy (photons) into

electricity (electrons).

 Photoelectric are of two types:

 Photo-voltaic or Photo-emissive

 Photo-resistors or Photo-conductors

generate electricity when illuminated

which can change their electrical properties 
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Classification of light sensors:

• Photo-emissive Cells – These are photo devices which release

free electrons from a light sensitive material such as caesium when

struck by a photon of sufficient energy.

The amount of energy the photons have depends on the frequency

of the light and the higher the frequency, the more energy the

photons have converting light energy into electrical energy.

• Photo-conductive Cells – These devices vary their electrical

resistance when subjected to light.

Photoconductivity results from light hitting a semiconductor

material which controls the current flow through it.

Thus, more light increase the current for a given applied voltage.

The most common photoconductive material is Cadmium Sulphide

used in LDR photocells.
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Actuators-Introduction

 An actuator is a machine part that receives a control signal and

then begins movement,

 i.e. electrical energy to physical energy

 An actuator requires an energy source to operate such as

hydraulic fluid pressure, electric current, or pneumatic pressure,

and converts energy into motion.

 Actuators, on the other hand, come in a variety of shapes and

sizes, and they employ a variety of power sources to achieve

diverse motions.

 Stepper motors are a type of actuator that receives digital pulses

and converts them into mechanical motion. Robots, smart tools,

and automated cutting equipment all use stepper motors.

 Actuators are divided into two categories based on the motion

they produce and the power source they utilize
Linear Actuators

Rotary Actuators

Hydraulic Actuators

Pneumatic Actuators
Electrical Actuators
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Actuators-Introduction

 An actuator is a device that takes actions as per the input

command, pulse or state (1 or 0), or set of 1s and 0s, or a

control signal.

 An attached motor, speaker, LED or an output device converts

electrical energy into physical action,

 Examples of applications of actuators are:

● Light sources

● LEDs

● Piezoelectric vibrators and sounders

● Speakers

● Solenoids

● Servomotor

● Relay switch

● Switching on a set of streetlights

● Application of brakes in a moving vehicle

● Ringing of alarm bell

● Switching off or on a heater or air-conditioner or boiler current in a steam boiler

in a thermal plant.
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Actuators-Introduction

 Light Source Traffic lights are examples of function of light

sources as actuators controlled by the inputs.

 LED LED is an actuator which emits light or infrared radiation.

 Uses of different colour LEDs, RGB (Red-Green-Blue) LEDs,

intensity variation of LED and colours, graphic and text display

using big screens are actions which are controlled using the

inputs.

 RGB LED has three inputs to control, i.e. R, G and B

components and thus the composite colour.

 Pulse width modulated pulses control the LED light emission

intensity.

 A microcontroller is used for generating PWM outputs.

 Piezoelectric Vibrator Piezoelectric crystals generate

vibrations when applied in varying electric voltages at the input.
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Actuators-Introduction

 Piezoelectric Speaker A piezoelectric speaker enables

synthesized music tunes and sounds.

 The appropriately programmed pulses generate the music,

sounds, buzzers and alarms when they are the input to the

speaker.

 A microcontroller is used for generating PWM outputs for

actions using speakers.

 Solenoid A solenoid is an actuator consisting of a number of

cylindrically wound coils.

 The flow of current creates a magnetic field in proportion to the

number of turns in the solenoid and the current in it. If a shaft

made of iron is placed along the axis, then its motion can be

controlled by the input current, pulses and variations of current

with time. It can create a sharp forward push, backward push

and repeated to and fro motion. It can also create rotator motion

from linear motion by using a Cam.
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Actuators-Introduction

 Motor A motor can be DC (direct current controlled) or AC

(alternating current controlled).

 IO modules are readily available to receive the control digital

inputs of 1s and 0s and deliver high currents.

 The dc or ac rotates the motor. A cam also converts rotator

motion into linear motion when it rotates using a motor.

 Servomotor Servomotor is a geared DC motor for applications

such as robotics.

 It rotates the shaft of a motor.

 The shaft of the motor can be controlled and positioned or

rotated through 180° (+90°) degrees.

 The shaft’s angular position is controlled through 180°, between

–90° and +90° degrees
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Actuators-Introduction

 A servomotor is a linear actuator or rotary actuator that allows

for precise control of linear or angular position, acceleration,

and velocity.

 It consists of a motor coupled to a sensor for position feedback.

 It also requires a relatively sophisticated controller, often a

dedicated module designed specifically for use with

servomotors.

https://www.electrical4u.com/sensor-types-of-sensor/
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Actuators-Introduction

 Relay Switch A relay is an electrically operated switch. They

commonly use an electromagnet (coil) to operate their internal

mechanical switching mechanism (contacts).

 When a relay contact is open, this will switch power ON for a

circuit when the coil is activated.

 Relays allow a low current circuit to control one or more higher

current circuits. Relays provide these benefits;

1. Thinner cables can be used to connect the control switch to the

relay thereby saving weight, space and cost.

2. Relays allow power to be routed to a device over the shortest

distance, thereby reducing voltage loss.

3. Heavy gauge cable only needs to be used to connect a power

source (via the relay) to the device.



THANK YOU

Stay Healthy- Stay Safe
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