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Course objectives:

COB 1: To introduce the concepts of the Internet of Things (loT).
oeoliivi To impart knowledge on IoT and Machine to Machine application areas.
COB 3: To introduce various Integrated Development Environments (IDEs) used in loT.

COB 4: To enable the students learn the effective usage of device connectivity and cloud
connectivity models.
COB 5: To illustrate various cloud connectivity protocols.

COB 6: To make the students understand the implementation of loT for various
applications.

Course outcomes:

~ Bwlainthebasicbuilding blocks of loT.
CO 2: Make use of the features provided by the Arduino & Raspberry Pi IDEs and
- develop basic programming.

Explain various sensors and actuators used in loT.

Outline the protocols for device and cloud connectivity in loT.

Demonstrate the case studies of loT applications
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/1A Unit IV-Introduction to Cloud Platforms and
Al loT Communication Protocols :

» Cloud Platforms
» Introduction

» loT Protocols:

> MQTT,

> HTTP,

» COAP,

> XMPP
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e loT Communication Protocols :
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Cloud Platform Services: Cloud platform offers the following:

* Infrastructure for large data storage collected from devices, Like.,
 RFIDs,
* Industrial plant machines,
e Automobiles and device networks

« Computing capabilities, such as analytics, IDE (Integrated
Development Environment)

« Collaborative computing and data store sharing.

Cloud Platform Usages: Cloud platform usages are for connecting

devices, data, APIs-Application Programme Interfaces, applications and

services, persons, enterprises, businesses and XAAS(Anything as a

service)

« The following equation describes a simple conceptual framework of
the Internet Cloud:

* Internet Cloud + Clients = User applications and

* with ‘no boundaries and no walls’

loT P. Bujjibabu
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What is Cloud Computing?

* Cloud Computing is a general term used to describe a new class of
network based computing that takes place over the Internet,

— basically a step on from Utility Computing

— a collection/group of integrated and networked hardware,
software and Internet infrastructure (called a platform).

— Using the Internet for communication and transport provides
hardware, software and networking services to clients

* These platforms hide the complexity and details of the underlying
infrastructure from users and applications by providing very simple
graphical interface or APl (Applications Programming Interface).



* |n addition, the platform provides on demand
services, that are always on, anywhere,
anytime and any place.

* Pay for use and as needed, elastic
— scale up and down in capacity and functionalities

* The hardware and software services are
available to

— general public, enterprises, corporations and
businesses markets



Cloud computing is an umbrella term used to refer to
Internet based development and services

A number of characteristics define cloud data,
applications services and infrastructure:

— Remotely hosted: Services or data are hosted on remote
infrastructure.

— Ubiquitous: Services or data are available from anywhere.

— Commodified: The result is a utility computing model
similar to traditional that of traditional utilities, like gas
and electricity - you pay for what you would want!



Cloud Architecture
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Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider
interaction.

cloud computing customers do not own the physical
infrastructure.

Cloud computing users avoid capital expenditure (CapEx) on
hardware, software, and services when they pay a provider
only for what they use.

Low shared infrastructure and costs, low management
overhead, and immediate access to a broad range of
applications



http://en.wikipedia.org/wiki/Capital_expenditure
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{27y Cloud Computing Characteristics "
Common Characteristics:
Massive Scale \ Resilient Computing
Homogeneity | Geographic Distribution

Virtualization ] ~ Service Orientation

 oemYE Y Y

Low Cost Software ] / Advanced Security

Essential Characteristics:

[ On Demand Self-Service
. Broad Network Access | | Rapid Elasticity
[ Resource Pooling J [ Measured Service




(o) Cloud Service Models ™"

Software as a Platform as a
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http://aws.amazon.com/
http://www.rackspace.com/index.php

Tl SaaS Maturity Model

Level 1: Ad-Hoc/Custom —
One Instance per customer

Level 2: Configurable per
customer

Level 3: configurable &
Multi-Tenant-Efficient

Level 4: Scalable, Configurable
& Multi-Tenant-Efficient
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Ditferent Cloud Computing Layers

Application Service
(SaaS)

MS Live/ExchangelLabs, IBM,
Google Apps; Salesforce.com
Quicken Online, Zoho, Cisco

Application Platform

Google App Engine, Mosso,
Force.com, Engine Yard,
Facebook, Heroku, AWS

Server Platform

3Tera, EC2, SliceHost,
GoGrid, RightScale, Linode

Storage Platform

Amazon S3, Dell, Apple, ...




45 Cloud Computing Service Layers

Infrastructure
Focused

Services Description
Services - Complete business services such as
Services PayPal, OpenID, OAuth, Google Maps, Alexa
Application - Cloud based software that eliminates
1 l the need for local installation such as Google Apps,
App'lCOﬂOn Microsoft Online
Development - Software development platforms used
to build custom cloud based applications (PAAS &
Developmerﬂ' SAAS) such as SalesForce
Platform - Cloud based platforms, typically provided
PIOTfOf'm using virtualization, such as Amazon ECC, Sun 6rid
Storage - Data storage or cloud based NAS such
storage as CTERA, iDisk, CloudNAS

Hosting

Hosting - Physical data centers such as those run
by IBM, HP, NaviSite, etc.
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.2 Basic Cloud Characteristics

 The “no-need-to-know” in terms of the underlying
details of infrastructure, applications interface with
the infrastructure via the APIs.

* The “flexibility and elasticity” allows these systems
to scale up and down at will

— utilising the resources of all kinds
* CPU, storage, server capacity, load balancing, and databases
 The “pay as much as used and needed” type of
utility computing and the “always on!, anywhere
and any place” type of network-based computing.
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* Cloud are transparent to users and
applications, they can be built in multiple
ways
— branded products, proprietary open source,

hardware or software, or just off-the-shelf PCs.

* |n general, they are built on clusters of PC
servers and off-the-shelf components plus
Open Source software combined with in-
house applications and/or system software.



Software as a Service (SaaS)

e SaaS is a model of software deployment where an
application is hosted as a service provided to
customers across the Internet.

e Saas alleviates the burden of software
maintenance/support

— but users relinquish control over software versions and
requirements.

 Terms that are used in this sphere include
— Platform as a Service (PaaS) and
— Infrastructure as a Service (laaS)



Virtualization

* Virtual workspaces:

— An abstraction of an execution environment that can be made

dynamically available to authorized clients by using well-defined
protocols,

— Resource quota (e.g. CPU, memory share),

— Software configuration (e.g. O/S, provided services).
* Implement on Virtual Machines (VMs):

— Abstraction of a physical host machine,

— Hypervisor intercepts and emulates instructions from VMs, and allows
management of VMs,

— VMWare, Xen, etc.

* Provide infrastructure API: Hypervisor

— Plug-ins to hardware/support structures Hardware

App  App  App
0s O0Ss O0s

Virtualized Stack



Virtual Machines

VM technology allows multiple virtual
machines to run on a single physical machine.

App | | App App App | | App
Guest OS Guest OS
(Linux) (Windows)
VM VM VM

Virtual Machine Monitor (VMM) / Hypervisor

Hardware

Xen
VMWare
UML

Denali
etc.

Performance: Para-virtualization (e.g. Xen) is very close to raw physical

performance!
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Cloud Computing Features and Advantages: Essential

features of cloud storage and computing are:

« On demand self-service to users for the provision of storage,
computing servers, software delivery and server time

« Resource pooling in multi-tenant model

« Broad network accessibility in virtualized environment to
heterogeneous users, clients, systems and devices

« Elasticity
« Massive scale availability
« Scalability

« Maintainability

 Homogeneity

* Virtualization

* Interconnectivity platform with virtualized environment for
enterprises and provisioning of in-between Service Level Agreements
(SLAS)

« Advanced security and Low cost

loT P. Bujjibabu



r-‘_\u'i-h..“

fpa Cloud Platforms

Bist s =k an |

Concerns In usage of cloud computing are: Essential features
of cloud storage and computing are:

* Requirement of a constant high-speed Internet connection

« Limitations of the services available

* Possible data loss

* Non delivery as per defined SLA specified performance

 Different APIs and protocols used at different clouds

 Security in multi-tenant environment needs high trust and low risks

* Loss of users’ control

loT P. Bujjibabu



Cloud Deployment Models: Following are the four cloud

deployment models:

1. Public cloud: This model is provisioned by educational institutions,
Industries, government institutions or businesses or enterprises and Is
open for public use.

2. Private cloud: This model is exclusive for use by institutions,
Industries, businesses or enterprises and Is meant for private use in
the organization by the employees and associated users only.

3. Community cloud: This model is exclusive for use by a community
formed by institutions, industries, businesses or enterprises, and for
use within the community organization, employees and associated
users. The community specifies security and compliance
considerations.

4. Hybrid cloud: A set of two or more distinct clouds (public, private or
community) with distinct data stores and applications that bind
between them to deploy the proprietary or standard technology

loT P. Bujjibabu



Everything As A Service And Cloud Service Models:

Cloud connects the persons, physical applications, data, devices,
services, and business.

Cloud services can be considered as distribution service—a service for
linking the resources (computing functions, data store, processing
functions, networks, servers and applications) and for provision of
coordinating between the resources

loT P. Bujjibabu
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 |oT devices are found everywhere and will enable
circulatory intelligence in the future.

* For operational perception, it I1s important and useful to
understand how various loT devices communicate with
each other.

« Communication models used in loT have great value.

« The loTs allow people and things to be connected any
time, any space, with anything and anyone, using any
network and any service.

Types of Communication Model :

1. Request & Response Model — This model follows a client-server architecture

2. Publisher-Subscriber Model — This model comprises three entities: Publishers, Brokers, and
Consumers.

3. Push-Pull Model — The push-pull model constitutes data publishers, data consumers, and
data queues.

4. Exclusive Pair —

loT P. Bujjibabu
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 This model follows a client-server architecture.
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{5 Communication models - publisher-Subscriber Model

« This model comprises three entities: Publishers, Brokers, and Consumers.
Publishers are the source of data.
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Protocols-Introduction

* loT Protocols are defined/designed as per the OSI Model/architecture

Host
layers

Media
layers

Protocol
Layer data unit Function[23l
(PDU)
7 Application High-level APls, including resource sharing, remote file access
Translation of data between a networking service and an
3 Bregerieien application; including character encoding, data
Data compression and encryption/decryption
Managing communication sessions, i.e., continuous exchange
= Seedlian of information in the form of multiple back-and-forth
transmissions between two nodes
Seement Reliable transmission of data segments between points on a
4  Transport 2CBMENL, network,
~1anspor Datagram

including segmentation, acknowledgement and multiplexing

Structuring and managing a multi-node network,

3  Network Packet . . : : .
- - including addressing, routing and traffic control

Transmission of data frames between two nodes connected

Data link Frame :
by a physical layer
1 Phusical Bit. Symbol Transmission and reception of raw bit streams over a physical

medium


https://en.wikipedia.org/wiki/OSI_model
https://en.wikipedia.org/wiki/Protocol_data_unit
https://en.wikipedia.org/wiki/Protocol_data_unit
https://en.wikipedia.org/wiki/OSI_model#cite_note-23
https://en.wikipedia.org/wiki/Application_layer
https://en.wikipedia.org/wiki/Data_(computing)
https://en.wikipedia.org/wiki/API
https://en.wikipedia.org/wiki/Presentation_layer
https://en.wikipedia.org/wiki/Character_encoding
https://en.wikipedia.org/wiki/Data_compression
https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Session_(computer_science)
https://en.wikipedia.org/wiki/Session_layer
https://en.wikipedia.org/wiki/Transport_layer
https://en.wikipedia.org/wiki/Packet_segmentation
https://en.wikipedia.org/wiki/Datagram
https://en.wikipedia.org/wiki/Packet_segmentation
https://en.wikipedia.org/wiki/Acknowledgement_(data_networks)
https://en.wikipedia.org/wiki/Multiplexing
https://en.wikipedia.org/wiki/Network_layer
https://en.wikipedia.org/wiki/Network_packet
https://en.wikipedia.org/wiki/Address_space
https://en.wikipedia.org/wiki/Routing
https://en.wikipedia.org/wiki/Network_traffic_control
https://en.wikipedia.org/wiki/Data_link_layer
https://en.wikipedia.org/wiki/Frame_(networking)
https://en.wikipedia.org/wiki/Physical_layer
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Symbol_rate#Symbols

E ]
{5\ Protocols-Introduction

Application Layer

Transport Layer
Network Layer

-- --

Physical/Data Link g " mo/
Layer | ) NFC
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« HTTP- Hypertext Transfer Protocol is an application protocol for
distributed information systems.

 CoAP-Constrained Application Protocol i1s an application layer
protocol that Is intended for use In resource-constrained internet
devices, such as WSN nodes.

 6LoWPAN-IPv6 over Low power Wireless Personal Area Networks
IS concept originated from the idea that “the Internet Protocol could
and should be applied even to the smallest devices,”

« MQOTT (Message Queuing Telemetry Transport) This protocol
enables a publish/subscribe messaging model in an extremely
lightweight way. It is useful for connections with remote locations
where a small code footprint is required and/or network bandwidth is
at a premium.”

« XMPP-Extensible Messaging and Presence Protocol (originally
named Jabber) Is an open communication protocol designed for
Instant messaging (IM), presence information, and contact list
maintenance. o " Bulloabe



https://mqtt.org/

{2742 Protocols-definitions

FTP-File Transfer Protocol iIs a standard network protocol used to
transfer computer files between a client and server on a computer
network.

SMTP-Simple Mail Transfer Protocol is an Internet standard for
electronic mail (email) transmission.

TCP-Transmission Control Protocol provides reliable, ordered,
and error-checked delivery of a stream of octets

UDP-User Datagram Protocol is a transport layer protocol defined for
use with the IP network

IPv4/IPv6-Internet Protocol Version X provides an identification and
location system for computers on networks and routes traffic across
the Internet.

IPv4 uses 32-bit (four-byte) addresses, IPv6 uses a 128-bit address,

IEEE 802.3 — Ethernet-It is a standard specification for Ethernet, a
method of physical communication in a local area network (LAN).
IEEE802.11-Wireless Network-It s a set of media access
control (MAC) and physical layer (PHY) specifications for
implementing wireless local ared' network (WLAN) compter
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MQTT protocol MQTT
MQTT |S an OASIS Standard messaglng MQTT is a lightweight, publish-subscribe, machine to

X machine network protocol. It is designed for

Thi Ngs (l OT) : connections with remote locations that have devices

It is designed as an extremely ligh ... oo
messaging transport that is ideal for conn organization: oasis

a small code footprint and minimal Nnetwao Latest version: 5.0.7 iarch 201

MQTT today is used in a wide varie . """
automotive, manufacturing, telecommunic vear starea: 1900

It was designed by Andy Stanford-Clar] Commitice: OASIS Message Queung Telemety

In 1999 for connecting Oil Pipeline telemetry systems over satellite.
Although it started as a proprietary protocol it was released Royalty
free in 2010 and became an OASIS standard in 2014.

MQTT stands for MQ Telemetry Transport but previously was
known as Message Queuing Telemetry Transport.

MQTT Is fast becoming one of the main protocols for IOT (internet

of things) deployments.

loT P. Bujjibabu



m MQTT protocol

Publish a topic:

Topic
"loT/Protocols” Publisher | Top

* AMQP,CoAP,MQTT and IMS are brokered based
* Clients role switch between publisher<->Subscribers

Aditya Engineering College (A)

Subscribe to topic:
"loT/Protocols”

Disteibute topics between

- publishing clients and
8_ subscribing cllents
N

*AMQP & MQTT are peer-to-peer between publisher & broker

[ BROKER-
-Store and forward
-Filtering
-prioritization
Qos

\. y,

-

8

N
Subscriber

Do not subscribe to
topic:"loT/Protocols”

Subscribe to topic:
“loT/Protocols”
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{25 » HTTP protocol

HTTP (HyperText Transfer Protocol)

« HTTP stands for Hypertext Transfer P
of data communication for the World W

« HTTP is an application-layer protocc
documents, such as HTML.

|t was designed for communication be
servers, but it can also be used for othel

« HTTP follows a classical client-server
connection to make a request, then wal
HTTP is a stateless protocol, meaning
any data (state) between two requests.

« The HTTP protocol is not preferred as

(—[ Web Server ]
[ Web Client ]—) [Server Side SCFIpt]

Database

HTTP Protocol

cost, battery life, huge power consumptiuii, aru weryiit issues.
« That being said, it is still used within some industries. For example,
manufacturing and 3-D printing rely on the HTTP protocol due to the

large amounts of data it can publish.

loT

P. Bujjibabu


https://en.wikipedia.org/wiki/Application_Layer
https://en.wikipedia.org/wiki/Client%E2%80%93server_model
https://en.wikipedia.org/wiki/Stateless_protocol

{5\ HTTP protocol
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COAP protocol MQTT
MQTT |S an OASIS Standard messaglng MQTT is a lightweight, publish-subscribe, machine to

X machine network protocol. It is designed for

Thi Ngs (l OT) : connections with remote locations that have devices

It is designed as an extremely ligh ... oo
messaging transport that is ideal for conn organization: oasis

a small code footprint and minimal Nnetwao Latest version: 5.0.7 iarch 201

MQTT today is used in a wide varie . """
automotive, manufacturing, telecommunic vear starea: 1900

It was designed by Andy Stanford-Clar] Commitice: OASIS Message Queung Telemety

In 1999 for connecting Oil Pipeline telemetry systems over satellite.
Although it started as a proprietary protocol it was released Royalty
free in 2010 and became an OASIS standard in 2014.

MQTT stands for MQ Telemetry Transport but previously was
known as Message Queuing Telemetry Transport.

MQTT Is fast becoming one of the main protocols for IOT (internet

of things) deployments.

loT P. Bujjibabu



m MQTT protocol

Publish a topic:

Topic
"loT/Protocols” Publisher | Top

* AMQP,CoAP,MQTT and IMS are brokered based
* Clients role switch between publisher<->Subscribers

Aditya Engineering College (A)

Subscribe to topic:
"loT/Protocols”

Disteibute topics between

- publishing clients and
8_ subscribing cllents
N

*AMQP & MQTT are peer-to-peer between publisher & broker

[ BROKER-
-Store and forward
-Filtering
-prioritization
Qos

\. y,

-

8

N
Subscriber

Do not subscribe to
topic:"loT/Protocols”

Subscribe to topic:
“loT/Protocols”
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XMPP protocol MQTT
MQTT |S an OASIS Standard messaglng MQTT is a lightweight, publish-subscribe, machine to

X machine network protocol. It is designed for

Thi Ngs (l OT) : connections with remote locations that have devices

It is designed as an extremely ligh ... oo
messaging transport that is ideal for conn organization: oasis

a small code footprint and minimal Nnetwao Latest version: 5.0.7 iarch 201

MQTT today is used in a wide varie . """
automotive, manufacturing, telecommunic vear starea: 1900

It was designed by Andy Stanford-Clar] Commitice: OASIS Message Queung Telemety

In 1999 for connecting Oil Pipeline telemetry systems over satellite.
Although it started as a proprietary protocol it was released Royalty
free in 2010 and became an OASIS standard in 2014.

MQTT stands for MQ Telemetry Transport but previously was
known as Message Queuing Telemetry Transport.

MQTT Is fast becoming one of the main protocols for IOT (internet

of things) deployments.

loT P. Bujjibabu



m MQTT protocol

Publish a topic:

Topic
"loT/Protocols” Publisher | Top

* AMQP,CoAP,MQTT and IMS are brokered based
* Clients role switch between publisher<->Subscribers

Aditya Engineering College (A)

Subscribe to topic:
"loT/Protocols”

Disteibute topics between

- publishing clients and
8_ subscribing cllents
N

*AMQP & MQTT are peer-to-peer between publisher & broker

[ BROKER-
-Store and forward
-Filtering
-prioritization
Qos

\. y,

-

8

N
Subscriber

Do not subscribe to
topic:"loT/Protocols”

Subscribe to topic:
“loT/Protocols”
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MQTT protocol MQTT
MQTT |S an OASIS Standard messaglng MQTT is a lightweight, publish-subscribe, machine to

X machine network protocol. It is designed for

Thi Ngs (l OT) : connections with remote locations that have devices

It is designed as an extremely ligh ... oo
messaging transport that is ideal for conn organization: oasis

a small code footprint and minimal Nnetwao Latest version: 5.0.7 iarch 201

MQTT today is used in a wide varie . """
automotive, manufacturing, telecommunic vear starea: 1900

It was designed by Andy Stanford-Clar] Commitice: OASIS Message Queung Telemety

In 1999 for connecting Oil Pipeline telemetry systems over satellite.
Although it started as a proprietary protocol it was released Royalty
free in 2010 and became an OASIS standard in 2014.

MQTT stands for MQ Telemetry Transport but previously was
known as Message Queuing Telemetry Transport.

MQTT Is fast becoming one of the main protocols for IOT (internet

of things) deployments.
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THANK YOU

STAY HEALTHY- STAY SAFE
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