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Unit-5 Outcomes

At the end of the Unit, Student will be able to:

CO 5 : Assess the embedded systems by various
Implementation and development tools.
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Integrated Development Environment

» An integrated development environment (IDE) is a software application
that provides comprehensive facilities to computer programmers for
software development.

» An IDE normally consists of at least a source code editor, in-built automation
tools and a debugger.

» Some IDEs such as NetBeans, Visual Studio and Eclipse for C, C++, Java

development, contain the necessary compiler, interpreter, or both.
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Embedded System Development Environment

*The most important characteristic of E.S is the cross-platform development
technique.

*The primary components in the development environment are the host
system, the target system and many connectivity solutions between the host
and the target E.S.

*The development tools offered by the host system are the cross complier,
linker and source-level debugger.

*The target embedded system offers a dynamic loader, link loader, a monitor
and a debug agent.

*Set of connections are required between the source computer and the
target system.

*These connections can be used for transmitting debugger information
between the host debugger and the target debug agent.
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IDE (Integrated Development
Environment)

In E.S IDE stands for an integrated environment for
developing and debugging the target processor specific
embedded firmware.

An IDE is also known as integrated design environment
or integrated debugging environment.

IDE is a software package which bundles a “Text

n n

Editor”, “Cross-compiler”,”Linker” and a “Debugger”.

IDE is a software application that provides facilities to
computer programmers for software development.

IDEs can either command line based or GUI based.
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@ IDE consists of:
1.Text Editor or Source code editor
2.A compiler and an interpreter
3.Build automation tools
4.Debugger
5.Simulators
6.Emulators and logic analyzer

*The example of IDE is Turbo C/C++ which provides platform on
windows for development of application programs with command line
interface.

*The other category of IDE is known as Visual IDE which provides the

platform for visual development environment , ex- Microsoft Visual C+
+.

*IDEs used in Embedded firmware are slightly different from the
generic IDE used for high level language based development for
desktop applications.

*In Embedded applications the IDE is either supplied by the target
processor/controller manufacturer or by third party vendors or as
Open source.
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Embedded Software Development Tools List

dq Visual Studio

Visual Studio
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Eclipse
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Cross Compilation

Cross compilation is the process of converting a source
code written in high level language to a target
processor/controller understandable machine code.

The conversion of the code is done by software running on
a processor/controller which is different from the target
processor.

The software performing this operation is referred as the
Cross-compiler.

In other words cross-compilation the process of cross
platform software/firmware development.

A cross complier is a compiler that runs on one type of
processor architecture but produces object code for a
different type of processor architecture.
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s Need for Cross Compiler

There are several advantages of using cross compiler some of them are as below:

*By using cross compliers we can not only develop complex E.S but reliability can be
improved and maintenance is easy.

*Knowledge of the processor instruction set is not required.
*Register allocation and addressing mode details are managed by the compiler.

*The ability to combine variable selection with specific operations improves program
readability.

*Keywords and operational functions that more nearly reseamble the human thought
process can be changed.

*Program development and debugging time will be dramatically reduced when
compared to assembly language programming.

*The library files that are supplied provide may standard routines that may be
incorporated into our application.

*Existing routine can be reused in new programs by utilizing the modular
programming technigues available with C.

*The Clanguage is very portable and very popular.
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Types of Files Generated on Cross
compilation

* The various files generated during cross-
compilation process are:

1. List File

2.Hex File (.hex)

3.Pre-processor Output file

4.Map File (File extension linker dependent)

5.0bject File (.obj)
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system which contains the information code generated from the
source file.

Hex file

“*The Hex file is an ASCII text file with lines of text that follow the Intel
Hex file format.

“*Intel Hex files are often used to transfer the program and data that
would be stored in a Rom or EPROM.

Map Files

“*These files are used to keep the information of linking and locating
process.

“*Map files use extensions .H,.HH,.HM
“*Object files
“*It is the lowest level file format for any platform.

“*Cross compiling each source module converts the various Embedded
instructions and other directives present in the module to an object
(.OBJ) file.

“*The object file is specially formatted file with data records for
symbolic information, object code, debugging information etc.
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Disassembler is a utility program which converts machine codes into
target processor specific Assembly instructions.

The process of converting machine codes into Assembly code is known as
“Disasssembling”.

Disassembling is complementary to assembling or cross assembling.

The output of the disassembler is often formatted for human-readability
rather than suitability for input to an assembler.

Assemble language source code generally permits the use of constant and
programmer comments.

These are usually removed from the assembled machine code by the
assembler.

A disassembler operating on the machine code would produce
disammembly lacking these constants and comments ,the disassembled
output becomes more difficult for a human to interpret than the original
annotated sources code.

The interactive disassembler allows the human user to make up
mnemonic symbols for values of code in an interactive session.

A disassembler may be stand-alone or interactive.

A stand-alone disassembler when executed generates an assembly
language file which can be examined.

Interactive shows the effect of any change the user makes immediately.
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* Decompiler is the utility program for translating machine codes into
corresponding high level language instructions.

* A decompileristhe name given to a computer program that
performs the reverse operation to that of a compiler.

* The tool that accomplishes this task is called a decompiler.

* The decompiler does not reconstruct the original source code and
its ouput is far less intelligible to a human than original source code

* Decompilation was first used in 1960s to facilitate the migration of
a program form one platform to another.

* Decompile means to convert executable program code into some
form of higher-level programming language so that it can be read
by a human.

* Decompilation is a type of reverse engineering that does the
opposite of what a compiler does.

* The are many reasons for decompilation such as understanding a
program, recovering the source code for purposes of achieving or
updating, finding viruses, debugging programs and translating
obsolete code.
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Simulator and emulators are two important tools used in embedded system development.

Simulator is a software tool used for simulating the various conditions for checking the
functionality of the application firmware.

It is a host-based program that simulates the functionality and instruction set of the target
processor.

The features of Simulator based debugging are :
Purely software based

Doesn’t require a real target system

Very primitive

Lack of Real —time behavior.

Simulation is used whenever trying things in the physical world would be inconvenient,
expensive.

Simulation allows experimenter to try things with more control over parameters and better
insight into the results.

Simulating an embedded computer system can be broken down into five main parts:

The computer board itself, the piece of hardware containing one or more processor,
executing the embedded software.

The software running on the computer board. This includes the user applications , also the
boot ROM or BIOS, hardware drivers, OS and various libraries.

The communication network or networks that the board is connected to and over which the
software communicates with software on other computers.

The environment in which the computer operates and that it measures using sensors and
affects using actuators.
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Advantages of Simulator Based "
Debugging

The simulator based debugging techniques are simple and
straightforward.

Other advantages are:

No need for original Target Board

It is purely software oriented.

|.IDEs software support simulates the CPU of the target board.

ll.Users only needs to know about the memory map of various devices

within the target board and the firmware should be written on the
bases of it.

IV.Since real hardware is not required the firmware development can

start well in advance immediately after the device interface and
memory maps are finalised.

V.This saves development time.
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Simulate 1/0 peripherals

.1t provides the option to simulate various |/O
peripherals.

11.Using simulator’s I/0 support we can edit the
values for I/O registers ad can be used as the
input/output value in the firmware execution.

lll.Hence it eleminates the need for connection
/O devices for debugging the firmware.
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|.With simulator’s simulation support we can

input any desired value for any parameter
during debugging the firmware and can observe

the control flow of firmware.

1.1t helps the developer in simulating abnormal
operational environment for firmware and helps
the firmware developer to study the behavior of
the firmware under abnormal input conditions.
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Limitations OF Simulator Base
Debugging

Deviation from Real Behaviour

|.Simulation-based firmware debugging is always
carried out in a development environment where
the developer may not be able to debug the
firmware under all possible combinations of input.

ll.Under certain operating conditions we may get
some particular result and it need not be the same

when the firmware runs in a production
environment.
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Lack of Real timeliness

|.The major limitation is that it is not real-time in
behavior.

II.The debugging is developer driven and it is no
way capable of creating a real time behavior.

Ill.Moreover in a real application the 1/0
condition may be varying or unpredictable.
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Emulator

It is a piece of hardware that exactly behaves like the real microcontroller chip
with all its integrated functionality.

It is the most powerful debugging of all.

A microcontroller’s functions are emulated in real-time and non-intrusively.
All emulators contain 3 essential function:

The emulator control logic, including emulation memory

The actual emulation device

A pin adapter that gives the emulator’s target connector the same “package” and
pin out as the microcontroller to be emulated.

An emulator is a piece of hardware that looks like a processor, has memory like a
processor, and executes instructions like a processor but it is not a processor.

The advantage is that we can probe points of the circuit that are not accessible
inside a chip.

It is a combination of hardware and software.
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Debuggers

Debugging in embedded application is the process of
diagnosing the firmware execution, monitoring the target
processor’s registers and memory while the firmware is
running.

Debugging is classified into two namely Hardware
debugging and firmware debugging.

Hardware debugging deals with the monitoring of various
bus signals and checking the status lines of the target
hardware.

Firmware debugging deals with examining the firmware
execution, execution flow, changes to various CPU registers
and status registers on execution of the firmware to ensure
that the firmware is running as per the design.
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* |tis aspecial program used to find errors or bugs in other
programs.

* Adebugger allows a programmer to stop a program at any point
and examine and change the values of the variables.

* Adebugger or debugging tool is a computer program that is used to
test and debug other programs.

* Some of the debuggers offer two modes of operation like full or
partial simulation.

* A crash happens when the program cannot normally continue
because of a programming bug.

* Ex- The program might have tried to use an instruction not available
on the current version of the CPU to access unavailable or
protected memory.

* When program crashes or reaches a preset condition the debugger
shows the position in the original code if it is a source-level
debugger or symbolic debugger.
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Embedded System Product Development Life Cycle

» The Embedded System Product Development Life Cycle (EDLC)
consist of different phases:
v" Requirement analysis,
v Feasibility analysis,
v Design & Implementation,
v Integration & Testing,
v' product release & Marketing and Operations,

v Maintenance & Upgrade.



Requirements Requirements

REQUIfementS Gathering Analysis

lmplementation System System

Design Implementation

Embedded System Product

System

Development Life Cycle (EDLC) _ Optimization

v
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Embedded product Development Life Cycle

Concept > Requirement 12— Design > Development

e Integration F > Varand val > Main/Retire
Development



* The embedded system product development life cycle explains vatibis Fhgses of'ese (Y
Embedded development.

* The following Phases are explained as follows:
Concept Phase —
* Here analysis of the market trend is carried out.

* The phase involves brain stromming of innovative ideas driven by technology
trends and customer inputs.

Requirements Gathering Phase-

* In this stage it determines what kind of hardware an software is required to satisfy
the customers.

* The number of requirements will eventually determine the scope of the product
and what problem areas are being addressed by the new version of the product.

Desngn Phase

The product owner and design team will identify the relationship between input
and output.

* Afterinvestigating the overall behavior of the E.S a System specification is written.

* All the required components to build the embedded product are identified and
also how these components interact with each other.

* Afunctional design document is written to compile the findings of all the above
components.

* Adetailed hardware and software partitioning is determined.
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*Based on the specification o f embedded system
functionality and power consumption and cost all the
different hardware add on components are chosen and
hardware implementation will start in the first sub-phase
of implementation.

*Then the software components which deal with code
running on a microcontroller running together on a RTOS
Is done as a next step in the process.

Integration Phase-

*The next step in the implementation process is the
testing of the entire embedded system.

*This ensures whether the embedded system is
complying with the entire system specification defined.
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*The validation phase is to ensure that the entire
system is implemented as against the design and
eventually against the requirements.

*Emulation based approach can be followed for
verification .

*Compliance testing and certification testing are
carried on the target embedded system.

Maintenance and Retire Phase

This phase includes changes and additions as
required by the users and also fixing bugs to keep
the product up and running at the customer site.
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Embedded Software development process and tools

Host and Target Machine

> Application programs are typically developed, compiled,

and run on host system

> Host is computer system on which all programming tools
are run.

% Once programme has been written ,compiled,
assembled and linked, it is moved to target.
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Embedded Development Tools

> Editor

» Compiler/ Assembler
» Linker and Locator
» Debugger

» Emulator

> Simulator
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Compiler

> A software program that converts source code that
written in high level programming language into low level

language.

» A Native-compiler runs on a computer platform and
progduces code for that same computer platform.

» A Cross-compiler runs on one computer platform and
produces codesfor another computer platform.
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Assembler

» An Assembler is software program that converts
source code written in assembly language into
machine language.

» The input to the Assembler must be assembly
lapguage

»
» An Assembler that runs on Host but produces binary

instruction appropriate for Target is called Cross-
Assembler.
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Preprocessed code
file — hello. i

C Conypilerx I

Assenmbly code
file — hello.s

e L

Object code file Relocation object code
- hello. o dformaticn
Linleclnk editor Other objects filef moda les

! % Libraxy files

Execucable code -
hello, hello. exe

Locator assign memory

(i

Scored in secondary
storage such as hard
disk (hdd) as an
executable image

Fan tore cbjects / modules J
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Process Address
Space

when rouvungfexecute the
program (a process)
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Primary memory e.J.
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Linker and Locator

» A linker or link editor is a program that takes one or more
objects generated by compilers and assembles them into
a single executable program or a library that can later be
linked to in itself.

» All of the object files resulting from compiling must be
combined in a special way before the program can be
® executed.
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f"\mw » A Locator is the tool that performs the conversion
from relocatable program to executable binary
Image.

» It will produce an output file that contains a binary
Image that can be loaded into the target ROM.

» You will have to provide information about the

¢ memory on the target board as input to the locator.

> The locator uses this information to assign physical
memory addresses to each of the code and data
sections.
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Debugger

» A debugger or debugging tool is a computer program that
Is used to test and debug other programs.

» The code to be examined might alternatively be running on
an instruction set simulator .

» When the program crashes, the debugger shows the actual
%osition in the original code if it is a source-level debugger.

» Ifitisa Iow-levél debugger or a machine-language
debugger it shows that line in the program.
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Emulator

» An emulator is a piece of Hardware/Software that
enables one computer system to run programs that are
written for another computer system.

For example there is a Comodore 64 emulator for
the iPhone which allow you to run games that written
for the iPhone.

& An emulator is used on the target processor (the
processor for which the program is being written).
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Simulator

» Simulator is a piece of Hardware/Software that
simulates another system.

» for example a flight simulator allows you to experience
what it is like to fly an aircraft, a driving simulator to
experience driving etc..

»* Simulator tests the program on the development
processor(the processor on which we are working).
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A BOUNDARY SCAN

» Atarget hardware debug method for checking the interconnections among the
various chips of a complex board.

» As the complexity of the hardware increase, the number of chips present in the board
and the interconnection among them may also increase.

» The device packages used in the PCB become miniature to reduce the total board space
occupied by them and multiple layers may be required to route the interconnections
among the chips.

» With miniature device packages and multiple layers for the PCB, it will be very difficult
to debug the hardware using magnifying glass, multimeter etc. to check the
Interconnection among the various chips.

» Boundary scan is a technique used for testing the interconnection among the
various chips, which support JTAG interface, present in the board.

» JTAG: A serial interface for target board diagnostics and debugging.

» Chips which support boundary scan associate a boundary scan cell with each pin of the
device.

Ty
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~~~~~~~~~ JTAG based BOUNDARY SCANNING for H/W Testing

» A JTAG port contains
the five signal lines
namely:

1. TDI (Test Data In)

2. TDO (Test Data Out)
3. TCK (Test CLK),

4. TRST (Test Reset)

5. TMS (Test Mode
Select)

» These lines form the
Test Access Port (TAP)
for a JTAG supported
chip.

Boundary Scan Cells

Boundary Scan Path

/\/\

bk

TCK TDI
IC Device 2

TDO

HHHH

i

IC Device 1

TCK TDI

TDO

LT,

TCK TDI
[C Device 3
TDO

H L ——

FHH

PCB

f

TDI

Test Port

O O OQd

TCK



Testing, Simulation and Debugging
Techniques and Tools:

Quality Assurance
and
Testing of the Design

D
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Test Methodology
e

Develop Test
Cases/
Procedures

Obtain Test
Resources

Sign-off &
A lrack, Resolve BAssist with On-
Issues / Risks 4¥ going Test
| Activities




Integra-
tion

Testing Types

Customise,
Conversion,
Regression Interfaces,

Stress /
Volume
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User
Acceptance



Aditya Engineering College (A)

Test / QA — Process Roadmap

Establish
Requirements Project Test Case

Snd Froject Standards / QA 4 Fest Eanceg Developm

Scope

' Lessons
Quality User System Learned /

Assur?nce Acceptance EUG BT Continuous
Testing Testing Improveme
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= Requirements are collected and analysed

= Requirement documented - reviewed,
finalised and agreed upon by all project
participants

= Testing scope of the project is established
and agreed upon

Establish Project Standards
e |

= QA team will assist in establishing and
setting the standards for the project
= The standards established for:
= Development Methodology
= System Design
= Quality Assurance Methodology
=" Methodology Compliance
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= The QA team will establish Quality
Assurance methods, practices and
standards

= The overall QA methodology will assist in
creating a controlled product release and
greatly reduce the risk of errors being
introduced into the product

Test Planning
TN ey et et Rt bt

= QA Team will:

= Write the Test Plans which detail the QA
involvement for the entire project life cycle

= Develop test conditions based on the
business needs and business scenarios

= I[mplement a defect-tracking mechanism
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* Test cases written to test the scenarios
covered in the test conditions

* Review the test conditions and
subsequent test cases with the project
users

* Write test cases that will cover all phases
of the QA life cycle

Quality Assurance (QA) Testing
e

QA normally consists of 5 types of testing:
* Unit Testing

* Functional Testing

* System Integration Testing

* Regression Testing

* User Acceptance Testing
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User Acceptance Testing
T ——

* The testing of the entire application by the
end-users ensuring the application
functions as set forth in the system
requirements documents and that the

system meets the business needs
System Validation

= All systems should go through a validation
process

Aditya Engineering College (A)
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Technical
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= Unit Testing

= Functional Testing

* Performance / System Integration Testing
= Regression Testing

= User Acceptance Testing

Unit Testing
e

* The testing of the application modules to
verify each unit (module) itself meets the
accepted user requirements, design and
development standards
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LosA Functional Testing
s

* The testing of all the application’s modules
individually to ensure the modules, as
released from development to QA, work
together as designed and meet the
accepted user requirements and system
standards

System Integration Testing
e ]

* Testing of all of the application modules in
the same environment, database instance,
network and inter-related applications, as
it would function in production.

* This includes security, volume and stress
testing
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* Testing each of the application’s system
builds to confirm that all aspects of a
system remain functionally correct after
program modifications.

* Automated regression testing tools is the
preferred method

User Acceptance Testing
S |

* The testing of the entire application by the
end-users ensuring the application
functions as set forth in the system
requirements documents and that the
system meets the business needs




Testing On Your Host Machine

Most often it is best to keep as much testing as possible on the host
machine because:

* the embedded environment is not stable (a.k.a. the hardware iIs
“buggy”).

* a richer set of debugging tools and capabilities exist on the host system
(1.e. file system, real-time debugger, simulator, terminal, user 1/O, etc.).

* 1t 1s easier to create reproducible test procedures and simulate “hazard”
situations.

* the main algorithms and flow control can be tested without
dependencies on the underlying hardware.



Figure 10.1 Test System
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Testing/Debugging Techniques

Some effective techniques for testing embedded systems include:

« scaffolding - allows you to verify the overall correctness of the program
and “abstract” the hardware as working properly.

» event simulation — allows you to simulate program events (i.e. timers,
Interrupts, etc.) to insure that responder routines are executing properly.

e scripting — provides a general way of testing program flow and
simulating hazard conditions.

* real-time debugger/simulator — allows you to execute the program on
the host as If it were running on the embedded system.



Robustness Testing

Once the correctness of the system has been verified, its
robustness can be tested by:

# erroneous input — purposefully try to crash/disrupt system operation.
Find the "what ifs” and try them out.

+ overloading — determine conditions that are unlikely to exist and
subject your code to them. Does the system respond gracefully?

+ field-testing — put the system into its actual environment and test it
for some fixed length of time (a.k.a. “burn-in” period).

+ extension — place the system into an environment for which it was
not originally designed. Does the system still function? If not, can
the algorithms used be made more general to handle this situation?



Testing, Simulation and Debugging
Techniques and Tools:

Integration And Testing of Embedded
Hardware-Software on Host
Machine



Design and development process for integrating

software and hardware, and testing
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Execute
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Host and Target Test Systems During
Development Process

» Two systems with different CPUs or
microcontroller and hardware architecture.

* One system— host, generally PC or laptop
or workstation.

» Other system —target, actual hardware for
the embedded system under development



Host and Target

e Target independent and target
dependent code.

e Code has two parts: hardware
Independent code and hardware
dependent code.

e Port and devices— have fixed addresses
on hardware



Host

e Testing and debugging at each stage as
well as at the final stage when the
modules are put together.

o Test at initial stages— at the host

e Host— used to test hardware
Independent codes.

e Host — also used to run simulator




Target

o Used to test hardware independent
codes.

e Target — also used to run monitor



Host and Target Test Systems During

Development Process

System
Test on
host

system
LY

Application
Development
tools; Cross
compiler;
Simulator;
Test input data
and Testing
software data

Host processor
dependent and
target processor
independent
code

ICE

ROM
Emulator

Connected
to Host

Host System
(PCor
workstation
or laptop)

N\

Target
processor
independent
and dependent
codes



Embedded Hardware Tests

e Target Hardware Debugging

e Testing of Processor

o Testing of External Peripherals

e Testing of Memory and Flash Memory

e Processor- External Peripherals, Types
of Memory- Memory Testing- Flash
Memory



Embedded Software Tests
e Testing codes for the GUIs, and HCls
e Testing the codes for the tasks

e Testing of codes for decision blocks In
the tasks

e Testing of codes for the loops
e Testing of codes for display

e Testing of codes for communication to
other computing systems




Testing Steps at Host Machine

o 1. Initial Tests— each module or
segment at initial stage itself and on
host itself

o 2. Test data— all possible combinations
of data designed and taken as test data

o 3. EXxception condition tests — all
possible exceptions for the test



Testing Steps at Host Machine. ..

o 4. Tests-1: hardware independent code

e 5. Tests-2:scaffold software, software
running on host the target dependent codes
and which have same start of code and port
and device addresses as at the hardware.

o Instructions— given from file or keyboard
Inputs.

o Outputs—at host’s LCD display and saves at
file



Testing Steps at Host Machine. ..

e 6. Test Interrupt Service routines
hardware Iindependent part— sections of
Interrupt service routines are called,
which are hardware independent and
tested

e /. Test Interrupt Service routines
hardware dependent part



Testing Steps at Host Machine. ..

e 8. Timer tests— Hardware dependent code
timing functions, clock tick set, counts get,
counts put, delay

e 9. Assert-Macro tests— insert the codes 1n
the program that check whether a condition
or a parameter actually turns true or false.

o I It turns false— the program stops.

e Use the assert macro at different critical
places in the application program



Summary




We learnt
e System codes tested on the host system

e Host system has application development
tools, large memory and windows or
powerful GUIs.



We learnt

e Each module tested at initial stage of its
development as well as by integrating all
modules.

o Steps for hardware (target) independent
and dependent code software testing on
host machine.




Integration And Testing of Embedded
Hardware-Software on Host Machine



